«BebuHap: «MMHghopmayuoHHas be3onacHocmb Ha ripou3soocmee
u ee pearnusayus cpedcmeamu Pl System»

HacTtpounTe 3ByK. Kak aTo caenatb?

Haxmute Ha «Communicate» Ha
naHenn MHCTPYMEHTOB. 34echb Bl
CMOXXETE MOAKITIOUYNTLCA K 3BYKY

D Cisco WebEx Event Cer

Hepbauge (Audio Conference), a Takke
NPOBEPUTbL HACTPOWKM
. (Speaker/Microphone Audio Test) MonpobyiTe BOCMONb30BaATLCS
— dyHkumnen «Call Using Computers.
e Ecnun coegnHeHne He
yCTaHaBNUBAETCH, TO BOCMOSb3YyNTECH
ST dyHkumnen «Call me».
O 2 [lna aToro BBEOUTE NPSAMON HOMEP
TenedoHa (6e3 nobaBo4HOro), Ha
e KOoTOopbI Bam MOXHO nepe3BOHUTD.

@ OSlsoft, © Copyright 2018 OSlsoft, LLC
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UHdopmaLmoHHas 6e30MacHOCTb Ha
Npon3BOACTBE U ee peanu3auud.cpeacreamm
Pl System

Xamuns-Anumbekoea

11/09/2018
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g KM6epaTaKV| =) Tynb

CTaTVI CTUKa

M3BecTHbIe KubepaTaku

= OOwme meToabl 3aLMUTDI
"  ApXUTEKTYpHble peweHus Pl System

= MopgenupoBaHue yrpos

= CpepctBa 3awmTtbl PowerShell
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Kubepartakn
B TepMUHaX U undpax
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Kubepartaku

H . ﬁ‘ I'G=L My Computer
|| Mallbomblng (SMTP), My Docurments ""- i’\l"l—"r"uil- ﬁila‘wi:‘?]- = 'l;‘.IJ -..A..--. Tale  tiale
Phishing = :
2, |f "
= DoS/DDoS ataku NG, || i
i 1'
| - |
Loy ,:
= Bupychl, TposiHCKMe /AR .
nporpamMMbl, YepBHu, -

CHUdpepbl, PYTKUTDI

=  CouunanbHasg NHXeHepus

= VHbekumnsa koga

@ OSlsoft, © Copyright 2018 OSlsoft, LLC 5



Ctatuctuka xakepckux atak (Motnsauyus)

AHBapb 2017 CTaTucTMKa KnbepaTak Main 2018 CraTtuctrika knbeparak
Motivations Behind Attacks Motivations Behind Attacks
January 2017 May 2018
2.2% 3.4%

_~

® Cyber Crime ® Cyber Crime
Hacktivism Cyber Espionage
® Cyber Espionage = Cyber Warfare
™ Hacktivism

Cyber Warfare

hackmageddon hackmageddon.com

https://www.hackmageddon.com/2017/03/02/january-2017-cyber-attacks-statistics/

@ OSlsoft, © Copyright 2018 OSlsoft, LLC 6


https://www.hackmageddon.com/2017/03/02/january-2017-cyber-attacks-statistics/

CtaTUcTUKa XakepcKux atak (BekTtopbl aTak)

AnBapb 2017 CtaTucTVKa KnbepaTak

Attack Vectors
January 2017

® Malware/PoS Malware
Unknown

= Account Hijacking
Targeted Attack

& DDoS

& Undisclosed Vulnerabilities

“SQLi
Plone CMS vulnerability
Barix box hijacking
Payment gateway vulnerability

® DNS Hijacking

& Clickjacking
vBulletin Vulnerability
Defacement
>1

hackmageddon.com

Mai 2018 CtaTmnctmka Kmbepartak

2.6{*\

Attack Vectors
’,1_7% Moy 2048

& Malware
Unknown
Account Hijacking
Targeted Attack

u Defacement

& Vulnerability

« DDoS

« Brute-Force

« PoS Malware

“ 51% attack

hackmageddon.com

https://www.hackmageddon.com/2017/03/02/january-2017-cyber-attacks-statistics/

(@ osi
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https://www.hackmageddon.com/2017/03/02/january-2017-cyber-attacks-statistics/

CtaTuUcTMKa xakepckux aTtak (Lienu)

AnBapb 2017 CtaTucTVKa KnbepaTak

Distribution of Targets

January 2017

& Industry

« Government
Education
Healthcare

& Organization

& Military

& Single Individuals

Law Enforcement
Finance

® Online Forum

& Online Services
Radio Station
Dark Web Marketplace
Utility
Virtual Reality

nnnnnnnnnnnnnnn

Mai 2018 CtaTmnctmka Kmbepartak

17% L%

a7

Distribution of Targets
May 2018

& Multiple Industries

« Individual
Public administration/defence/compulsory social security
Education

® Financial and insurance activities

& Arts entertainment and recreation

# Human health and social work activities
Fintech
Accommodation and food service activities
Information and communication

= Manufacturing

« Transportation and storage
Professional scientific and technical activities
Administrative and support service activities
Wholesale and retail trade
Electricity gas steam and air conditioning supply
Other service activities

hackmageddon.com

https://www.hackmageddon.com/2017/03/02/january-2017-cyber-attacks-statistics/

@ OSl:ofi,
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https://www.hackmageddon.com/2017/03/02/january-2017-cyber-attacks-statistics/

N3BecTHbIEe KnbepaTtaku

MpuHUMN paboTbl

npoTtokon SMB

6akgop DoublePulsar,
akcnnonTt EternalBlue

WinCC

YA3BUMOCTb «HYIeBOro
OHA»

WannaCry Win32/Stuxnet B Sony
Playstation
Ywep6 > $ 1mnpa - ~ $10 MnH
CtpaHbl, noHecwune 150 cTpaH NpaH Poccus, YkpauHa,
notepwu epmaHus, Typuus
YAa3BUMOCTb OC Windows, MJIK Simatic-S7 n Simatic

CepBep Beb npunoxeHum

Banowm, kak ctaHgapTHas
TpaH3akuusa

osl
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Payment will be raised on

51672017 00:47:55

Time Left

Your files will be lost on

51202017 00:47:55

Time Left

Contact Us

Wana DecryptOr 2.0 x|

Ooops, your files have been encrypted!
What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>,

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Pl T L Py ™3

Send $300 worth of bitcoin to this address:

1219YDPgwueZ9NyMgw519p7AABisjr6 SMw

bitcoin

ACCEPTED HERE

¢

s

© Copyright 2018 OSlsoft, LLC
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Oowue mMetoabl 3aLUUTDI

MHdopmMaLnu

© Copyright 2018 OSlsoft, LLC 11



Tpu 3aKkoHa 6e3onacHoctu SCADA

1. HwuuyTo He 6e3onacHo
2. Jhvoboe nporpammHoe obecnevyeHne MOXHO B3nomMaTtb

3. Jltobasi yacTb MHdopMaLMN MOXET ObITb aTakomn

Ginter, Andrew (2016) SCADA Security: What'’s broken and how to fix it. Calgary: Abterra

¢

osl
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MeToAabl 3aWunTbl MH(POpMaLnu

=  dusmnyeckune cpeacrtea

= basoBble cpeacTBa 3alnTbl ANIEKTPOHHOM
NHopMaLumn

=  AHTN-DDOS

= PesepBHOE KONMMpoBaHUE AaHHbIX

= [1naH aBapMIZHOFO BOCCTaAaHOBITIEHNA OAHHbIX

= |lndpoBaHue gaHHbIX Npu nepenadve
NHOpMaLMn B 3NEKTPOHHOM dhopmaTe (end-

to-end protection
P ) Komcomoribckas npasda: HopopmauuoHHas be3onacHocms npednpuUamus; Kirn4esnsle yepo3bl U

cpedcmesa 3auumesl

@ OSlsoft, © Copyright 2018 OSlsoft, LLC 13


https://www.kp.ru/guide/informatsionnaja-bezopasnost-predprijatija.html

SANS “Sliding Scale of Security”
ApXUTeKTypHas 3almTa AOMKHA ObITb

BbICOKONMPUOPUTETHOMU

* Cny»kba Active
Directory

* DMZ / PltoPI

* Pl Vision

* 2FA

ARCHITECTURE

The planning, establishing,
and upkeep of systems with
security in mind

* CpeacrtBea * Pe3epBHble Konumn
3awutbl OC * JlornpoBaHue
* Whitelisting * Managed PI
* SSL/TLS * LleHTpbl
* Server Core MOHUTOpUHra b
(soq)
Systems added to the The process of analysts
Architecture to provide monitoring for, responding

reliable defense or insight
against threats without
consistent human interaction

to, and leaming from
adversaries internal
to the network

* PaHHee
obHapyKeHue yrpos
* MexaHn3mol
4oBepua n
penyTauum

* OxoTa Ha yrpossbl

I ——

Collecting data, exploiting
it into information, and
producing Intelligence

X
ot

Legal countermeasures
and self-defense actions
against an adversary

(@ osi

© Copyright 2018 OSlsoft, LLC
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ApPXUTEKTYpPHbIe peLueHunn

Pl System

© Copyright 2018 OSlsoft, LLC 15



HepekoMmeHayemas Tononorus

Pl Servers

Pl Connector/
Pl Interface

Cetb ACYTI

X
X

DMz

L

& dh
t &

Pl Servers

KopnopaTtuBHas ceTb

© Copyright 2018 OSlsoft, LLC
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CtaHgapTHOe peLueHue

Pl Connector/ P | Pl to PI

Pl Interface Server | Interface Pl Servers

@PI Server Security

Cetb ACYTT DMZ KopnopatueHas cetb

Pl Server Security

'

=
2

OSlsoft, © Copyright 2018 OSlsoft, LLC 17



ApxuTtektypa 6e3onacHoctu Pl System

'- - - . l
: ' T o[
| | ‘\ ! & PI Vision Mobile
_———— X | @ and Web SSO
- e = — | Pl Vision PI VISIOh
| | I Server
| ' ! if“‘f
[ — ]
! l N | \-_ ._ﬁz = ) \\" \\ Busmess
| ! I [+ - Vs “ Intelligence -
"_______" I PI Server Pl System | Connector Pl Server Integrators
| | == Connector Relay
| | = | l @ N
R N
| | _ W OSlsoft Cloud
| | Clients Cloud Services -
- _‘ Gateway
KopnopaTtusHas BHewHun
lMpounssoacTteo Cetb ACYTI DMZ prop
ceTb AocTyn

OSlsoft, © Copyright 2018 OSlsoft, LLC 18



Yto 30ecb ocobeHHoro?

Pl System Connector:
N3Ha4YanbHO OPUEHTUPOBAH Ha apxmUTeKkTypy B DMZ

BHocut LI,OI'IOI'IHVITe}'IbeIﬁ OTp,erIbeIl\/'I YPOBEHDb 6e3onacHocTU C noOMoOLbIO ayTEHTVI(bVIKaLI,VIVI npun nepece4eHnn

rpaHuy, DMZ

MNepepaeT ogHOHANPAB/EHHbIM NOTOK AaHHbIX U3 ceTh ACYTI B KopnopaTMBHyro ceTb

. -—-im .

Pl Server Pl System Connector Pl Server
Connector | Relay

. . ..

Cetb ACYTN DMZ KopnopaTtuBHas ceTb

¢

OSlsoft, © Copyright 2018 OSlsoft, LLC 19



OrpaHu4yeHne pUCKOB KPUTUYECKUX

CUCTEM C Pl System

Mepepava &
PacnpegeneHnue
SCADA

PacnpegenutenbHas

f @ OSl:-oft. \

B

cucTema ynpasneHust gggjg 4
g Infrastructure i
Y »
Cucrtema '
3KOInorn4yeckom o ‘

Oe3onacHocTU

Opyrve kputnyeckme
onepauVoHHbIE CUCTEMBI

&

(@ osi

© Copyright 2018 OSlsoft, LLC 20



Read-Write UHTepdencol

YTeHune Bxon

NCTOYHUK

VL NHTepdenc

\

OnepaunoHHas
cuctema

(& OSl-oi. © Copyright 2018 OSlsoft, LLC 21



Read-Only UHTepdencoi

YUTteHne
NcTOYHUK

NaHHbIX

NHTepdenc

OnepaumoHHas
cuctema

Benbin cnucok “Whitelist”

1)
2)
3)

HoBble cBoncTBa:
MeHbLue npaBs
Read-Only n read-write
Output Tern B 6enbi CNUCoK
(whitelist)

© Copyright 2018 OSlsoft, LLC
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UHTepdenchl ¢ noBbILLEHHON 3aLLUTOMU

NHTepdenchbl C yCUNEHHOW 3aLUnTON Read-Only nHtepdeincol

Pl Interface for ESCA HABConnect Alarms and Events Pl Interface for Foxboro I/A 70 Series

Pl Interface for Cisco Phone Pl Interface for Metso maxDNA

Pl Interface for ESCA HABConnect Pl Interface for Citect

Pl to PI Interface Pl Interface for SNMP Trap

Pl Interface for CA ISO ADS Web Service Pl Interface for Modbus Ethernet PLC

Pl Interface for IEEE C37.118 Pl Interface for OPC HDA

Pl Interface for Performance Monitor Pl Interface for GE FANUC Cimplicity HMI
Pl Interface for Siemens Spectrum Power TG Pl Interface for ACPLT/KS

Pl Interface for Relational Database (RDBMS via ODBC) Pl Interface for OPC DA

Pl Interface for Universal File and Stream Loading (UFL)

@ OSlsoft, © Copyright 2018 OSlsoft, LLC 23



MopgenupoBaHue yrpos

© Copyright 2018 OSlsoft, LLC 24



Tpu npaBuna 6e3onacHOCTH

1) depxaTb NNoxux napHen noganbslue

[Mpumep: ycuneHHas ayTeHTuguKauus

2) OrpaHnunTb yulepb, ecnv oHW NonaayT B
cCUCTEMY

[Mpymep: MUHUMYM MONHOMOYUKU NS
orpaHudeHna goctyna, npegocraBisgemMoro
3MNOYMbILUSIEHHMKY, B Crny4yae KoMmnpomeTtaumm
KOMMOHeHTa

3) O6HapyX1Tb aHOManuuM U oTpearnpoBaTtb

@ OSlsoft, © Copyright 2018 OSlsoft, LLC



OnpeaeneHue yrpos v nocneacTeunmn

Unauthenticated
Access

Authenticated
Access

Exploit Vulnerable
Product or Service

Administrative

Access to 05/50QL
Server

Overload Server
Resources (DoS)

Web Server
Compromise

Unauthorized
Access to Data

Incomplete or
Tainted Data

Spread Malware to
Clients

Acts as Client to
Another Resource

Manipulation of
Configuration

Service Delayed or
Unresponsive

¢

osl

s
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BbicTpanBaHue 6apbepoB

ol m ™ = " = - H
. . . . . .

Dynamic 1P Address Application Pool
HA (ARR and NLB) Role Hardening Restrictions CPU Throttling Notification System Event Logging Recycling

lllllllll

OSlsoft, © Copyright 2018 OSlsoft, LLC 27



lNepexon kK mogenu Bow-Tie

TBa 3aLlUNTbI
y y N

Unauthenticated
ccess

lal S|

windows
Authentication

Firewall restrictions Transport Security 115 Role Hardening

Authenticated
Access

_D

Separate Application
and Administration
Sites

Administrative
Access to 0S/SQL
Server

windows Server Core

Credential Theft
Defenses

Exploit Vulnerable
Product or Service

‘Windows Server Core

Application
Whitelisting

Firewall Restricti: Software Updates

Overload Server
Resources (Dos)

1IS Role Hardening

IIS Dynamic IP
Address Restrictions

IIS HA (ARR and NLB) IIS CPU Throttling

Toyka aHanusa

" "

Physical Access to

ll S|

Video Surveillance peinergothes

Web Server

| web Server | —

Compromise

OrpaHuyeHne n

H

=
\ L Ll

Point Level

Permissions 115 Role Hardening

Configure Delegation

Authorization Rulesin

unauthorized
Access to Data

™ ™ M
u

L

nters

Incomplete or
Tainted Data

Application
Whitelisting

Service Hardening

5QL Hardening

fall Restrictions

Disaster Recovery Plan VM Snapshots

Import Folders

Backups (PI, SQL,

Least Privileges for
Service Accounts

)

bpread Malware to
Clients

Acts as Client to
Another Resource

Manipulation of
Configuration

" N
L L

™
ll

] Service Delayed or

I =

T Diagnostics A
Mormg— | (e S H e H Application

Unresp:

(@ osl:oi.
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Moaenb v 3Tanbl

MpeoacAerme /[ A )\ N (¢ A E
nepumeTpa cetm X @ X @ N CDf \ C] / \ \ \ '»‘
peAnpUaTUS h S - N A N
YcTaHoBka MoAy4yeHue AeMcTBua

BHewHas BoopyxeHue AocTaska BHelwHee
passeAka 3apaxeHue VIIDABASHUS BHYTPM CE€TH
R
OPFAHU3ALUA
BHelHAnR ) 7N\ = o= %
R Ie {® { & (= {> () {E
Cyber-Kill Chain \ O : )/ 2/ [ x| el \ =
NpeoAoAeHHE NEPUMETPA BHewmHan Boopyxeunue Aocraexa BHewnee Ycraxoeka Moayuyenue AewcTeus
CETH NPEANPHATHS pazseaxa lapaxeHue ynpasaenus BHYTPH CeTH
BHyTpeHHas PR =) "N\ 7 o,
g i ‘ {:} ‘ ‘ 4 ) ) +{ ) ¢ i
Cyber-Kill Chain , = 54 >/ -
BuyTpeHHas BuyTpeHHee Pacwmpenue [opuioHTaAsHOE MaHunyAsums
passeaxa 3apaxeHne npas NPOABHXEHME UWEeAeBOH MALUMHOM

-

Cyber-Kill Chain @ \

MOHHMOYAAUMU LLeAM
Palseaxa ueamn 3apaxeHue Boopyxenue Ycrauoexa AocTHxeHue
ueAmn WeAM

© Copyright 2018 OSlsoft, LLC
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Knaccuyeckasn Pl System Kill Chain

| ripaa |

PI '
l Archive

ProcessBook
Client

h Y W N

\ Control
System

h Y W N

The
Internet

d
|

Reduce Impact
Reduce Impact

Attack & Defend
Attack & Defend
Attack & Defend

(& OSl-oi. © Copyright 2018 OSlsoft, LLC 30
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Control
System
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si9L11eg UOljUDARId
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0
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®
c
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sJa11deg uoIluaAlld

| m— y —

Internet
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PI
Connector

puajag B Moenvy
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PI Vision

Web
Browser
A W WY ]
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PowerShell, kak cpeactso

3alUTbI

¢
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Ton 10 npu4unH, no4yemy xakepbl nwbatT PowerShell

* YCTaHOBJIEH NO YMOMYaHUIO

* YparneHHbI OOCTYN C UCNONb30BaHNEM WMAPOBAHUSA MO YMOSTYaHUIO
* [locTosiHHO pacTyLlee coobLecTBo

e CwucTemMHble aMUHUCTPATOPbl OXOTHO UCMOSb3YHOT U AOBEPSIOT

« 3anyck/3arpyska nosiesHblX AaHHbIX U3 NaMATH

« Cnabbln TpencuHr

» Jlerko cbuTb C TOMKy

* AHTUBMpYcHOe IO ¢ Tpyaom cnpasnsieTcsa ¢ BPe4OHOCHLIMWU NporpaMmmamu,
OCHOBaHHbLIMW Ha CKpuMTax

* AHTMBMpPYcHoe MO YyacTo nrHopupyeT CKpUNTbl NPY NOBbLILLEHNN 3aLUTblI CBOUX
cUCTeM
«  O6xogaTt nHcTpymeHTbl Whitelistening (3aBuCUT OT KOHUrypaunm)

Symantec, Increased use of PowerShell in attacks

¢

osl
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https://www.symantec.com/content/dam/symantec/docs/security-center/white-papers/increased-use-of-powershell-in-attacks-16-en.pdf
https://emojipedia.org/smiling-face-with-smiling-eyes/
https://emojipedia.org/neutral-face/
https://emojipedia.org/white-frowning-face/

[NoyeMy cuctemHble agMUHUCTpPaTOPLI NbAT PowerShell

“O6HosrneHna B WMF 5.0 (nnn WMF 4.0 ¢ KB3000850) genatot PowerShell xygwvm nHCTpyMeHTOM As1s
Xakepa npu BKNOYEHUM permctTpaunmn 6rokoB cueHapmneB U 00LLLECUCTEMHON TPaHCKpUNUun. Xakepbl
ByayT OCTaBnsATb OTNeYaTku NanbLeB NOBCoQY B OTNNYMe OT NonynsapHbIX ytunut CMD.”

~ A§hley McGIope, Who's afraid of Powe[SheII security

Engine Event Logging B Transcription B Dynamic Evaluation Logging B Encrypted Logging B Application Whitelisting Bl Antimalware Integration B Local Sandboxing Bl Remote Sandboxing B Untrusted Input Tracking |

Bash No** No* No No Yes No No* Yes No
CMD / BAT No No No No Yes No No No No
Jscript No No No No Yes Yes No No No
LUA No No No No No No No* Yes Yes
Perl No No No No No No No* Yes Yes
PHP No No No No No No No* Yes Yes
PowerShell Yes Yes Yes Yes Yes Yes Yes Yes No**
Python No No No No No No No No No**

' |Ruby No No No No No No No** No** Yes
sh No** No* No No No No No* Yes No
T-5QL Yes Yes Yes No No No No** No** No
VBScript No No No No Yes Yes No No No
zsh No™** No* No No No No No* Yes No

.| * Feature exists, but cannot enforce by policy
** Experiments exist

PowerShell Team Blog: A Comparison of Shell and Scripting Language Security (4/10/2017 post)

@ OSlsoft, © Copyright 2018 OSlsoft, LLC 35


https://blogs.msdn.microsoft.com/powershell/2017/04/10/a-comparison-of-shell-and-scripting-language-security/
https://blogs.technet.microsoft.com/ashleymcglone/2016/06/29/whos-afraid-of-powershell-security/

NpumeHeHne PowerShell ana Pl System

CucreMHoe agMUHUCTPUpPOBaAHME

\
-

v

NHcTpymeHTbl PowerShell ona Pl System

AyanTt 6esonacHoOCTH

Pl Security Audit tools

KoHdurypauusa B Buge Kkoga

P1 Security DSC pecypcebl

https://qgithub.com/osisoft/PI-Security-DSC
https://qgithub.com/osisoft/PI-Security-Audit-Tools

@ OSlsoft, © Copyright 2018 OSlsoft, LLC 35


https://github.com/osisoft/PI-Security-DSC
https://github.com/osisoft/PI-Security-Audit-Tools

Pl Security Audit Tools

MNMpoBepserT: TpeboBaHuA:

« Machine (General) « PSv3+

« Pl Data Archive * Run as Admin (AF&Vision)
* PIAF Server * Osisoft.Powershell

« MS SQL Server WInRM enabled (if remote)
* Pl Vision

- Pl WebAPI - '

(s} Server Validation Result Severity Message A B [ D E F G H
. o . . 1[I0 !ServerName AuditltemName AudititemValue AudititemFunction Messagel Groupl Group2
AUT000Z PICUENTOIOperatIF‘g System Fall  Severs The following installation type is used: IMachine Operating System 2 |AU10002 PICLIENTO1 Operating System Installation Type  Fail Get-PISysAudit_CheckOSInstallationType  The follov Machine Operating System
Instaliation Tyos Server 3 |AUL0006 PICLIENTOL Hello World Fail Get-PISysAudit_HelloWorld Chuck Not Machine Policy
. ~ ) _ _ 4 AU10007 PICLIENTO1 Disallowed Scheduled Tasks Fail Get-PISysAudit_ScheduledTasks List of dis: Machine Policy
AUM0003 PICLIENTO1 Firewall Enabled Fail toderate Firewall not enabled. Machine Policy . -~ N ~
5 |AU10003 PICLIENTOL Firewall Enabled Fail Get-PISysAudit_CheckFirewallEnabled Firewall n Machine Policy
AU1D004 PICLIENTO1 Applocker Enabled  Fail Moderate AppLocker is not configured to enforce.  Machine Palicy 6 |AU10004 PICLIENTO1 Applocker Enabled Fail Get-PISysAudit_CheckApplockerEnabled  Applocke Machine Policy
7 |AU10005 PICLIENTOl UACEnabled Fail Get-PISysAudit_CheckUACEnabled Recomme Machine Policy
Recommended UAC feature 8 |AU10001 PICLIENTO1 Domain Membership Check Pass Get-PISysAudit_CheckDomainMemberShip Machine i Machine Domain
AUTD005 PICLIENTOTUAC Enabled Fail  Low _ . . : Macrine Policy ’ YRl ’
ValidateAdminCodeSignatures disabled. 9
10
Domain Membershi
AUIRI0T PICLIENTOT Chack i Pass MN/A Machine is a member of an AD Domain.  Machine Domain :;

m OSlsoft, © Copyright 2018 OSlsoft, LLC



Pl Security DSC Recourses

» Getting Started Guide B Wiki PlConfiguration AF DataBase
* CnHTakcuc ..
MaAaciva Cb-.oe

Pl-Security-DSC-v2.2.0.2 » Module » PlSecurityDSC » DSCResources
A O Name Date modified Type ' PeCprbI

* AFAttribute

Pl AF Security

whAFAttribute 02-5ep-18 &:35PM  File folder
xAFldentity 02- File folder ° AF Identlty
xAFMapping 02- File folder .
xPlDatabaseSecurity 02- File folder ® AF Mapplng
*PIFirewall 02- File folder )SC
xPlldentity 02- File folder PI Data ArChIVe
xPIMapping 02- File folder
%PIPaint 02- File folder
*PITrust 02-5ep-18 &:35PM  File folder PI D B H
° rl
*PITuningParameter 02-5ep-18 &:35PM  File folder ata asesecu ty
o D irona
Pl-Security-D5C-v2.2.0.2 » Configuration »
N .
O Name Date modified Type Size KOHC*)VIpraLI,VIVI
.
PlDataArchive_AuditBaseline 03-5ep-18 1214 AM  File folder
& PIDatakArchive_AuditBaseline.ps1 11-May-189:18 AM  Windows Powers... 15 KB * PIPoint
& PlDataArchive_BasicWindowslmplementation.ps1 11-May-18 318 AM  Windows Power5... 21KB . PITrUSt
& PIWebAPI_1.9.0_SecurityBaseline.ps1 11-May-18 9 Windows PowerS... 14 KB
& PIWebAPI_1.10.0_SecurityBaseline.ps1 11-May-189:18 AM  Windows Powers... 15KB . PITumng Parameter
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https://github.com/osisoft/PI-Security-DSC/wiki/Getting-Started

Demo 1: Pl Security Audit Tools

4 A

« Kak HauyaTtb paboty c PSAT?

» Kak cosgaTb 06bIYHbIN 1 pacLUMPEHHbIN ayanT
oTyeT?

« Kak co3gartb OoT4eT No HacTpounke Kerberos?

« Kakyto ewe nHdopmauunto MoxHo cobpatb o Pl
Data Archive?

- 4
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Demo 2: Pl Security DSC Resources

4 A

» Kak HayaTtb paboty c DSC?

» [lpoBepka xenaemblx HACTPOEK KOHGUIypaLnm
ana Pl Data Archive (tuning parameter, Pl
|dentities)

» [lpoBepka xenaemblx HACTPOEK KOHGUIypaLunm
Pl AF Security (AF Mapping)

* Kak npumeHnTb N3MeHeHNs?

- 4
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Demo 3: Data Archive connection history

a4 R

« Kak nony4mTtb OTYET O BCEX NOAKMYeHNAX K Pl
Data Archive?

« Kak nony4mTtb OTYET O BCEX NOAKIIOYEHUSX,
KOTOpble Oblf YCTAaHOBMEHbI B MPOLLIIOM?

« Kak nocmoTpeTtb ux cratyc?

pidiag —connectionhistory —r —s *-1d —e * -f connectionhistory.csv

- 4
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[loBbILLeHUe HAOeXHOCTU C

Desired State Configuration (DSC

LLlar 1: Microsoft OS PekomeHnaavmm

MocnepHas Bepcus
cepepa OS

Core vHcTannaums
B domeHe

LLar 2: Pekomengauuun gnsa Pl Data Archive

PekomeHdayuu DSC

Disabled Features
Disabled Services
Crypto nakemsi

lNpasuna Firewall

Windows Defender
YnpaeneHue docmyrnom

LLar 3: Pl Data Archive ocHoBbI

Field Service Technical

Standard best practices

*High Availability

*Co3gaHue pesepBHbIX
Konumn

e [locTyn, OCHOBAHHbLIN HA

LWar 4: Pl Data Archive
MOBbILLEHUE HAaOEXHOCTU

ponax

*HacTtpolika
NpPOoV3BOAUTENBHOCTH

MeToabl ayTeHTUdMKaLmm
OrpaHunyeHve npusunernmn

CneumnanbHble cpeacTea
3aLLUMTbl NPUIOXKEHNI

PekomeHagaumm DSC B npumeHeHuun k Pl Security

@ OSl:ofi,
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WIS

N
MpenmyuwecTBa:

» Security event logs
* Pl Message Logs (ID: 7082)
* PI Data Archive connection history

Successful login 1D: 44. Address: ¥ % Name: PISDKLUtility exe(17636)remote. Identity List: piadmins
| pidemo | piusers | PIWorld. Environment Usemame : ' B . Method: Windows Login ]§
M (SSPI Kerberos, HMAC-SHA1-96, Kerberos AES256-CTS-HMAC-SHA1-96,256)
l ol

MpaBpaa: NpunoxeHus moryT ncnones3oBaTb Pl Mappings kak me»
B Workgroup.

KB01457 - Using Windows Credential Manager with Pl applic:

Event 4624, Microsoft Windows security auditing.

General | Details I

MNew Logon:

Security ID: -

Account Name: [y

Account Domain:

Logon ID: T o |

Logon GUID: - - i e

Process Information:
Process ID: OxD
Process Name: -

Network Information:
Workstation Name: -
Source Network Address: -
Source Port:

Detailed Authentication Information:
Logon Process: Kerberos
Authentication Package: Kerberos
Transited Services: -
Package Name (NTLM only):
Key Length: 0

Mudb Ne2: Pl Mappings Heobxoammo 6osbLie oTKpbITbIX NopToB Yem Pl Trust

MpaBpa: Hukakmx 4ONONHUTENBHBLIX NMOPTOB OTKPbIBATb HE HYXXHO.
28200SI18 - Which firewall ports should be opened for a Pl Data Archive?

(@ osi
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https://techsupport.osisoft.com/Troubleshooting/KB/KB01457
https://techsupport.osisoft.com/Troubleshooting/KB/2820OSI8

https://github.com/osisoft/Pl-Security-Audit-Tools/wiki/0.-Run-
an-audit-%28USERS%29

https://github.com/osisoft/Pl-Security-DSC/wiki/Getting-Started

https://pisquare.osisoft.com/videos/2020-pi-developers-club-
webinar-series-introducing-the-pi-security-audit-tools

https://www.osisoft.com/Presentations

https://www.youtube.com/playlist?list=PLMcG1Hs2JbcvDuUN8
FhBrfMPDF5Gya5bYt
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https://github.com/osisoft/PI-Security-Audit-Tools/wiki/0.-Run-an-audit-%28USERS%29
https://github.com/osisoft/PI-Security-DSC/wiki/Getting-Started
https://pisquare.osisoft.com/videos/2020-pi-developers-club-webinar-series-introducing-the-pi-security-audit-tools
https://www.osisoft.com/Presentations
https://www.youtube.com/playlist?list=PLMcG1Hs2JbcvDuN8FhBrfMPDF5Gya5bYt

OStsoft

PIWorld

BARCELONA
SEPT. 24-27, 2018

WHY ATTEND | CAL

FORPAPERS | AGENDA | DETAILS | SPONSORSHIPS | CONTACT US

WELCOME TO PI WORLD EMEA

This event has grown beyond our traditional user
offers a multi-faceted range of attendees more opportunities
about digital tr mation

TOP REASONS TO ATTEND

¢ ® B

¥ &

FEATURED TOPICS: 8 INDUSTRY SPECIFIC 15 PRODUCT 41800THS & PARTNER 18 HANDS-ON
EDGE STRATEGY TRACKS PRESENTATIONS & PRODUCT EXPO TRAINING LABS
CLOUD SERVICES

O 0

i

NIGHTLY NETWORKING
EVENTS

PRE-CONFERENCE EVENTS

https://piworld.osisoft.com/emea?2018

Mo Bonpocam yyacTus obpawantecb no

3NEeKTPOHHOM nouTe:

efateeva@osisoft.com

+7 495 139 59 99

SCHEDULE OF'EVENY S

DAY 1
TUESDAY, SEPT. 25

DAY 2

MONDAY, SEPT. 24 WEDNESDAY, SEPT. 26

Academic Symposium

Partner Meeting & Reception
Enterprise Summit

Innovation Hackathon

Diversity & Inclusion Forum

First Time Attendee Presentation
& Networking Reception
Welcome Reception

General Session & Keynotes
Networking Lunch

Partner & Product Expo
Customer Presentations
Executive Forum

Discussion Forums (pre-
registration required)

Expo Reception

Industry Dinners (invite only)

VIEW AGENDA

Industry-specific Customer
Presentations (nine tracks)
Networking Lunch

Partner & Product Expo
User Group Meetings

La Fiesta de OSlsoft Offsite
Dinner Networking Event

DAY 3
THURSDAY, SEPT. 27

General Session

Product Track

Developer Track

Marketplace Partner Showcase
Partner & Product Expo
Training labs (pre-registration
required)

Closing Fiesta del Sol - Puro
Beach - Hilton

@ OSlsoft,
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https://piworld.osisoft.com/emea2018
mailto:efateeva@osisoft.com

OceHHAA cepusa TpeHnHroB no Pl System B MockBe

8 - 11 okTab6ps 2018 roga - PI SYSTEM ARCHITECTURE, PLANNING AND IMPLEMENTATION
15 - 18 okTa6pa 2018 roga - PI SYSTEM ADMINISTRATION FOR IT PROFESSIONALS

22 - 25 okta6psi 2018 roga - BUILDING Pl SYSTEM ASSETS AND ANALYTICS WITH Pl AF
29 - 31 okTa6ps 2018 roga - ANALYZING Pl SYSTEM DATA

19 - 22 Hoabps 2018 roga - Pl SYSTEM ADMINISTRATION FOR IT PROFESSIONALS

3asaBKM Ha yyacTue, a TaKKe BCce MHTepecylolme Bac Bonpockl oTnpasasaiTe no
agpecy RUSSIA@OSISOFT.COM uau 380HUTe no tenepoHy +7 495 139 59
99.

Appec mecta npoBeaeHua obyuyeHusa: r.Mocksa, 6L, AkBamapuH I, O3epkoBcKas
HabepexHas, gom 24, ctpoeHne 3, odpuc 203.
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http://osisoftconferencemedia.blob.core.windows.net/collateral/trainings/Courses description 2016/PI System Architecture, Planning and Implementation (RUS).pdf
http://osisoftconferencemedia.blob.core.windows.net/collateral/trainings/PI System Administration for IT Professionals_RU.pdf
http://osisoftconferencemedia.blob.core.windows.net/collateral/trainings/Courses description 2016/BuildingPISystemTagsAnalyticsAndPIAF_RU.pdf
http://osisoftconferencemedia.blob.core.windows.net/collateral/trainings/Courses description 2016/AnalyzingPI_Systemdata_RU2015.pdf
http://osisoftconferencemedia.blob.core.windows.net/collateral/trainings/PI System Administration for IT Professionals_RU.pdf
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