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PI System Administration: Troubleshooting

1. Introduction

1.1 Lab Overview

Are you new to the PI System and find yourself in an administrator role? Are you
interested in beefing up your troubleshooting skills and learning some tips for
administering the Pl System? This lab will walk you through troubleshooting some
common misconfigurations based on the real-world experiences of OSlsoft Product
Support Engineers. You'll also learn time saving tips and other ways to make your
life as a Pl System Administrator easier. This lab is meant for new administrators but
could provide a valuable refresher for seasoned administrators.

The first exercises in this lab will walk you through common user complaints all the
way to resolution. Most complaints you will get from users are that data is missing,
stale, or displaying bad values.

In the last exercise, we will configure some basic Notifications for Stale and Bad
data.

In the process we will:
e Access Pl Interface logs to find clues as to why tags are not working
e Modify tag configuration to get tags working
¢ Configure buffering to reduce gaps in data due to network interruptions
¢ Dispel a common misconception about Pl Collectives

e Set up alerts for stale and bad data in order to identify problems before users
complain

1.2 PI System Introduction

The PI System is a software suite that collects, stores and enhances data from your plant or
process, and delivers it to users who need it. Simply put, the Pl System is everything between
the data source and the data consumer. The simplest possible Pl System is made up of the
following software components:

Data
consumer

Data Pl Server

Source 0 Pl Visualization Tool
. ]
i =

Asset Framework

«br @>
Pl Interface | |

or Data Archive
Pl Connector
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e Pl Interface or Pl Connector: Collects data from a data source

e Pl Server
o Data Archive: Stores the data
o Asset Framework: Organizes and enhances the data

e Pl Visualization Tool: Displays the data to the consumer

A more complete Pl System would look like this:

Other Systems

Pl Server
B2 Microsoft
Power Bl
Data @ #etobleav oOracLe
Sources | ____Notifications | , | @ Pl Integrators }—ﬁ—n—w TIBC® 77 SQLServer

b L
- j.T_\M
§sas

i

Analytics Data consumers

® | el wo@

|

Event Frames

|
@

Data Archive

&= P- Pl Interfaces & Pl Connectors ‘

*
‘M_%
P

OSilsoft developed more than 400 PI Interfaces to connect to different control system data
sources, collect real time data and send it to the Pl Data Archive to be stored. Some of the most
popular interfaces include but are not limited to:

Pl Interface for OPC DA:

This is the interface that will be used in this lab to collect real time data from an OPC Simulator
(Simulates an OPC DA Server. In this class, the MatrikonOPC Server for Simulation is used.)
and send it to the Pl Data Archive.

Pl Interface for Universal File and Stream Loading (UFL):
This interface reads data from ASCII data sources and writes data to Pl Data Archive.

Pl Interface for Relational Database (RDBMS via ODBC):
This interface enables you to transfer data between a Pl System and any relational database
management system (RDBMS) that supports Open Database Connectivity (ODBC) drivers.

Pl Interface for Modbus Ethernet PLC:

This interface reads data from Modbus devices, such as PLCs, and writes data to Pl Data
Archive.

6|Page



PI System Administration: Troubleshooting

1.3 Understanding PI Points

1.3.1 PI Points

Commonly referred to as Pl Tags represent a single named stream of data coming from an
instrument, device or sensor. Historical or future data stored sent to the Pl Data Archive are

stored in PI Points.
In a process, this could be:
e The temperature in a tank
e The volumetric flow through a pump

e The speed of a propeller

1.3.2 Defining key PI Point Attributes

Pl Point attributes are what define the PI Point. They have multiple different functions, including:
e Specifying how to collect data at the data source
¢ Defining which PI Interface is responsible for collecting the data

e Describing the data stream so users can search for it

There can be more than 50 different attributes defining a Pl Point. Here are a few key attributes:

¢ Name: The name of the PI Point, which must be unique within the Data Archive.
o Description: A free text field attached to a PI Point, often used to enter a human friendly
description of the PI Point. For example, a temperature point might be TC365674A.pv

and the descriptor could be ‘Reactor 65 Operating Temp’. Note that Pl Points are not
required to have a Description.

e Point Type: This attribute defines the type of data that is stored in the Data Archive.

o Point Source: This attribute commonly specifies which PI Interface is collecting the data
for the PI Point.

1.4 Lab Environment
In this lab you'll be working with a complete Pl System. The diagram shows the flow of data

from the OPC Simulator to the Pl Data Archives, which form the PISRVO01 PI Collective. Data is
stored in PI Tags which are consumed by various client applications:
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PISRV01 Collective

A
¢ JS';
i ﬁ
OPC
Simulator

PIINTO1 PICLIENTO1

PISRVO1
PISRVO2 I

—_—

1.5 Connecting to the Virtual Machines

An excel spreadsheet has been sent to your email with the VM connection information. Open a
browser of your choice > copy the URL links that are associated with your name. You will be
taken to a Terms and Conditions page. Once you click on the “Accept” button, you will be
automatically logged into the VM. No usernames or passwords needed!

Terms and Conditions

By using this system you agree to the following terms and conditions:
- No credentials will be entered into any website or service from inside this virtual
environment unless instructed by the course manual or instructor

_ No proprietary applications, files, documenis or code will be uploaded or copied to this
virtual environment unless instructed by the course manual or instructor

. No software will be installed or code run outside the scope of this training class
without written consent from OSlsoft

- No software or licenses will be copied, extracted or downloaded from this virtual
environment

_ Activity may be monitored and metnics from each session will be collected

Accept
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PI System Administration: Troubleshooting

2. Directed Activity — Getting Started

2.1

Objective

In this activity we will get acquainted with the environment and begin to respond to a user
complaint.

One of your users is complaining about a pair of tags that are showing bad values. The tags in
guestion are named RetiredTag and BrokenTag. The user complains that they were displaying
valid data last week, but BrokenTag and RetiredTag are now displaying values of “Scan Off”
and “Configure” respectively.

It is of course expected that you will fix the problem, but most of this work will take place in the
next exercise. Before diving in, let's get acquainted with a couple basic administration tools.

2.2

2.3

Tasks

Use the Pl System Management Tools (P1 SMT) Current Value plugin

Step-by-Step Instructions
Rule out User Error by checking tag values

The first thing to do is rule out user error. From PICLIENTOL, let's check the current
value of the tags in question. There are of course many ways to do this, but a quick way
without doing a screen share, leaving your desk, or logging into a server is to fire up PI
System Management Tools and use the
Current Value Plugin.

Pl System
New
Note: PI System applications used in this lab

have all been pinned to the machines they are AboutPI-SDK
meant to be used on. The screenshot on the
right shows the names and symbols of the
applications we will be using

Pl MDB to AF Preparation Wizard
Mew

Pl System Explorer

Pl System Explorer (Legacy 32-bit)

Pl System Management Tools

Pl System Tray
Mew

PISDKUtility (64-bit)
New
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Check the box next to PISRV1 to connect to the PI Data Archive. Expand Data ->
Current Values, then click the icon to search for Tags.

ﬁ‘. Current Values - Pl System Management Tools (Administrator)

File  View Tools Help

Seardh
| - ,0| Tag Name Server Collective Timestamp Value Engineerng Units
Collective: PISRVDT

[EAJPisrvot  Primary
[] PISRVDZ Secondary

System Management
Search ,D|

Alarms

Batch
v Data

Archive Editor
tale and Bad Points

Interfaces

IT Points

Ciperation

Points

Security

In the search dialog, enter BrokenTag, click search, then select BrokenTag in the result
list and click OK.

@@ Tag Search O x
Basic Search l Advanced Search ] Hias Search]
Pl Server: Point Type: Poirt Class: Favortes P
Connections...
Tag Mask: Paint Source: Engineering Units:
IBrokenTag | N | - | | Search |
Descriptor: Value: » Abort
Reset
Serv Tag: Descriptor: Select Al
Pt. Atr...
Pt. Values...
Cancel
Help

Looks like the value is indeed “Scan Off’. The user informs you it should be a number.
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PI System Administration: Troubleshooting

fﬂ. Current Walues - Pl Systern Management Tools (Administrator)
File  Wiew  Tools  Help
Servers <E{ x & b ﬂ 2 @
|5£am"] ,D|
Collective: PISRVO1

[ PISRVO1  Primary
[J PIsRv0Z  Secondary

TagMame  Server Colective  Timestamp Walue Engineering Units
iBrokenTag FPISEY01  FISEYOT  2M10/2020 33326 PM - Scan foi

Do another tag search (repeat the above steps) for RetiredTag but alternatively, instead
of clicking OK, just hover over RetiredTag, the current value will be shown in the
tooltip.

@® Tag Search O et

] Advanced Search ] Alias Search l

Paoint Type: Paint Class: Favortes W
Connections...
Tag Mask: Point Source: Engineering Units:
|RetiredTag | - - | | Search I
Descriptor: Valus: » A
Fleset
Server: Tag: Descriptor: Selact Al
PISRWO14PISRVO1 RetiredTa
kg: RetiredTag, '«-"alue:Fcnfigure,.ITimE Stamp: 07-Feb-2020 18:40:59 Pt A
Pt. Values. .
oK
Cancel
Help
< >
Ready List Court: 1 Percent 100 %

Identify the Pl Interface Node

In time, you'll get a feel for how each tag gets its data, but let’'s say you know nothing at
all about your PI System and have nobody to ask. How do you even get started tackling
a bad tag? Generally, the first step is to get close to the source of the data, which often
means logging in to the PI Interface machine. In many cases, it can be shown that the PI
Interface is doing its job, but there is a problem with the data source, at which point it's
the instrumentation person’s problem.

Logging into the PI Interface node is what we want to do now, but how do we know
which server the PI Interface that writes to RetiredTag and BrokenTag is installed on?

Go back to the Tag Search dialog, and search for one of the bad tags again. Enter
RetiredTag for the Tag Mask, Hit search, Click on RetiredTag, and Click Pt Attr....
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@ Tag Search O x
Advanced Search ] Alias Sean::h]
Pl Server: Point Type: Poirt Class: Favorites P
Connections...
Tag Mask: Paint Source: Engineering Units:
IReﬁredTag | B = | Search |
Descriptor: Value: b Shart
Resst
Server: Tag: Descriptor: Select Al
PISRVOTWPISRVD1 RetiredTag
e ]
Pt. Values...
OK
Cancel
Help
£ >
Feady List Count: 1 Percent 100 %

This will list the tag configuration attributes. Scroll down the alphabetically listed
attributes until you find pointsource. The Point Source can be used to look up the PI
Interface. In this case the Point Source is OPC.

@ Point Attributes — O *
Boirtt Name: \\pISRVD1\Retired Tag v
Snapshot: Configure
Time Stamp: 07-Feb-2020 18:40:59

Categorized  Alphabetic

A

filtercode a
future 1]
instrumenttag Retired
location 1
location2 a
location3 1]
locationd 2
locationS 1]
Paint Mumber 15
pointid 15
paintzource OFPC -
pointtype Int32 ]
ptaccess o g v
ptelazzname classic
ptaroup PlGrouplncompatible
ptowner FlUserlncompatible
plsecurity piadrmin: Afrw] | piadminz: Afrw] | Pl Interfaces: ¢
Techo 15

ran 1 Mt

Now in PI SMT, go to the Interfaces -> Interface List plugin and find OPC in the list.
We can see that the interface that writes to these tags is on a machine named PIINTO1
and it's an OPC Interface.
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PI System Administration: Troubleshooting

m Interface List - Pl Systern Managerment Tools (Administrator)

File  View Tools Help

Servers | [#] | @
|_‘~'r_=:'.l.rc?'3 p|
Collective: PISRVDT

PISRVD1 Primary
[] PISRVDZ Secondary

Intefface  User Set Mame  Server Interfface Node  Point Source(s)
opaint 1 PISRVDT [PINTOT | | OPC |

System Management
Search j o |
Alams
Batch
Data
w |nterfaces

AutoPoint Sync List
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3. Directed Activity — Troubleshooting BrokenTag and

3.1

RetiredTag

Objective

In this activity, we’ll continue to investigate issues occurring with tags BrokenTag and
RetiredTag by logging into the PI Interface Node (PIINTO1) and inspecting the logs.

3.2

3.3

Tasks

View PI Interface for OPC DA Startup logs to identify the issues with
BrokenTag and RetiredTag

Fix BrokenTag and RetiredTag by editing the tag attributes

Step-by-Step Instructions
View the PI Interface startup logs
Make sure you're connected to PIINTO1 for the next few steps.

Often when tags are misbehaving, the issue can be identified by looking at the
messages logged during the interface startup routine. The least intrusive method would
technically be to figure out when the PI Interface last started and look at the logs from
that time period.

Note: Although not a best practice, some may choose to restart the PI Interface service
and watch the logs in real-time. Restarting the PI Interface service is generally safe and
can be done during troubleshooting and when adding new tags. Please note that during
a restart, interfaces will not be able to collect data. For non-history recovery interfaces,
there will be data loss. OSlsoft recommends setting up interface level redundancy to
avoid this issue.

Perhaps the simplest way to view the logs is using the ‘View current Pl Message log
continuously’ button in the PI Interface Configuration Utility (P1 ICU).

Launch PI ICU from the taskbar and select opcintl from the drop-down.
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PI System Administration: Troubleshooting

Eﬂ Pl Interface Configuration Utility

- m} X
Interface Tools Help
NEX 4d>»eo 3R @le
Interface: I ;I Rename
Type: IEES"“ = PISRVOT rﬂnection Status
Description: I
Versions: I < undetermined >
General r General r Pl Host [nformation
Interface ; . _—
Point Source: Server/Collective: -
Service il I —I
Unilrt EI SDK Member: | |
.- Failover .
Heatth Points AP| Hostname: ;I
- Performance Counters Interface 10: I User:
- Performance Points .
Pl SDK rScan Classe Type: I
- Disconnected Startup | by | + | + I Version: I
- Deb .
0 Hateug Scan Frequency | ScanClass # | Port: I
Interface Status
r Interface [nstallation Path
Interface Batch Filename
Close | Apply |
Ready | | |
. QN /e . f
Click the ‘View current Pl Message log continuously’ button.
f® PlInterface Configuration Utility - opcint1 = O X
Interface Tools Help
NS x| dl > =o | pfR)l e
Wi
L CRE L ocint 1-> PISRVDT ~|  Rename |
Type: IOF‘CIrrt VI OPC Pl Data server Connection Status
Description: I # PISRVO1.PISCHOOL.IN
y Witeable
Versions: Iopcirrt exe version 2.7.0.22 IUniIrrt version 4.7.0.15
General —General Pl Host Information
OFCnt Point Source:  [OPC p| || Server/Collctive: [PISRVDT =]
Service
Unilrt 0OPC EI SDK Member: |F'ISH‘u’ﬂ1 ;I
- Failover
AP| Host : -
Health Foints lostname PISRVO1 _I
Peformance Counters Interface [D: |1 Uszer: |piadmin | piadmins | PIWord
Performance Points . :
BSDK o —— Type: IF'nmary -PI13
Disconnected Startup || 4| § ||| Version: |3.4.430.460
o g:tt;ug | ScanClass # | Part: IE“L‘E"[l
Interface Status ;
r Interface Installation Path
|C:\Progrc|m Files (86)\PIPC\Interfaces\OPClnt" ._. I
Interface Batch Filename
|opcir|t1.bat
Close | Apply I
Ready | Running |opcint1 - Installed A
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B pigetmsg -host=PIINTO1 -f

Keep the log running while we explore the errors and correct the set-up of the tags.

From the PIINTO1 server, open the Pl SDK Utility — the shortcut is pinned on the task
bar.

@ PI SDK Utility (Administrator) - O X
File Buffering Tools  Help
=14@® PISDK

@ Apout PISDK L‘ oSl

B Connections

& cpapabot oo
= Taols 2018

gl Message Log ) )
— e PI Software Development Kit {(64-bit)

&) Error Lookup

B Tracing Setup || p|SDK Version Build: Date 2/5/2020

& KST Cleanup

Install Path [C4Pragram Files\PIPCipisdk |

Pl SDK Node Status
Important Log Messages since

@ 10/4/2021 44213 FPM
Developer load structure failure, BrakenTag, 13.

[-1h

Pl Servicas Status: Update al Reset to now

2 0K
Release version | PINS Node (C:\Program Files\PIPCY)
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PI System Administration: Troubleshooting

Select Message Log. Update the Severity to an *, so all potential messages can be
viewed. The severity defaults to Error.

Change the end time to *-24h, most of our machines have not been running more than
24 hours.

S Get Messages ERIEY

Tirne: Filters

Start Time: * Frogram; * Sourcel;
End Time; =24 Message:  |” Severity:

The errors below will indicate the issue with BrokenTag:

10/4/2027 4:42:14 DE9ET P Infarmation Murnber of pointz with pointsource loaded iz 56
10/4,/2021 4-42-14 06313 P |nformation Total Mumber of points matching pointzource '0PC" iz 57

10/4/2021 4:42:13.98813 PM Errar Developer load structure failure, BrokenTag, 13.
10/4,/2027 4:42:12.98717 PM Error BrokenT ag: Mo ltem name - ingtrumenttag and exdezc both emphy.
ELHGGEEEE R GE [erF——rr— [ ——————

The above errors indicate that the instrument tag and extended descriptor fields of the Pl
Point “BrokenTag” are both empty. These field being empty is a problem because how
the interface maps the PI Point to its corresponding Tag on the OPC server side. Since
the tag was receiving values before, this likely happened due to human error when
making changes to the Pl Point.

The error below indicates the issue with RetiredTag. We simplified the message outputs
by adding a filter of *retired* in the Message filter.

,.)GetMessages ) _H';

Tirne Filters

Start Time: * Program: * Sourcel:
End Time: “-24h Message:  |“retied Severity:
Time Severity Message

10/4/2021 4:42:14.80766 PM Infarmatian Addltenns Failed for tag RetiredT ag, type VT_I4: The ltemlD is nat syntactically valid (c0040008)

We can see that the interface is complaining about the ItemID, which is how the Pl Tag
maps to the OPC Tag. In a production environment, you might see different messages
related to the ItemID.

The error message for tag “RetiredTag” means that the ItemID listed in the Pl Tag
configuration is incorrect. This can happen when the instrumentation changes, PLCs are
removed, or configurations to the OPC Server are made.

At this point you would work with your instrumentation or control system team to
determine the correct ItemlID.

The instrumentation person informs you that indeed they swapped a PLC, and the
correct itemID for BrokenTag is Random.Int1.
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The instrumentation person also informs you that RetiredTag no longer has any
corresponding instrumentation. The equipment has been removed. You now have a
few options:
e Leave it: It's not really hurting anything, however it would be nice to stop logging
the error message so that the logs are easier to work with.
e Delete it: If this data is never going to be needed again why not free up a tag in
your license? You might have a policy to never delete data or tags however.
o Keep it, but stop the interface from loading it: You can keep the history just in
case, but also prevent the error message from cluttering the logs.
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PI System Administration: Troubleshooting

Fix BrokenTag
Let’s fix BrokenTag first. Go back to PI SMT on PICLIENTOL.

Go to the Points -> Point Builder plugin, Search for BrokenTag, select it, and click

OK.

File  View Tools Help
Servers & b @ B 7) 0 points
Search jol
Collective: PISRVOT Server MName Stored Values  Point Source  Point Type  Point Class  Descriptor
FISRVD  Primary @ Tag Search m| X
PISRV0Z Secondal
O i Basic Search l Advanced Search ] Alias Search]
Pl Server: Point Type: Point Class: Favorites  #
| - ol [=
Connections...
= - Tag Mask: Point Source: Engineering Units:
_ystelm lanagement IBerenTag I - - Search
Search ol | I
Alams Descriptor: Value: » Abort
Batch * * .
Data Reset
Interfaces
IT Poirts -
Operation Seer: I Tag: Descriptor: Select Al
« Points PISRVOTWPISRVD1  BrokenTaa
Digital States | Pt. Adtr...
Performance Equation =
Point Builder Pt. Values...
Point Classes er: | PISRVO1 ~
Point Source Table 0
Totalizers | e |
Security L - | classi e
Cancel lass: |cassic
F
Help
E | | Display Digits:
E |
<
s : : =
Ready List Count: 1 Percent 100 %
Session Record

PISCHOOL\STUDENTO1 | piadmin, piadmins, PIWorld

The ItemlID is stored in the instrument tag point attribute.

To find this out you would have to consult the Pl Interface manual or have this
memarized from experience. Different point attributes are used for different things

depending on the interface type. The interface manual will be a .pdf or word document
somewhere in the PIPC folder. In our case you would log into PIINTO1 and look in
C:\Program Files (x86)\PIPC\Interfaces\OPClint1 for PI_OPClint.pdf. The important
section to search for is “Configure point attributes”, which is a common section to all PI
Interface manuals.
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Select the Classic tab, enter Random.Int1 as the instrument tag, and save.

JIHd|€ | 2 2 @

Server M ame Storedaluez  Point Source Point Type  Point Clazs Descriptor - Point Security
FISRWVO1 BrokenTag Realtmedata 0OPC Int16 claszic
£

General .-i'-.rn:hi'-.feSecurit_l,l System

Location: Conversion Factar: Usernt: [
Location2: [ o 0 Usednt [
Location3: |0 SquaeRootCode: [ 0]  UseRean: [
Locationd: Total Code: [0 useReaz o

Location: Ijl

Instrument Tag: I R anu:h:um.lnHI |

If you wait a few minutes, the PI Interface will naturally pick up the change and start
writing to the tag. However, there is no need to wait. Move to the next page.

I 15-Jan-19 20:85:45 opcint_ReadOnly:0PCpi:OPC
>> Deleted point BrokenTag

I 15-Jan-19 20:85:45 opcint_ReadOnly:0PCpi:0PC
>> Added point BrokenTag

I 15-Jan-19 20:085:45 opcint_ReadOnly:0PCpi:OPC | 1
>> tag BrokenTag (1118) is edited in the Interface

I 15-Jan-19 20:085:45 opcint_ReadOnly:0PCpi:0PC 1 e
>> Have at least required percent good tags, clearing device status.

I 15-Jan-19 20:85:45 opcint_ReadOnly:0PCpi:OPC
>> DeviceStatus=0

If you want to see the change right away instead of waiting, restart the Pl Interface
service, but you won’t see the message in the previous screenshot during an interface
startup.

From PICLIENTO1, go back to the Current Values plugin and refresh to confirm that
the tag is now getting data:
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PI System Administration: Troubleshooting

Everyone’s values will be different and will not match the workbook because this
is randomly generated data!

Fﬁ_ Current Values - P| Systern Management Tools (Administrator)

File  View Tools Help

Servers | @f & @ @ (7]
Searah

Collective: PISRVOT

PISRVD1  Primany
[] PISRVDZ Secondary

Tag Mame  Server Collective  Timestamp Value
|En:ukenTag PISREVD1  PISRVDT 2772020 7-33:28 PM 111

C. Retire RetiredTag
Now to retire RetiredTag.

One way to do this is to set the scan attribute to off. The PI Interface will load the tag at
startup, but then set the value to Scan Off and offload the tag.

Another method is to assign an unused Point Source dedicated to retired tags, such as
ZZZ or ZZZ_OPC.

The best practice is actually to do both:
e Scan Off gives a strong signal to users that the tag has been turned off since
they will see “Scan Off” when they query the value. Not everyone will look at the
Point Source when searching for tags.
e Assigning aretired Point Source will prevent the interface from loading the tag
at all. This means unnecessary messages will not be logged, and interface
startup times will be improved.

J Retire tags by assigning an unused point source in addition to setting the
scan attribute to off. This will prevent the PI Interface from loading and

. evaluating the tag upon startup.
Best Practice
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From PICLIENTO1, go back to the Point Builder plugin and search for RetiredTag, and

add it to the list.

Select RetiredTag, go to the Archive tab, click the radio button to set Scan to Off, then

save.
i Point Builder - P| Systern Management Tools (Administrator) — Oa >
File  Wiew Tools Help
Servers cE| 2 @@ 1)
|_‘-'Ea.rcf? P| . . - .
Collective: PISRVD] Server Mame Stored Values  Point Source  Point Type  Point Class  Descriptor
. PISEVD1 BrokenTag ReaHimedats OPC Int16 classic
PISRVO1  Primary
PISEVD1  Retired T Realtime data COPC Int32 classi
[ PISRVD2 Secondary B0 53 TesHmerfes ASHL |
System Management a
Search
Mams General Classic Securty System
Batch . . . .
Archive Editor Scan Archiving Step Shutdown Compressing
Cument Values (JCn ®0n (Jon ®0n (® On
Stale and Bad Points O off (®) Off O off (O Off
Interfaces
IT Poirts Exception Deviation Compression Deviation
Operion g Uts o lots
~ Points
Digital States Day Hr  Min Sec Day H Min Sec
pefomence Equsionl| | Tme: | 0 0 0 MnTme: | o o o 0
Foint Builder Max. Time: | I}I GI H}l 1]| Mz, Time: | ﬂl E| ﬂ'l ﬂ'|
Point Classes

Now set the Point Source in the General tab to ZZZ OPC and save
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fa Point Builder - Pl System Management Tools (Administrator) — O *
File View Tools Help
Servers J Q ERER] 1 point
— . - | Server MName Stored Values  Point Source  Point Type  Point Class  Descriptor  Point Security
Collective: PISRVD1
. PISRVO1 BrokenTag Realdime data OPC Int16 classic piadmin: Ajr.w) | piadmins
| PISRVO1 P
s S::::daw [PSRVOT RetredTag Reaitme data 727 OPC___Inta2 Classic piadrmin: Alrw) | piadmins
System Management
Search Pl ¢ >
AMams
Batch Archive Classic  Securty System
~ Data "
Name: Retired Tag Rename Server: | PISRVD1 ~
Archive Editor ame | | rer
Cument Values Descriptor: |
Stale and Bad Points - .
Interfaces Stored Values: |Realtime data Point Source: _ZZZ_OPC Paint Class: | classic
IT Points PointType:  |Int32 | Digital Set:
Operation
~ Points Eng Units: | | Dizplay Digits:
Digital States | |
Performance Equation Exdesc:
Poirt Builder Source Tag: | | @

If you look at the logs on PIINTO1 after a few minutes, you’ll see this:

B pigetmsg -host=PIINTO1 -f - O had

oint source and was removed ftrom the Interface. New polnt source for ta

Go back to PIINTO1 and restart the interface again. Confirm that there are no complaints
about the ItemID in the logs.

DeviceStatus=0 is not a guarantee that all tags are working, but it's the best
possible Device Status and a good sign that the main checks passed.

Finally, check the Current Value of RetiredTag.

Yours may still show Configure depending on whether you waited for the Pl interface
to detect the Scan off change.
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m Pl System Management Tools (Administrator)

File View Tools

Servers

Help

Search
Collective: PISEVOT

PISEVD1  Primary
[] PISRVD2 Secondary

Success!

o)

& X %k 3 G2 @
Tag Mame  Server Collective  Timestamp Value
BrokenTag PISEVD1 PISEVD1  2/7/2020 75214 PM 73

IHetire-:ITag FISEVDT  PISEVDT 27772020 74116 PM Scan Off

d. Define the relationship between PI Point Attribute and PI Interface configuration

We began our discussion of Pl Point Attributes in the previous section. As we saw in the
previous exercise, there is a direct relationship between specific Pl Point attributes and
the PI Interface instance that is collecting the PI Point data.

The exact relationship is unique to each different PI Interface. Listed below are the
common Pl Point attributes and how they are typically used. ALWAYS consult the
interface manual when creating Pl Points.

Instrument Tag

Name of the point/location in the source data system.
Often it is case sensitive and must match the data source
exactly!

Extended Descriptor

Place for detailed query instructions (uncommon).

Point Source

Must match the point source of the interface.

Location 1 Typically, this field is used for the interface instance ID. In
this case, the unique combination of the point source +
interface id is what links a PI Point to its PI Interface
instance.

Location 4 Typically, this field is the scan class number.

Scan Include the PI point in the list of points to scan (always set

to ON)

The most common cause of new Pl Points not receiving data is an incorrect configuration of
the PI Point attributes according to the data source of PI Interface instance configuration. In
exercise 3a, we saw that the PI Point “BrokenTag” was not updating because its instrument
tag was not correct. In exercise 3b, we saw that we could prevent the Pl Point “RetiredTag”
from being picked up by the interface at startup by changing its point source. The following
image shows the relationship between some PI Point attributes in PI SMT and PI Interface

parameters in Pl ICU.
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4. Directed Activity — The PI Collective Misconception

4.1 Objective

In this activity, we’ll troubleshoot another common misconfiguration and get a better
understanding of how PI Collectives work.

One of your users is now complaining that the tag “ExampleTag” has flatlined in their PI Vision
display. He claims that the tag should be getting a new value every second. He sends you the
P1 Vision display and asks for your assistance with figuring out the issue.

4.2 Tasks

¢ Manually switch connections between Pl Collective members
e Compare Current Values between Pl Collective members

e Configure Pl Buffer Subsystem

e Do bulk tag edits using PI Builder

e Reinitialize a PI Collective

4.3 Step-by-Step Instructions
a. Open the display to verify the described behavior

Note: Everyone’s values will be different and will not match the workbook because this is
randomly generated data!
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PI System Administration: Troubleshooting

You want to check the PI Vision display to confirm the behavior. From PICLIENTO1,
open the PI Vision Shortcut on the desktop.

-

Recycle Bin

2)

Pl %izion -

i i ey

9,890.2

9,800
2/10/2020 10:22:40 PM 2M10/2020 11:22:40 PM

Product: HC1500

Diameter (ft): 20 FT
Installation Date: 01-Jul-1999

Begin Troubleshooting

You don’t really know what to do, so you start flailing around with the buttons and
menus. You then decide to use another client tool to verify the data.

From PICLIENTO1, you go to PI SMT > Data > Current Values and search for
“‘ExampleTag”
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?ﬁ. Current Walues - Pl Systern Managerment Tools (Sdministrator)

File  Wiew  Tools  Help

G Al

Servers
|5£am".| ,D|

Tag Hame

Server

BEe

Collective  Timestamp ‘Walue  Engineering Unite

Collective: PISRVD

| ExampleTag PISRVOT  PISAEVO0T  2A10/2020 113242 P 20,445

FISEWOT  Primary
[1PISAW02  Secondary

Syztem Management
|5£am"] ,O|
Alarmns

Batch
w Data

SIchrye Edito

Current Walues

Stale and Bad Points

You then realize that the current value of ExampleTag is different than the one on the

display. You remember that the server is in a Pl collective and decide to check the

current value of ExampleTag on the secondary member of the collective. You check the
box of the secondary server to connect to it and do the same search again

23
File  “iew  Tools  Help
Servers @Qc &
|5&am‘1 ,0|
Tag Mame
Collective: PISRVOI
ExampleT ag

[ PISRVOT  Prirary
PISAY02  Secondary

System b anagement
Sagreh ,O|
Alarmns
Batch
v Data
Archive Editor
Current Y alues
Stale and B ad Points
Interfaces
IT Points
Operation
Points

The value on the secondary member matches the flatlined value in Pl Vision. This

b q® Tag Search O e
Sery l Advanced Search ] Alias Search]
FISH Pl Senver: Paint Type: Paint Clazs: Favortes P
Connections. ..
Tag kMagk: Foint 5ource: Engineering Urits:
|exarnpletag | | | | | Search |
Descriptar: Valus:  » Abart
Feset
Server Tag Descriptor: Celect Al
PISEVOTAWPISAWOT  ExampleTag
PISRVOTAWPISAYDZ  ExampleTag
Pt Attr...
Pt. Walues...

means that we are pointing to the secondary member of the collective on the Pl Vision

Server.

You log into PISRV01, open the Pl SDK Utility > Connections > right-click on the PI
Data Archive collective > Member Setup...
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ﬂ Pl SDK Utility (Administrator)

= 4#* Tools
@ Message Log
.zi Support Data
&) Error Lookup
& Tracing Setup
& KST Cleanup

— O *
File Buffering Toolz Connections  Help
=@ PISDK S PISRVDT [ — SRVDT v
{@ About PISDK
& Connections | Connect as... -
<¢i Snapshot Tool Disconnect emo

Switch Member
Member Setup...

Refresh F5

Add Server... Ins

Remove selected Server  Del

Seconds

Seconds

protocol 3.5
¥ 3be5-45:7-4828-8059d-51a35130eeal

Connected User:
IP Address:
Pl Version:

QOperating System:

PISCHOOL \studert01 as piadmin | piadmins | PIWaord
152.168.0.26

P13.4.430 460

Windows NT AMDE4 6.2.5200

Save

PISRVD1 connected as piadmin | piadmins | PIWorld

You naotice that the priority of the primary member of the collective is -1 which means
that the secondary member will always be connected to first. Change the priority of the
primary to 1 > hit enter on your keyboard > click OK.

% Collective Members Setup - O x
FISRVDO1

tember Mame tember Type Priority Fath Timeout Data Acc. Timeout
FISRV cniFrimary PISHVD1.PISEHDDL.INT 10 Bl
PISRY02 chtSecondary 1] FISAYOZ FISCHOOLIMT |10 E0

Cancel

o

Right-click on the start menu > select “Command prompt (Admin)”
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Programs and Features
Power Options

Event Viewer

Systern

Device Manager
Metwork Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin) h‘

Task Manager

In the command prompt, type in iisreset:

BN Administrator: Command Prompt

icrosoft Windows [Version 16.8.14393]
2816 Microsoft Corporation. All rights re

\Usersistudent8l . PISCHOOL>1isre

You will see the message “Internet services successfully restarted” once the
operation is completed.

Go back to PICLIENTO1, close the internet explorer browser page with Pl Vision open,
then double click on the display shortcut on your desktop one more time to reopen it.
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[@ hittps:pisra01 pischonlint/P ision #/Displays/2/Tank-Overdew O = @ || (@) P vision - Tank Dvervien o @

O F"i \}ision @ New Display | m ‘ PISCHOOL student01 ‘ [~
@ Tank Qverview Bﬁ v

HH

(0]

s lank Overview

35,000

30,000
25,000
20,000
15,000

it 10,000

15,000

0, X L L L ! L L 1 A ! Ay
2/10/2020 11:01:40 FM 2/11/2020 12:01:40 AM

Product: HC1500 ! 3 6o
Diameter (ft): 20 FT
Installation Date: 01-Jul-1999

Woo! We've got data flowing again. Well, not really. We merely switched collective
priority and forced PI Vision to point to the primary member of the collective which is
getting data for ExampleTag every second. The fact that the display is showing the data
is a good first step because the end user can keep working while you troubleshoot the
issue with the secondary member of the collective.

A very common misconception about Pl Collectives is that there is some

server-side mechanism keeping all the data synchronized. Many PI System
users and administrators assume that any data written to the Primary is
[ replicated to the Secondary, similar to SQL Server replication, or that Pl
Tip Collectives work like a Windows Cluster with shared storage. Neither of

these assumptions are true.

There are 2 main ways that data gets to the Secondary:

e The firstis during a process called Reinitialization, where the archive files are
copied from the Primary to the Secondary when requested by the Administrator
using the PI Collective Manager utility. This operation is performed when the Pl
Collective is formed initially, but otherwise typically is only done on-demand
when it is discovered that data is missing. Data is missing, so we will need to
do this, but we need to address another issue first.

e The second is through the use of Pl Buffer Subsystem, which takes data
collected by PI Interfaces, Pl Analysis Service, and other data entry applications
and sends a copy to all Pl Collective members. This is how data remains “in-
sync” (for lack of a better term) during continuous operation.
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The behavior we have just observed is almost always an issue with buffering. Either PI
Buffer Subsystem is misconfigured, not configured at all, or there is a network or security
issue preventing Pl Buffer Subsystem from writing to tags on the Secondary.

PISRV(01 Pl Collective

Tz 7
(s (; L
e # |
!:\i L :' E
oPC PIINTO1 | PISRVOL |
Simulator

PICLIENTO1

PI Buffer Subsystem must be configured on every node with an application that writes to
the PI Data Archives. This of course includes PI Interfaces.

c. Check the PI Interface Node and configure Pl Buffer Subsystem
Let’s log into PIINTO1 and see what’s wrong.

On PIINTO1, open PI ICU and do Tools -> Buffering:
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Efﬂ Pl Interface Configuration Utility

Interface Help

Log Files... Ctrl+L [ G

Run apisnap —4|

Diagnostics... Ctrl+D

Point Sources...
Date/Time Properties... Ctrl+A

View Digital State Sets.., Poirt Source: |-

Interface Tag Creation Utility...
Interface Communication Test Utility...

R L
Interface Specific Configuration... Urters Interface 1D: |'

Options... irts

Well that would explain it. Pl Buffer Subsystem is not configured. Let’s configure it:

Buffering Manager

% Pl Buffer Subsystem has not been configured on this system. Would
¥ vyou like to configure it now?

Click Continue with configuration:

@ Buffering Manager - New Install Wizard — O X

Buffering Manager

Configuration, menitoring, and troubleshooting of buffering

Welcome to the Buffering Manager new installation wizard

This wizard will guide you through the initial configuration of buffering.

Il ‘Continue with configuration I Exit Buffering Manager

For more information, refer to documentation or contact Technical Suppert .

View messages | Welcome help

Select the Pl Data Archive / Pl Collective you wish to buffer to, Next:
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@ Buffering Manager - Mew Install Wizard

Buffering Manager

Configuraticn, monitoring, and troubleshooting of buffering

Detected Plinterfaces | Detected Pl Interfaces

PI Data Archive Security Confirm the Pl interfaces and services for which you want to configure buffering.

Buffering Configuration Servers that are not selected will not be buffered,

o Detected Pl interfaces are listed by server,
Verification

Buffer  Server Status
PISRVO1 (PISRVOT)
Pl-opcint1 Running

Deon't see all your Pl interfaces? Want to add another service? Select a service

View messages | Detected Pl Interfaces help

Mext I | Cancel

Stop at the below screen, there is some configuration required. There is no PI
Mapping or Pl Trust for the buffer subsystem.

@ Buffering Manager - Mew Install YWizard

Buffering Manager

Configuration, monitaring, and troublesheoting of buffering

Detected Pl Interfaces

Pl Data Archive Security

Review/update a mapping or trust for the selected Pl Data Archive server.

Buffering Configuration Windows account to run the Pl Buffering service: LocalSystem

Verification
PISRV01 | Choose new collective security settings

“ PISRVDT

Pl Data Archive Security

Multiple Pl mappings or Pl trusts may be needed to fix all errors.

PISRWO1 Q [-10407] Mo Access - Secure Object

Retry security test

Authentication method:

® Pl mapping (recommended)

O Pltrust
Pl identity
Browse...
Create Revert
View messages | Pl Data Archive Security help | Previous || MNext | | Cancel |

We want to change the service account from LocalSystem to a domain service account.
Click on the “Change” option highlighted above. Select “Windows account” and enter the
credentials stored in the PIBufss Credentials text document stored on your desktop:
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Buffering Manager

Configuration, monitaring, and troubleshooting of buffering

. Detected Pl Interfaces Windows Secur[ty

Windows Security Select a Windows account to run buffering.

Pl Data Archive Security

Buffering Configuration ®) Use Windows account {recommended) |

Verification Windows user

L]

Password

| PIBUffss Credentials.bet - Mo, — [m} » pdded to the local Administrators group
File Edit  Format  View Help

User: PISCHOOLWSYC _PIBuffer
Password: RecoverMealSpecialist

Account

Previous ext Cancel

Once the credentials have been entered, select Next. The security will be successful at

this point because a mapping has already been created for the PI buffer subsystem on
PISRVOL1.

@ Buffering kanager - MNeww Install Wizard

— O X
Buffering Manager
Configuration, menitoring, and troubleshooting of buffering
Detected Pl Interfaces Pl Data Archive Security
Windows Security Review/update a mapping or trust for the selected Pl Data Archive server.
PI Data Archive Security | yyindays account to run the Pl Buffering ser'.fiu:el PISCHOOL\SVC_PIBuffer thange
Buffering Configuration
Verification —

® PISRVO1 Retry security test
Authentication method: S5PI Change

Pl identity: PI Buffers | PIWorld

View messages | Pl Data Archive Security help

Previous || Mext || Cancel

35|Page



@

Buffering Manager

Configuration, monitoring, and troubleshooting of buffering

Detected Pl Interfaces

Buffering Configuration

Windows Security Specify the buffer location.
Pl Data Archive Security

Buffering Configuration

Verification

View messages | Buffering Configuration help

Buffer location:
ChProgramData\OSlsoff\Buffering Browse...

Drives Available space  Total space  Used space

C\ 456GB 60.0 GB [
D\ 192 GB 200 GB [ |

Unsure which directory to select? Use recommended.

Previous ” Mext || |

Cancel

After this, the buffer subsystem will be restarted

@
Tip

We won't get into all the configuration involved in Pl System Security. That's
an entire lab in itself. However, we will touch on security with a few
examples. Consider watching this YouTube playlist (at a later time) to get a
better understanding of Pl Data Archive Security.
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https://www.youtube.com/watch?v=IeU49DDhurA&list=PLMcG1Hs2JbcvDuN8FhBrfMPDF5Gya5bYt

PI System Administration: Troubleshooting

You'll definitely see the errors here. Click Pl messages.

@ Euffering Manager - Mew Install Wizard - O >

Buffering Manager

Configuration, manitaring, and troubleshooting of buffering

Detected Pl Interfaces Verification

Windows Security Check the health between Pl Buffer Subsystem and each Pl Data Archive server.
Pl Data Archive Security

. ) ) @ Pl Buffer Subsystem successfully started.

Buffering Configuration

Verification @ Pl Buffer Subsystem is now operational.

Server Status

< oo ©

! The upgrade to Pl Buffer Subsystem is complete, Mot all connections were verified.

View messages | Verification help Exit new installation wizard

Filter for Errors:

@ Pl Messages = O
Time range: | Last hour V
Severity: | & Error * | Program: “ | Sourcel:
Message: Source2:
Time Program Message

& 08-Mar-2020 21:45:52 | pibufss  |Error -104071 enceuntered while posting to point 1D 14.
event time: 8-Mar-20 21:45:51.52200, value: D5_0_312, mode: noreplace.
9 08-Mar-2020 21:45%:52 pibufss  Error -10401 encountered while posting to point [D 19.

event time: 8-Mar-20 21:45:51.52200, value: D5_0_312, mode: noreplace,
) 08-Mar-2020 21:45:52  pibufss  Error -104071 encountered while posting to point 1D 18,

event time: 8-Mar-20 21:45:51.52200, value: D5_0_312, mode: noreplace.
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d. Troubleshoot Errors

Error -10401 is not giving much detail, but we can at least look up point ID 14 later on to
see which tag is having a problem.

If we google “pi error 10401” and do a little digging, we can deduce that the full error is
[-10401] No write access — secure object.

You could search for the error codes on the customer portal to get articles on our
knowledge base with details about this error and how to resolve it. You will need to sign
up for an OSlsoft Single sign on (SSO) account. The required SSO account is free and
highly recommended but we don’t want to spend any time on this during the lab.

As for the other errors, looks like we maybe didn’t have permission to restart the OPC
Interface service through Buffering Manager. Let’s see if they persist after we address
the -10401 errors and restart Pl Buffer Subsystem.

We've deduced that something doesn’t have write access to a tag with pointid 14. It
stands to reason that it's probably Pl Buffer Subsystem, since the tag was working
before we configured buffering.

Which tag is pointid 14? We can find out by doing a tag search, and since we anticipate
the possibility of tag configuration changes, let’s do it from the Point Builder plugin in
Pl SMT.

From PICLIENTO1, Open Pl SMT > Data > Current values. Verify the values of
ExampleTag on PISRVO0L1 collective and confirm that both are not getting new data by
comparing the system timestamp with the timestamp of the last value.

anagernent Tools (Bdrministrator)

& X ¥k B E @

T ds Tag Mame Server Collective  Timestamp YWalue

ExampleTag PISEVO1  PISEVOT | 241/2020 30250 P | 18,614
ExampleTag PISEWO02  PISEVI | 2/6/2020 5:30:57 PM | 9,891

938 PM
| uesday
2/11/2020

Now, switch to Point Builder in SMT to update the security (PI SMT > Data > Point
Builder).

Do a tag search, ensure * is set for the Tag Mask, and change the customizable field to
Point Attribute...
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7%. Paint Builder - Pl Systerm Management Tools (Administrator)

File  Wiew  Tools  Help

Servers ¥ 3 ' E] @

|5&am‘] p|
. Server  Mame Stored Values  Point Source  Point Type  Point Class  Descriptor - Point Security D ata Security
Collective: PISRYVO1

PISAWOT  Primary

1 PISAYDZ  Secondary

@ Tag Search O b
Basic Search l Advanced Search ] Alias Search]
Fl Server: Foint Type: Point Class: Favoites B
Spstem Management Tools | B | = ~
Search 2 | Connections...
Alarms Tag Masgk: Foint Source: Engineering 1 nits:
Batch | I ) ) | | Search |
v Data .
Archive Editar Descriptor. alue: . Walue Abort
Current Yalues : | : Status
Stale and Bad Points - - Feset
Interfaces | Paoint Attribute.., |
IT Paints . . e
Server Tag: D ezcriptor:
Operation Select Al
v Puoints
Digital States Pt Aftr...
Performance Equations
Paint Builder Pt % alues...
Paint Clazzes & | il
Paint Source T able eneral |4 K
Tatalizers Name: |
Security ) Cancel &
Drescriptor: L
Stared VW al Help i
Point Type:
Eng Unitz: | € b |
Erdesc: Flealdy List Count: 0

Scroll down to pointid, select pointid, click OK.

@ Select Point Attribute >

Server

|PISRVOTYPISRYT o oK

Paint Clazs

clazzic e Cancel

Paint Attnbutes

Paint Attribute ™

lozation
[ozationz
lazation3
[ozationd

Connections...

0 -
poinkzource
pointhype
ptaccess
ptclagsid
ptzlasshname
phclazsresy
ptaroup
phowner

L
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Search for pointid 14, select tag ExampleTag, click OK

@ Tag Search O et
Basic Search l Advanced Search ] Aliag Search]
Pl Server Pairt Type: Paint Class: Favaorte: B
| # LY S
Connections...
Tag Mask: Faint S ource: Engineering Units:
: : : | Search
Descriptor: Ipnintid: _p] Abort
" 14 |
Reset
Semver Taa: Descriptor: Salect Al
FISEWVOTY... ExampleTag
Pt Attr...
Pt. Walues...
Ok
Cancel
Help
£ >
Ready Lizt Count: 1 FPercent 100 %

Ensure ExampleTag is selected. Go to the Security tab, we can see that the Pl Buffers

identity is not included here. Let’s add it under Point Security.

General Archive Classic  Securty  Sustem

Paint Security Data Security
& piadmin B Piwoid & piadmin A Prword
8 piadming 8 piadming
8\ Pl Interfaces H\ Pl Interfaces
Add.. Remove Add... Remove
Permissions for piadmin Allow Permissions for piadmin Allow
Read Read
wrike: Wirite:

Click Pl Buffers> Add...> OK
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B Select ?
Select from server PISAYO
Type: | Pl Identity ~
M arne D ezcription
™ P Buffers |dentity Far Pl Buffer Subsystem
™ Pl Interfaces  Identity for Pl Interfaces
HL FlEngineers  Any individual with engineering duties
ﬂ DM emr mbmre B A PR LT | R et [P PR Tooey
Add
@ Pl Buffers
Cancel
Also add PI Buffers to data security.
General  Achive Classic Secuity  System
Faint Security Data Security
4 piadmin @ Prword & piadmin B Piward
8 piadming 8\ Fl Buffers 81 piadming
ﬂ', Pl Interfaces H\ Pl Interfaces
Add... Remove Add... Remove
Permissions for Pl Buffers Aillowy Permissions for piadmin Allow
Read Read
Wirite O Wiite
B select ?
Select from zerver PISAWO
Tvpe: | Pl Identiby w
Marme Dezcription
\ Fl Buffers |dentity for Pl Buffer Subsystem
® Fl Interfaces  |dentity for P Interfaces
ﬂl FPlEngineers  Any individual with engineenng duties
“ DI mmr = bmrn FN TR ToN (TR TT R IRRRT 1 Pt Y o SN (e (R0
Add
B Pl Buffers
Cancel

Write permission is required for Data Security.
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General  Archive Cl

azsic  Security  System

Point 5 ecurity Drata Security
& piadmin & Pivsand & piadrin A Prword
84 piadmins H\ Fl Buffers 82 piadmins H\ Pl Buffers

8\ Pl Interfaces

8\ Pl Interfaces

Permizsions for Pl Bul
Read
Write

ffers

Add... Remave
Allow
O

Add... Remove
Permiszions for Pl Buffers
Read
Wirite

Allow

-~.._,__‘_‘

In simple terms, Point Security relates to the ability to search for, view, and edit the
configuration of tags. For example, Write in Point Security was required to change the
instrumenttag of BrokenTag and is required here to edit tag security settings.

Data Security controls which Pl Identities can read data from or write data to tags.

Be sure to Save!

i Point Builder - Pl System M
File View Tools Help

Servers

anagement Tools (Administrater)

L EIEEEID

1 poir

Collective: piworld
PISRV1  Primary
[] PISRV2  Secondary

System Management Tools
Search 0
Alams
Batch
v Data
Archive Editor

Server  Name

PISRY1 RandomintZ Realtime data OPC

<

Stored Values  Poirt Source  Point Type  Poirt Class ~ Descriptor  Point Security

Int32 classic

Data Se
piadmins: Afr.w)| P1 Intefaces: Afr) | P1 Buffers: Afrh | P1 Users: Aff) | P1 Points&Analysis Creator: Afrw) | PI Web Apps: A} piadmin

Curent Values
Stale and Bad Poaints
Interfaces
IT Poirts
Operation
v Poirts
Digital States
Performance Equations
Point Builder
Foint Classes
Faint Source Table
Totalizers
~ Secuity
Database Security
Firewsall

General Achive Classic Secuity System

Point Security Data Security
€4 piadmins B Pllser €4 piadmins B Fllser
B Pl interfaces 8 Pl PontsaAnalysis Creator 8 Plintefaces 8 Pl PontsaAnalysis Creator
B Pl Buffers 8 PIweb Apps Pl Buffers 8 Piweb Apps

Add Remove Add Remove
Permissicns for Pl Buffers Allow Permissicns for Pl Buffers Allow
Read Read
Wite O Wite

Let’'s go back to PIINTOL1. Close the message window.
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@ Pl Messages

Troubleshooting

- o X
Time range: | Last hour v
Severity: | @ Error * | Program: * | Sourcel v
Message: Source: v
Time Program Message

17-Jan-2019 21:4543 pibufss Error -10401 encountered while posting to point ID 1093,
o pi posting to p

event time: 17-Jan-19 21:45:42.82600, value: DS_0_312, mode: noreplace.
Error 10401 encountered while posting to point ID 1093,

event time: 17-Jan-19 21:45:42.82600, value: DS_0 312, mode: noreglace.
€ 17-Jan-201921:45:36 opcint ReadOnly COM thread 912 exiting

17-Jan-2019 21:42:34 pibufss Unable to wait for dependent services to stop, could not open the ServiceControlManager, error: [5] Access is denied.
pi p P, pe o

@ 1Ten-2019214234 pibufss CpenSCManager. Error Sihccess is denied.

Q 17-Jan-2019 21:45:43 pibufss

(%) Message Details

Exit new installation wizard if you haven’t already.

@ Buffering Manager - New Install Wizard

Buffering Manager

Confi n ing, and troubleshoting of buffering

Detected Pl Interfaces Verification

Windows Security Check the health between Pl Buffer Subsystem and each Pl Data Archive server.

Pl Data Archive Security
@ Pl Buffer Subsystem successfully started.
Buffering Configuration

Verification @ Pl Buffer Subsystem is now operational.

Server Status

% piworld €3 View messages

4 The upgrade to Pl Buffer Subsystem is complete. Not all connections were verified.

View messages | Verification help

it new installation

Depending on timing however it may still be red. Keep reading.
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@ Buffering Manager

File  View Help

Buffering Manager

Global P
b © Global Buffering Status Pl messages

B 10.3 months estimated buffer capacity

b 0 events in queue

Logical Servers

elect a server be for more detziled informat

piwarld

If it's still showing errors. Restart the Pl Buffer Subsystem service and the Pl Interface
Service and see if that fixes it.

Open windows services from the taskbar.

Restart Pl Buffer Subsystem
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£ Phone Service Manages th... M

| Buffer Subsystem

©1 Pl Message Subsystem start 1 4
G g y g
<Pl Network Manager stop 1 A
G g g

< Pl-Buffer Server Pause D
G

‘.‘;} Pl-Buffer Server x64 Resume B]
x‘.}?;PI-Dpcint_ReadUnl}r'l Rectart ng A
£5:PIPC Log Server 1 A
S g g
ELPIPC Log Server x64 All Tasks > hg A
G g g
{;,:?;F’Iug and Play Refresh g b
‘&L Portable Device Enumera M
».‘;} Power Properties g A
-..".";:J_‘;Print Spooler Help g A
5L Printer Extensions and Mo viee soreee "

The wizard secretly added a dependency on Pl Buffer Subsystem to the OPC Interface
service, so it must restart too.

Restart Other Services >

When P| Buffer Subsystem restarts, these other services
will also restart.

Pl-opcirt_ReadOnly1

Do you want to restart these services?

Yes Mo
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@ Buffering Manager

- O X
File View Help
Buffering Manager
Configuration, monitoring, and troubleshooting of buffering
Global P
b @ Global Buffering Status Pl messages

There are no reported issues.
Settings

B 10.3 months estimated buffer capacity

f all connections are severed, estimated time until data loss

b 2 events in queue

Total queued events for all servers

B 2224 total events sent (7671878 events per second)

Total queued events sent for all servers

Logical Servers
Select a server below for more detailed information

3

piworld

Now that Buffering is configured, the OPC Interface is sending new data to PISRV1 and

PISRV2.
PISRVD1 PI Collective
[~
% |
o
NE
OPC PIINTO1 | PISRVO1 |\
Simulator
I I
| O
l % PICLIENTO1
I I
—
l PISZ l
| - — |
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e. Verify Correct Operation

On PICLIENTO1, Go to PI SMT, connect to PISRV1 and PISRV2, and add all OPC tags
to the Current Values plugin. We should see identical timestamps and values on both
servers now.

Note: Point security gets replicated across the collective (changes can only be made on
the primary server).

Everyone’s values will be different and will not match the workbook because this
is randomly generated data!

T Current\alues - Pl Systern Management Tools (Sdministratar)
File  “iew  Tools  Help
Servers @ x & | E & @
|5&.—1m"‘1 )D| ) )
Tag Mame Server Collective  Timestamp Walue
Collective: PISEVON
PISFVT Primary ExarmpleT ag FISEWOT  PISRYO1 37842020 10:00:50 ... 9,373
ExarnpleT ag FISEWD2  PISRYO1  3/8/202010:00:50 ... 9,373
FISRVIZ  Secondan | Fo dam Boclean FISRVOT  PISRWVOT | 3/8/2020 G454 PM 71
R andom. Boolean FISEW02 PISRYO1  2/6/2020 53047 P 3700 d?
R andomm. Qualities FISEWOT  PISRYO1  3/8/2020 9:45:11 P Bad Input
R andorm. Qualities FISEWD2 PISRYO1  2/6/2020 :30:50 P Bad
R andom. Reald FISEWOT  PISRYO1  3/8/2020 2:45:45 Pk 15,758
System Management R andari. Reald FISRWD2 PISRYO1  2/6/2020 5:31:03 P 50184
Search p| R andaorn. Reald FISEWOT  PISRYO1  3/8/2020 2:45:45 P 47368
Alams R andaorn. Reald PISEW02  PISRYO1  2/6/2020 5:31:05 PM 12,061
Batch F andom. String FISEWDT  PISEWOD  3/8/2020 94545 PM process,
w Data R ardom. String FISEWD2 PISRYO1  2/6/2020 5:31:07 PM and
Archive Editor R andarn. Time FISEWOT  PISRYO1  3/8/2020 9:45:45 P 1.583FE+09
Current Y alues R andom. Time FISEW02 PISEYO1  2/6/2020 5:31:09 P 1.581E+09
Stale and Bad Points | R andom Ulnt1 FISRWOT  PISRVOT  3/8/2020 33815 PM 71
Interfaces R atdari. Lt FPISEW02 PISRYO1  2/6/2020 &:23:58 PM - 1

ExampleTag is the only tag with current values. The remaining tags will not update until
we add the PI Buffer identity to their point and data security settings. This can easily be
done using OSlsoft’s PI Builder tool which is an excel add-in used to make bulk changes
to the PI Server.

From PICLIENTO1, open Microsoft excel:
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Most used

e Intermnet Explorer

Pl System Management Tools
Snipping Tool

AboutPl-5DK

Paint

Cutlook 2016

Excel 2016

Select a blank workbook:
? - [m| x

Sign in to get the most out of Office

Learn rmore

Excel

Search for online ternplates pel

Recovered

Suggested searches:  Business  Personal  Plannersand Trackers  Lists

. . Budgets Charts  Calendars
Excel ha red files that yvou might €

want to keep. "

Ii Show Recowvered Files

A B C

Recent i ]

2
Older s Take a tour
A 4
X

¢ 5

7

= Open Other Workbooks
Blank workbook Welcome to Excel

Go to the PI Builder Ribbon > Pl Points > Find Pl Points...
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Horne Insert '3 out Formulas 4 ] Pl Builder Q@ Tell da... Sign in Q Share

Data Servers ) PISRVON - \% x (K) Select Al \/“' g;g % ] A~
el f
Asset Server: O PISRWOT - Fublish  Delete € ) Deselect Al P|Points | Library Elerments Ewent  Security Retrieve  Aftribute Data Resources
- A v Frames = @ References @
Database: @ <Mones - .'n Resetto Ternplate
Connedtions Euild 7} S AlPIPoints re u 2

21 - % [ Find Pl Paints.. 5 5

E‘ Pl Point Headers . . .
A B C o E E G Find and select Pl Paints to retrieve

| B &l Digital States from the selected Pl Data Archive

0% Find Digital States, B;. PIAFBuilder
] oigitsl State Heade Tell e rmore

Bowora

A Tag Search window will pop up. Expand the “show or hide extra search features”
double arrow to filter the search criteria. Under Point Source, enter “OPC” > Search >
OK:

,':' Tag Search >

Server(s): |F‘ISR'-.-'EII | -

poinksource: JPC W Search

Marne: | | % \

Point Source: |OPC | = =

Show of hide

Daka Tvpe: @ v X axira search
) features

Paint Class: &3 w | M

S Add Criceria ¥

MName Data Server Display Digiks De=scription Paink Sc@ &
«¥ Bucket Brigade.Boolean PISRNOL -5 QP

&7 Bucket Brigade.Int1 PISRMO1 5 QP

&F Bucket Brigade.Intz PISRAOL 5 OPC

«F Bucket Brigade. Ink4 PISRAOL 5 OPC

«F Bucket Brigade Reald PISRNO1L -5 QPC

«F Bucket Brigade Reals PISRNO1L -5 QPC b
£ >

|56 results returned in 0.69691 04 seconds,

Ik Cancel Reset

You will get another window to select Object Types and Column Headers. Only check
the following then click OK:
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D Select Object Types and Colurmn Headers X

Object Tvpe: | PIPaInE

Ohbject Types: 1 selecked, Columns: 5 selecked

= 2
o] Tatacte)
-] fiame ¥
- bgactTipe
-] Gl

-] General

|:| Error

[ Jarchive

=[] Security

: datasecuriby

|:| Swskem

Clear &ll Select All

Descripkion:

The columns in this group are required. They may not be
deselected and neither the group nor the 'Selected(:) column may

be moved.

Cancel Reset

Notice the difference between the security strings for ExampleTag compared to the rest
of the PI Points with point source OPC.

Home Insert Pag A0l Farmulas Data Review Wiewn Pl Builder

Dits Server | B PISRVOT - () Select All “ i:g [ Show Values in Rows [ Hezders @ obout
v = (53
@ Help

sset Servers (Y PIRVOT - Publish Delee () Deselect Al PlPoints Library Elements Event  Security Retrieve Show Values in Columns (] settings
- - - Frames= -
Database: (G <None>~ &7 Reset to Template L Feedback
Connections Build = Reetrieve = Attribute Data References Resources
AlS - 23 X
A B C D E
1 Selected(x) Name ObjectType |datasecurity ptsecurity
14 % BrokenTa: PIPoint piadmin: A(r,w) | piadmins: &(r,w) | Pl Interfaces: A(r,w) | Plworld: &(r) piadmin: A(r,w) | piadmins: &(rw) | Pl Interfaces: A(r,w) | PIworld: A(r)
15 [x 'ExampleTag PIPoint  piadmin: Afr,w) | piadmins: &(r,w) | Pl Interfaces: A(r,w) | Pl Buffers: A(r,w) | PIworld: A(r)  piadmin: &(r,w) | piadmins: A(r,w) | Pl Interfaces: Afr,w) | Pl Buffers: a(r) | Plworld: A(r)
16 |x Random, Qualities FIPaint piadmin: Alrw) | piadming: A(rw) | Pl interfaces: A(rw) | PlWorld: A(r) piadmin: A(rw) | piadming a(rw) | Plinterfaces Alrw) | PlWorld: Alr)
17 % Random.Reald PIPaint piadmine Alrw) | piadming Alnw) | Plinterfaces: Arw) | Prwarld: A(r) piadmin: A(rw) | piadmins: air,w) | PHinterfaces: Alrw) | Plworld Ar)

ExampleTag has “Pl Buffer: A(r,w)” under datasecurity and “Pl Buffer: A(r)” under
ptsecurity. This is because we had added the PI Buffer identity to the Pl Point security
and gave the identity read permissions on point security as well as read/write
permissions on data security. Copy this security string to the rest of the tags. The easiest
way to do this would be to copy the datasecurity and ptsecurity columns of ExampleTag
to the PI Point in row 2, then select both datasecurity and ptsecurity columns of row 2
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and double click on the square at the base of the highlighted columns to propagate the
change to the rest of the columns below it:

D2 - fe piadmin: A(r,w) | piadmins: &(r,w) | Pl Interfaces: Ar,w) | PI Buffers: &(r,w) | PIWorld: Ar)
A B c D £
1 Selected() Name ObjectType datase curi ptsecurity
2 |x Bucket Brigade.Boolean  PIPoint piadmir: A(rw) | piadmins: A(nw) | Plinterfaces: Afr,w) | Pl Buffers: Afr,w) | Plworld: A(r)  piadmin: A(rnw) | piadmins: &(rw) | PlInterfaces: A(rw) | P Buffers: A(r) | PIworld: A(r)
3 |x Bucket Brigade.Intl PIPoint piadmine &(rw) | piadmins: a(rw) | Pl interfaces: Alr,w) | PIworld: A(r) piadmin: A(r,w) | piadmins: A(r,w) | PlInterfaces: Alrw) | Plvorld: &ir) ¥
4 |x Bucket Brigade.Int3 PIPoint  piadmin: A(rw) | piadmins: A(rw) | Pl interfaces: Alr,w) | PlWorld: A(r) piadmin: A(r,w) | piadmins: Alr,w) | PlInterfaces: Alr,w) | Plwarld: A(r)
5 |x Bucket Brigade.Int4 PIPDINt piadmire A(r,w) | piadmins: A(rw) | Plinterfaces: Alr,w) | PIworld: a(r) piadmin: A(rw) | piadmins: Alr,w) | PlInterfaces: a(rw) | Pivworld: air)

Once all the rows have the same datasecurity and ptsecurity, go to the top pane and
select Publish > Publish options, select Edit Only > OK:

Dats Server: @) PISRWOT -

>

(%) Select &l /‘_’_ g U 5 H [— Shows Walues it

Asset Server: ¢ PISRVOT - Publish | Delete ( ) Deselect &l PIPaints Library Elerments Ewvent  Security Retrieve Show alues it
= < @ Framnes = @
Database: @ <Mone: - &7 Resetto Template
Connections Build F} Retrieve [F} Attribute Data Re
&14 - Ao ox
A B © D
1 |Selected() Mame ObjectType datasecurity
2 |% N | piadmins: &(r,w) | Pl Interfaces: a(rw) | PIBuffers: A w) | Plworld: &0
3 |x £ | piadmins: &(rw) | Pl Interfaces: &(rw) | PIBuffers: Al w) | Plwarld: &)
4 |x £ Edit Mode: |Edit only Vl | piadmins: Afr,w) | Pl Interfaces: &(rw) | Pl Buffers: A(rw) | Plworld: &(r)
5 |x £ | piadmins: &fr,w) | Pl Interfaces: &(rw) | Pl Buffers: A(r,w) | Plworld: &(r)
6 |x t | piadmins: Afr,w) | Pl Interfaces: &(rw) | Pl Buffers: A(r,w) | PlWworld: A(r)
7 |x £ Cancel | piadmins: &frw | Pl Interfaces: &(rw) | PIBuffers: A(rw) | Plworld: &)
g % bucrer orrgausiatrg o pravmmreegs ey | piadmins A(nw) | Plinterfaces: Alrw) | PIBUffers: Alrw) | Plworld: A(r)
9 |x Bucket Brigade.Time FIFQint piadmin: &(rw) | piadmins &(rw) | Plinterfaces: Alr,w) | Pl Buffers: Alrw) | PIworld: A(r)

Go back to Pl SMT’s Current Values plugin. All Pl points with point source “OPC” will

now be updating:

m Current Values - Pl Systern Managerment Tools (Sdministrator)

File  View  Tools  Help
Servers @{ . & 3 E 4 @
|5&am"] JD| ) )
Tag Mame Server Collective  Timestamp Walle
Collective: PISENVDT
S ExampleT ag PISRYO1  PISRVO!  3/8/202010:08:31 .. 24,098
ExampleT ag PISRY02 PISRVO!  3/8/202010:08:31 .. 24,098
PISAVUZ  Secondary | | g odom Baclean PISEVOT PISEVOT  3/8/202010.0828... 71
Random.Bodlean PISRY02 PISRVO!  3/8/202010:08:25 .. ™
Fiandom. Qualities PISRVO1 PISRVO!  3/8/202010:08:31 .. 4813
Fiandom. Qualities PISRV0Z PISRVO!  3/8/202010:08:31 ... 4813
Random.Reald PISRVO1 PISRVO!  3/8/202010:08:31 .. 15980
System Management Random.Reald PISRY02 PISRVO!  3/8/202010:08:31 .. 15,990
Search p| Random.Reald PISRVO1 PISRVO!  3/8/202010:08:31 .. #4177
Alams Random.Reald PISRV02 PISRVO!  3/8/202010:08:31 .. #17.7
B atch R andaom. String PISEYOT  PISEWOD  3/8/°2020710:08:31 ... todaw
w [ata R andom. S ting PISAWDZ  PISEVDT 3482020 10:08:31 .. today.
Auchive Editor Random. Time PISRVO1 PISRVO!  3/8/202010:08:31 ..  1.5837E+09
Randam. Time PISRYOZ PISRVOT  3/8/202010:08:31 .. 1.5837E+09
atale and Bad Points | R andom, Ulnt1 PISRYO1  PISEWOT  3/8/2020 3:3815PM 71
Interfaces Random. Ulnt1 PISRY02 PISRVO!  2/6/2020 5:2958 PM 71
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f. Copy Archive data to PISRV2 by Reinitializing the Pl Collective

We’re not quite done. Data on PISRV2 is missing up to the point where we configured
buffering. Luckily, the data exists on PISRV1. We can Reinitialize PISRV2, which will
copy all the archive files from PISRV1 and synchronize the data up to that point. PI
Buffer Subsystem will handle anything after that.

Let’s go to the PISRV1 and Reinitialize the PI1 Collective.

Launch PI Collective Manager from the taskbar.

Note that the Status is Good and the SyncStatus is Success despite the fact that
PISRV2 is missing data. The SyncStatus has nothing to do with data; it only cares about
synchronizing configuration, such as tag creation/edits and security settings.

%% Pl Collective Manager (Sdministratar) — O >
File  Edit  Help
Collectives Collective Name: | PISRYOT | Collective ID:
2 pISEva Deseription: | 47213be5-49c7-4858-8090-91 5391 30as20 |
Last Configuration Status:
Change Time:  |0E-Feb202017:37:30 |  [Good |
+ 8|2
fjl g ._'fjl E
PISRYO1 FISRWOZ
o 24
v Altnbutes ~
M ame PISRWO2
Dezcription
Collective FISAYWO
FODM PISRWO2 PISCHOOLINT
Rale Secondary
CommPeriod 5
SyncPeriod 1n
* Connection Status
CommStatus [0] Success
SyncStatus [0] Success
SyncFailFeazon "
Mame
The member zerver computer hoztname.
Save Close

Provided the administrator has the necessary permissions, Reinitialization is
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straightforward. Right-click PISRV2 > Reinitialize Server...

¥4 Pl Collective Manager (Adrministrator)

File  Edit  Help

Collectives Collective Mame; |F'ISF!"-.J'EI1 | Collective |
% PISRYOT D escription; 47ef3bed-:
Lazt Configuration Status:
Change Time: | 05Feb-20201737:30 | [Good
& 8 |[2
-:'—:sj:u"* -:?_':u"*
PISAVO1 FISR Force Sync

|Reinitia|ize SEPVEL..

=k or  Add Server.,,
w Attnbutes
Narme i Remowve Server
Dezcription 2] Refresh
Collectve
Mame [rmport Certificate...

The member server com Fix Certificate lssues..,

At this point you have the option to choose which Archive files are copied. Typically, you
only have to go as far back as the missing data. In a production environment, you may
choose to copy only the first archive using the software and manually copy and register
the remaining archives, since there could be 100s of GB of archives and things get
messy if the file transfer is interrupted.

In our case, just leave the defaults (copy everything). Next.

%% Reinitialize PISRVOZ - Select Archives *

Select the archives to be copied to your secondary servers.
Warning: Only the selected archives will be mounted on the secondary server.

Historical (1 of 1] | Future (0 of 0]

File Start Time End Time Size [MB]
C:MProgram Filez\PlharchPISEYOT_2013-12-20_00-00-00.arc - 20-0ec-1900:00:00  Current 2048

L4 >

Historizal Archives Selected; |1

= Size of Archives:
Back Cancel

Reinitialization simply takes a backup of the Primary and restores it to the Secondary.
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This next screen lets you decide what to do with the temporary backup. Again, defaults
are fine. Click Next.

%% Reinitialize PISRW0Z - Select Backup Location

Torenitislize a secondary server, Collective Manager makes a
ternparary backup of the primany server and copies it ko the
zecondary server. Specify the location of the backup on the primary
SEIVEL

Backup Location:

C:AProgram Files'\PI\Backup_ 20200224

Space Available: I:I Refrezh

Space Required: |2 GB

Delete terporary backup after copy to secondary

Back Cancel

Typically there’s no need to review the settings. Leave the defaults and click Next.

%% Reinitialize PISRYOZ - Werify Selections

Werify the following zettings. Click Mest to begin reinitializing the secondary node. Click Back to change vour
zelected options.

Collective Name: \PISRvOT
Frimary Server: |F'ISF|'\-"EI'|
Secondary Servers: PISRWD2

Feview all zettings...

Back Cancel

The Reinitialization process will:
e Stop PI Data Archive windows services on the Secondary,
e Execute a Pl Data Archive backup
e Copy the backup to the Secondary and restore the backup
e Start windows services on the secondary

This will take 5 minutes or so.
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’ﬂ Reinitialize PISRMOZ - Convversion Progress >

Step 1 / 8 - Stopping Secondary Servers

|
Stopping Pl Snapshot Subspztem on geconday node. [FISRVOZ PISCHOOLIMT]

Back et

Eventually it should complete successfully.

‘ﬂ Feinitialize PIZRY02 - Finished e

PISRV02 successfully reinitialized.

All running Pl process that were stopped were restarted. [f Pl was not runhing, only the core subsystemns were
gtarted oh the secondary servers. Please verify all required subsystems are nunning on the secondary servers.

Back Cancel
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Finally, we can verify that the data exists on PISRV2 by changing the collective priority
(change the priority of PISRVOL1 server to -1) on the PISRV01 machine where PI Vision
is installed and doing an iisreset. From PICLIENTOL, open the PI Vision display link on
the desktop.

0 .F'.'I Vision € New Display \ m ‘ PISCHOOL\student01 | (7]
@ Tank Overview ki =

HH

®©

»  lank Overview

35,000

H30.000
35 D00
20,000
15,000

10,000

ol 1 I X L 1 i 1 1 i
2/24/2020 5:5527 PM 2/24/2020 6:55:27 PM

Product: HC1500

Diameter (ft): 20 FT
Installation Date: 01-Jul-1999

272442020 5:55:27 PM 212412020 6:55:27 PM
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5.Directed Activity — Stale and Bad Data Alerts

5.1

Objective

Interruptions to data flow are just a fact of life for the Pl System Administrator. Sometimes there
are issues with source data systems. Sometimes there are network interruptions. You do your
best to be proactive and prevent these issues, but often they are simply beyond your control. In
this exercise we will set up basic stale and bad data alerts. This will help you become aware of
problems before they impact your users, or at least make it look like you’re on top of things.

5.2

5.3

Tasks

Create a basic Pl AF Element
Create a basic Event Frame Template
Create a basic Pl Analysis to detect stale or bad data

Create a PI Notification to send an email when stale or bad data is detected

Step-by-Step Instructions
Discussion

What are some of the worst things that can happen when data is bad or stale?
e Bad data is fed into a report, and it becomes a hassle to clean up and/or recall
the report.
o People make decisions based on incorrect data.
e Users lose faith in the data and turn to alternatives or more primitive methods

Setting Expectations

There are a lot of steps involved in setting up a simple Pl Notification and we could
easily spend several hours or a day learning all the details of each individual step. These
topics are covered much more thoroughly in a 4-day course called Building Pl System
Assets and Analytics with PI AF, which is highly recommended for Pl System
Administrators.

Getting Started

Ultimately, we want to get to the point of setting up a Notification. However, the following
prerequisites must be complete first:

e Input tags must be mapped to Pl AF Attributes

¢ An Event Frame Template must be created

e Logic to generate Event Frames must be configured

Let’s start by choosing a tag to monitor. Random.Real4 is as good as any.
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First, we’ll build a simple Pl AF hierarchy and map Random.Real4.

On PICLIENTO1, Open PI System Explorer (PSE) which is pinned to taskbar.

You will be connected to PISRVO01 Pl AF Server and the Pl System Administration Pl AF

default database.

[3: WRISRWOTNPL Spstern Administration]- Pl Systerm Explorer (&dministrator)

File  Search  ‘Wiews

Go Tools  Help

There are no elements configured For this database,
Elerments are the fundamental organizational and object
block of AF, typically used to represent an asset or group af
assets,

Mew Element
Mew Model
Add Element Reference

Next, we’ll create a New top-level Element to contain Stale and Bad Data alerts.

Right-click Elements and select New Element.

E: WPIEREVOTNPL Spstern Administration - Pl Spstet

File  Search  “Wiew Go  Tools  Help
ﬂDatahase [ Query Date - (0 w ) Back

Elerments Elements
(3, Elerns 1 Mew Elernent —
|£| Meww bdodel =
e
g Add Element Reference.., —
al
nk
Arrange By 3 of
|#]  Refresh 5

Leave the defaults and click OK.
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PI System Administration: Troubleshooting

Choose Element Template *

Parent: |PI System Administration

Add child element using the reference type:

%+ Parent-Child

Element Template:

—_

Cancel

Enter Stale and Bad Data Alerts as the name and click Check In.

Q WWPISRVOTVPL Systern Administration - Pl Systern Explorer (Administrataor)
File

Search  Miew  Go o Tools  Help
@D Database [ QueryDate -~ (U @& | ) Back H, CheckIn| ¥} « |[2]Refresh |3 Mew Element -
Elernents Elerment2
&Elements General  Child Elements  Attribubes  Ports  Anakeses  Mobification Rules  Wersion
LT Elementz N o
ﬂElement searches Marne: |5tae and Ba Data.ﬂ.ertsl
Description: |
Template: |
Cakegoties: |
Extended Properties (00 Annotakions (00 Location  Health  Security
Find: Parents Children Event Frames
Models  Lavers  Connections

Now we’ll create an element for Random.Real4.

Right-click the Stale and Bad Data Alerts Element and create a new child Element.

Elements Ztale and Bad Data Alerts
5 Elements General Child Elements  Attribubes  Ports  Analyses  Motification
e ) -
(23, Element Search Mew 4 |I|j Mew Child Elernent
Convert J  Mew Element

’ ‘
-/

Again, leave the defaults and click OK.
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Choose Element Template

Parent: |PI System Administration

Add child element using the reference type:

=+ Parent-Child

Element Template:

1

Cancel
Name the Element Random.Real4 and check in.
@Datahase 5 Query Date = (0 @ () Back E, Check In |2 « |#] Refresh | |3 Mew Element ~
Elerments Elermentl
5 Elements General  Child Elements  Attributes  Ports  Analyses  Motification Rules  Wersion
[l-«iJ Stale and Bad Daka Alerts
bogiF) Element1 Marne: |Randu::m.ReaI4| |
(L3, Element Searches Description: |
Template: |
Cateqgaries: |
Extended Properkies {0 Annotations (0% Location  Health  Securiky
Find: Parents Children Ewent Frames
Models Lavers  Connechions

With the Random.Real4 Element selected, select the Attributes tab, and create a new

attribute.

@Datahase PR Query Date - (O ﬁ' () Back

K7

H, Checkln 2}

¥  |#] Refresh

1P Mew Elernent  + =] Mew Sttribute

Elernents

& Elerments

EI..,ﬁ Stale and Bad Data Alerts

L5 Random.Realt

Random.Reald

General  Child Elements | Attributes |Ports  Analyses  Motification Rules  Version

(L3, Element Searches | fFiter

2 B¢ B Name

& Yalue

frame, transfer, case, or notification,

Mew Attribute

Name the attribute Input and check in.
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PI System Administration: Troubleshooting

@ WWPISEVOTVPI Systermn Administration - Pl Systern Explorer (Adrministrator) — O X

File  Search  ‘Wiew Go  Tools  Help

aDatabase P Query Date = (0 @ OBack |H¢ Check In |'f} v IﬁReﬁ'esh 1 Mew Elernent  » =] New Sttribute

Elerments Random.Reald
5 Elements General  Child Elements  Attributes  ports  Analyses  Motification Rules  Wersion
Bﬂ Etale and Bad Data Alerts aroup by: [] Category [] Template
i) Random.Reald | | -
- A
(%, Element Searches Fiter P Nane) e
& ¢ 8 2 B Name {@}n| Description:
& =1 Input ;D Properties: Configuration Ttem w
' Categories: | |
Defaul; UOM: |<None> ~ |
Value Type: Double w
Value: |D |
Display Cigits: |-5 |
Data Reference: zMone:= w
Settings...

Click Settings.

0 WPISRYOTYP| System Adrministration - Pl Systern Explorer (administratar) - O x
File  Search  ‘iew Gao  Tools  Help
aDatabase P Query Date = (0 @ 0 Back ﬂ‘, CheckIn %} « Iﬁ Refresh | |3 New Elernent = =] New Attribute
Elerments Random.Reald
5 Elements General Child Elements  Attributes  ports  Analyses  Mokification Rules  Wersion
Bﬂ Etale and Bad Data Alerts aroup by: [] Category [] Template
i) Random.Reald | | |I i |
- 1
(%, Element Searches Fiter P Nane) nou
& ¢ |8 & B Name {@}n| Description: | |
& =1 Input iU Properties: Configuration Ttem w
' Categories: | |
Defaul; UoM: |<None> ~ |
Yalue Twpe: Double hd
Value: |D |
Display Cigits: |-5 |
Data Reference: ZMone:= w
Settings... |
[ 1

Click the search icon next to the tag name field.

Pl Point Data Reference .
Data server: PISEYO1L s | | mn
(®) Tag name: || | I
() Attribute: | v]
nit of Measure
Source Units: <Mone > w
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Search for Random.Real4, select it, and click OK.

- Tag Search >

Serverfs): |F'ISR'-.-'EII | -

|Randnm.ReaI4 | B | I Search ]
Mame Data Server Display Digiks Description Pain @

PR andom.Reald PISRYOL

< >

1 results returned in 0, 1929939 secands,

Cancel Reset

Random.Real4 should now be in the Tag name field. Of course, we could have just
typed “Random. Real4” here directly without searching. Leave the defaults and click OK.

Pl Paint Data Reference *
Daka server: PISRVO1 -
(® Tag name: |Random.ReaI4 |
) Attribute: | ~|

Unit of Maasure

Saource Units: <Nane> ~

Walue retrieval methods

Ev Tirme: Sukomatic ~

Relative time:

By Time R.ange; End Time v
Calculation basis: Tirne ‘Weighted
Min percent good: &0

Read only
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You should see a number for the value of Input. Check In. Since this is random data

everyone’s number will be different and won’t match the workbook.

Q WAWPISRVOTYPI Systern Administration - Pl Systern Explorer (Adrministrator)

- [m] >
File  Search  Miew Go  Tools  Help
@Database [ Query Date ~ (© m 3 Back H, Check In |"'} ¥ 2] Refresh (3 Mew Elernent + =] New Attribute |Searth Elements §el '|
Elernents Randorm.Reald
5 Elements General Child Elements  Attributes  Ports  Analyses  Motification Rules  Version
Bﬂ Eta\e and Bad Data Alerts Group by: [] Category [] Template
e Random,Reald Trout
- g
[, Element Searches |Fr)9‘er £ | Earel | il |
2 4 B |% B Name 2 yalue 3] ‘ Description: | |
I<7 Input EZU?EU Properties: Configuration Item ~
' Categories: |
Default UOM; <None > ~ |
value Type: Single =
valus: 20720 |
Display Digits: |-5 |
Data Reference: | PI Paint bl
| Settings... |
| Y\PISRYOL|Random. Reald |

Next, we'll create an Event Frame template. If this is your first experience with Event
Frames, you'll just have to accept the mystery for now. For our purposes it’s a
prerequisite for configuring Pl Notifications that can’t be avoided. We recommend taking

the Building Pl System Assets and Analytics with AF class to become more familiar with
Pl AF objects.

Go to the Library, Right-click Event Frame Templates, Select New Template.

E: WWRIERVONPI Systern Administration - Pl Systern Explorer (Administrator)

@ PI System Administration
= ) Templates

Element Templates

File  Miew  Go Tools  Help
@Datahase % Query Date - (& [i' OBack lﬂ,r CheckIn ¥} « |&] Refresh | @8 Mew Ternplate =
Libirary Event Frame Ternplates

FiFar

Marne

< Descripkion

i S Model Templates
& Transfer Templates
) Enumeration Sets
[ '#, Reference Types

Thete are nio event frame templates configured For this database, Templates define
ko create elements, event Frames, transfers, cases, and notifications.

Mews Template
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Name it Stale and Bad Data Alert, Check in > then OK

0 Event Frame Template Praperties

O
General  artribute Templates
Mare: |Stale and Bad Dats Alert| |
Descripkion: |

Base Template: <Mane = | Severity: Mone

Categories: | | (@] Default sttribute: | =Mone:

Maming Patkern: |

[] allow Extensions [ ] Can Be Acknowledged  [] Base Template Only

Extended Properties {00 Location  Reason  Security

Find: Detived Templates  Ewent Frames Referenced Parent Templates

Derived Event Frames  Referenced Child Templates

Cancel Apply Check In

The Library warrants some explanation. This is where all the Templates and other
building blocks used in Pl AF are configured.

Next, we’ll configure the logic that defines Stale and Bad data. Go back to Elements and
select the Random.Real4 Element.
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@ WWPISRVTAWPI System Administration - Pl System Explorer (Administrator)

File Search View Go Tools Help
@Databasa % Query Date -~ (& @ Back ﬂ,, Checkln %} « d Refresh | |31 New Element ~ =] New /
Elements Random.Int2

5 Elements General Child Elements  Attributes  ports  Analyses  Motification Rules  Versi

(- (J Stale and Bad Data Alerts

[ [l Random. Int2 [l |Ho"£ef
(L}, Element Searches i
2 4 @& R Name ) Value
¥ Input j18413

3 Hements

== Event Frames

1] Library

e Unit of Measure

8 Contacts

% Management

Randam Int? Madified: 17747018 554841 DM Ouwnerd DISCHOON Letnidant Verciane 17171070 12:00:00 A0 Revicinn a

Click the Analyses tab and Create a new analysis.

@ WWPISEVOTVPI Systern Sdrministration - Pl Systern Explorer (Administrator)

File  Search  “iew Go Tools  Help
@Datahase 5 Query Date ~ (0 @ () Back H, Checkin ¥2 « [#] Refresh | |3 Mew Element -

Elerments Fandorm.Reald

& Elements General  Child Elements  Attributes  Ports Nu:utiFiu:atiu:un Fules  Version

EI«@ Stale and Bad Data Alerts
‘ I«ﬁ Fandom.Reald There are no analyses configured for this elernent.

(L3, Element Searches

Create a new analysis

Name it Stale and Bad Data, select Event Frame Generation, and then choose Stale and
Bad Data Alert as the Event Frame Template.
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Randorm.Reald

| ]

General  Child Elements  Attributes  Ports |Analyses |N0tiFicati0nRuIes Wersion

e B G @ Mame

@ H

Backfilling
Stale a...

Generation Mode: | Explicit Trigger

Mame: IStaIe and Bad Data Alert [
Description:
Categories: w
. () Expression () Rollup k@ Event Frame Generation r
Analysis Type:
(@0

Create a new notification nule for Stale and Bad Data Alert

Event Frame Template:

“ |10
Stale and Bad Data Alert
Add |
MName Expression True for Severity
B Start triggers
StartTriggerl| Type an expression Set (optional)

Click on the field that says Type an expression.

Q \WPISRVTYPI System Administration - Pl System Explorer (Administrator)

File Search View Go

Tools  Help

aDatabase [ Query Date ~ (© ﬁ P Back ) |H, Checkin ¥} « |#]Refresh | (3 Mew Element -
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Elements Random.Int2
() Elements General Chid Elements  Attributes Ports  Analyses  notification Rules  Version
= (§ Stale and Bad Data Alerts - .
L 3 RandomInt2 i = Name: |stale and Bad Datz
[}, Element Searches o B © @ Name Backfilling Description:
=) % Stalea.. Categories:
Analysis Type: () Expression () Rollup
Create a new notification rule for Stale and Bad |
Generation Mode: Event Frame Template: | Stale and Bad Data Alert - > Functions
- EIE e
MName Expression True for Severity Al
B Start triggers
Abs
StartTriggerl | Type an expression ISEt (optional)} Acos
»| And

ezl amedh
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Enter the following expression. You can copy and paste the text from the workbook
PDF in the Class folder on PICLIENTOL.

BadVal('Input') or PrevEvent('Input','*') < '*-1@s'

Random.Reald
General Child Elements  Attributes  Ports  Analyses  mobification Rules  Wersion
I.lﬂ] u MName: Stale and Bad Data Alert
e @ @ @ Name Backfilling Besciplion:
) A  Stalea. Categonies: v
. () Expression () Rollup  (® Event Frame Generation
Analysis Type:  —
) sac
Create a new notification rule for Stale and Bad Data Alert
Generation Mode: | Explicit Trigger v Event Frame Template: | Stale and Bad Data Alert v
MName Expression True for Severity
| BadVal( 'Input') or PrevEvent( Input’,’*') < "*-18s’
Advanced Event Frame Settings...

The BadVal() function checks whether the tag value is bad. In simple terms, bad
generally means that there’s an error status string where there should be a number.
“Configure” would be considered bad. Other common bad values you’ll probably

encounter are “Calc failed” and “I/O Timeout”.

The PrevEvent() function returns the last timestamp prior to *’, and *’ is shorthand for
the time right now. The result is the timestamp of the last value sent to PI.

The time abbreviation *-10s’ is shorthand for 10 seconds ago.

Hence, the triggering condition is true if the value of Input (mapped to Random. Real4) is
Bad or more than 10 seconds stale.

Of course, being 10 seconds stale is normal for many tags. It really depends on the tag
and the application in which the tag is being used. You might only care if the value is
stale for an hour, or even a day. We are using 10 seconds here for testing purposes so
that we only have to wait 10 seconds to see if it works.
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The default Event-Triggered scheduling won’t work for Stale data. This would mean the

trigger logic would only be checked whenever a new value is sent to Pl and would never
detect staleness. We need to use Periodic.

Click Periodic, then Configure

Generation Mode: | Explicit Tngger v Event Frame Template: | Stale and Bad Data Alert

Add.. v|

Name Expression

True for Severity

BadVal( 'Input') or PrevEvent('Input','*') < "*-18s°

Advanced Event Frame Settings...

Scheduling: () Event-Triggered

Perio: 00h 05m 00s

@ Connected to the Pl Analysis Service.

Change the period to every 1 second for now and click OK. We will change it to
something more realistic later.

Periodic Schedule n

Set a Pericdic Schedule

| ® Hours, minutes. and seconds |
T
) Sub-seconds
) Daily

Period

Specify the amount of time between evaluations.
00 | n 00 | m s

[ ] Specify Offset

Example evaluation times
2/24/2020 12:00:00 AM
2/24/2020 12:00:01 AM
2/24/2020 12:00:02 AM

(0] 4 Cancel

68| Page



seconds.

Verify the analysis configuration and Check In; The Analysis should start after a few

@ Database [ QueryDate ~ O @& | Q) Back )

PI System Administration: Troubleshooting

Generation Mode:

> d, CheckIn| ¥} « [£]Refresh | (3 NewElement - Seorch Elements P~

Elernents Randorn,Reald

5 Elements General Child Elements Attributes Ports  Analyses  Motification Rules  Yersion

= ﬂ E;IERﬁgid,p?:;lj Alerts u_{ﬂ ] Name: Stale and Bad Data Alert

(£}, Element Searches e @ @ = Name Backfilling Description:

(=] B Stalea. Categories: ~

Analysis Type: () Expression () Rollup (@ Event Frame Generation () SQC
Create a new notification rule for Stale and Bad Data Alert

Explicit Tngger Event Frame Template: | Stale and Bad Data Alert -
Add.. v | Evaluste
Name Expression True for Severity Value at Evaluatio  Value at Last Trigc
2 Start triggers
StartTriggerl|BadVal( ' Input') or PrevEvent('Input’,'*') < '*-18s’ |.’et (optic | None ) False | False ‘ 1
(7 Elements
= Event Frames
1 Library Evaluation Time; 2/24/2020 7:28:55 PM  Last Trigger Time; 2/24/2020 T:28:55 PM  Elapsed Evaluation Time: 78.9ms Advanced Event Frame Settings..
mm Unit of Measure - -
88 Contacts Scheduling: Event-Triggered (w) Periodic
3¢ Management Period; 00n D0m Is || Configure ® Connected to the Pl Analysis Senvice.
Now to attach a Notification to the Event Frame.
. ‘ g . 5
Click ‘Create a new notification rule for Stale and Bad Data’.
Random.Reald
General  Child Elements  Attributes  Ports | Analyses | potification Rules  Version
W n Name: Stale and Bad Data Alert
e m @ = Name Backflling E=mprter
[ I+ Stale and Bad Data Alert Categories: w
Analysis Type: () Expression () Rollup  (#) Event Frame Generation () SQC

Name it Stale and Bad Data.

Q WWPISRVOTYWPI Systern Administration - Pl Systern Explarer (Adrministrator)

File  Search  ‘iew Go  Tools  Help

Create a new notification rule for Stale and Bad Data Alert

- [m} >
@ Database [ Query Date - (0 @ ) Back H, CheckIn ¥} « [2]Refresh | [F Mew Elerent |Searth Elerments o v|
Elerments Random.Reald

i Elements General  Child Elements  Attributes Matification Rules  version
[=~ {F Stale and Bad Data Alerts
b (5 Random.Reslt =] [ Name: | Stale and Bad Datd
(L3, Element Searches ® = « Name Criteria Description:
o i® Stale and Bad...  Analysis = Stale and Bad... Categories: v
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Click View/Edit Subscriptions to add a subscriber.

0 WPISRVOT\PI Systern Administration - Pl Systern Explorer (Sdministrator) - O X
File  Search ‘iew Go  Tools Help
@Datahase P Query Date ~ (© @ Q) Back H, Checkn %3 « [#]Refresh |3 MewElement - Sezarch Elements o
Elements Random.Reald
& Elements ceneral  Child Elements  Attributes  Ports  Analyses \u'ers\on
= (@ Stale and Bad Data Alerts - X
__ i ] MName: Stale and Bad Data
(L, Element Searches @ = v Name Criteria Description:
o & Stale and Bad Data Analysis = Stale and Bad... H Categories: v
Trigger Subscriptions
A notification will be triggered when an event frame is created that satisfies all of these There are currently 0 subscribers to this Netification Rule.
criteria,
Referenced Element = Random.Reald | | Analysis = Stale and Bad Data Alert
Manage Formats
View/Edit Trigger
Expand student01, drag and drop studentO1 — Email to the subscribers pane, click OK.
S nd Dl —Sbscipin
4 student(1
m Mame Configuration /W"{ <=7 student01 - Email |
=1 student01 - Email Inherited (Global Default Email v @ Eventstart S e TEmE
Groups

Delivery Endpaoints
[ Dynamic Endpoints
I Contacts Search
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Check in, the Notification Rule should start after a few seconds.

Q SWWPISRVOTNP] System Administration - Pl Systern Explorer (ddministrator)

File  Search  Wiew Go  Tools  Help

@Database ¥ Query Date - (© @ OBack H‘, Check Inl'f:} v |#] Refresh (3 Mew Element -

: Troubleshooting

Search Elements

A natification will be triggered when an event frame is created that
satisfies all of these criteria.

ViewEdit Subscriptions

Manage Formats

Referenced Element = Random.Reald

Analysis = Stale and Bad Data Alert

View/Edit Trigger

Elernents Random.Reald
& Elements General Chid Elements  Attributes  Ports  Analyses  Motification Rules  version
[ [ Stale and Bad Data Alerts =
b @ Random.Realt 2] ] Mame: Stale and Bad Data
(%, Element Searches ® = v Name Criteria Description:
(V] %= Stale and Bad Data Analysis = Stale and Bad... Categories:
Trigger Subscriptions

There are currently 1 subscribers to this Notification Rule.

Now to test it. In a production environment you'd use a less intrusive method, but we'’re
just going to stop the OPC Interface on PIINTO1, then wait a little more than 10 seconds

and see if we get an email.

First open Outlook on PICLIENTO1.

XH| Excel 2016
G
) Google Chrome
M
B Wicrosoft Office 2016 Tools

o

O Outlook 2016

l Pl System

Connect to PIINTO1, open PI ICU, select opcintl, and stop the interface service.
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B Plinterface Canfiguration Utility - opcint1 — | >
Interface  Tools  Help

b= L7
Interface:  [EEiRI j Rename
Type: |I:IF'I:Int j opC Pl Drata server Connection Status
D escription: | & PISRVOTFISCHOOL M
) ¥ ‘wiiteable
Yerzions: |0pcint.e:¢e werzion 2.7 0,27 Unilnt version 4.7.0.15
General General Pl Host Information
DF'E!nt Paint Source: |E|F'E J Server/Collective: |F'I5FH\-"D1 J
Service
e oFC ||| sDKMember PSRV |
. Failawer _
Health Paints APl Hostname: |P|5H\-"U1 j
Performance Counters Interface |D: |1 User: |piadmin | piadmins | PP arld
Ferformance Points . :
Bl SDK Scan Classes Type: |Primary - P13
Dizconnected Startup + Wersion: |3.4.430.460
- Dehi — .
0 H:t:g Scan Frequency | Scan Class # | Part: |5‘1'5':|
Interface Status Vv 00:00:10 1 Buffering Status: |On
~ 00:00:01 2 ,
Interface Inztallation Path
|E:'\F'lc-gram Files [«E6NPIPC I nterfaces  OPCInt
Interface Batch Filename
|u:u|:u:int1 bat
Close | |
Feady R unning opcint] - Installed

The Notification should trigger after 10 seconds, but it will take a few more seconds to
propagate through the Exchange server.

You should see a new email with the default email formatting. The Sender, Subject, and
Body are all fully customizable, we just didn’t change the default settings at all.
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B & s Inbox - student0] @pischoal.int - Outlook 7T @ - x
FILE HOME | SEMD/RECEVE  FOLDER  VIEW
=1 (xlgnore x ( T Move ta: 7 3} To Manager ¥ [ B |Search People
=1 s &E‘l — [~ [ Meeting veto: ! 3 g : I &'
b Up~ Ld &3 EJ Team Email v Done =1 & (=1 m E= Address Book
Mew  New Delete  Reply Reply Forward [ . e Move Rules OneNote Unread/ Categorize Follow
. ty by More B Reply
Email lteme = S Junks "t Ll 2 Reply &uDelete  # Create New ove R R S
New Delete Respond Quick Steps & Wove Tags Find ~
Search Current Mailbox (Ctrl<E) P | Current Mailbox + 2 Reply £ Reply All €} Forward
All Unread ByDate = Newest & Fri 1/11/2 :25 PM
4 student01@pischoolint e
4 Today Noti
Inbox 1 Notifications Test 2019-01-11 22:24:50.442 generated a new notification event.
Dt Stale and Bad Data 2019-01-24 20:00:31.... 8:01 PM To studentol
Sent Items
Deleted Items DISTLEE S ]
pra—— Notifications 1 Event: Test 2019-01-11 22:24:50.442
Outbox Test 2019.01-11 22:24:50.442 generated ... 1/11/2019 | Name: Test
! Server: PISRV1
SS Feeds Notifications DZI:a;rase: Testing
Test 2019-01-10 22:43:30.796 ted ..  1/10/2019 . 117
St & gencrate Start Time: 1/11/2019 10:24:50 PM Coordinated Universal Time (GMT00:00:00)
Notifications Target: Notifications
Test 2019-01-10 20:10:47.203 generated ... 1/10/2019 Severity: None

Send Time: 1/11/2019 10:24:38 PM Coordinated Universal Time (GMT00:00:00)

Notifications
EF Test 2019-01-10 16:11:54.573 generat. 1/10/2019

Notifications
EF Test 2019-01-10 16:10:30.845 generat..  1/10/2019

Mail Calendar People Tasks

ITEMS: 6 UNREAD: 1 ALL FOLDERS ARE UP TO DATE,  COMNECTED TO: MICROSOFT EXCHANGE

Now let’s start the OPC Interface from PIINTO1 to get things back to where they were.

EW Pl Interface Canfiquration Utility - apcint] — O >
Interface  Tools  Help

he x| @] BR A

Interface: j Rename
Type: |EIF'I:Int j opC FI Data server Connection Status
Description: | # PISRVO1LPISCHOOL.IM
) ¥ Wiiteabls
Wersions: |Upcint.e:-:e vergion 2.7 022 Unilnt wersion 4.7.0.15
General General Pl Host Information
I:IF'C!nt Point Source:  |OPC J Server/Collective: |F'|SHVI:I1 J
Service
o aOPC X| || SDKMember  [PISRVOT |
- Failaver )
| Health Points AP Hostname:  |PISRYT |
Performance Counters Interface 1D: 1 User: |piadmin | piadminz | Plwiorld
Perfarmance Foints . :
Bl 5Dk S oan Classes Type: |F'r|rnar_l,l -PI3
- Disconnected Startup + Wersian: |3-4-"-13D-45D
Db — — .
=g Scan Frequency | Scan Class # | Port: |545E'
10 Rate —
Interface Statuz ~ 000010 1 Buffering Status: |0n
~ 00:00:01 2 _
Interface Installation Path
|I::\F'rngram Files [«BENPIPCH I nterfaces\DPCInt
Interface Batch Filename
|u:upu:int1 bat
Cloze ‘ |
Fieady Stopped opeint] - Installed

Let’s change the triggering logic so that a Notification is only sent when data is stale for
an hour.
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Go back to PI System Explorer on PICLIENTO1. With the Random.Real4 Element

selected go back to the Analyses tab.
Change 10s to 1h and Check in.

@Database FE Query Date - (© @ D Back

H, Checkin <3

./ ,ﬁRefresh 1 Mew Elernent -

Search Llements 2o
Elements Random.Reald
5 Elements General Child Elements  Attributes  Ports | Analyses |Nntiﬁ[atinn Rules  Wersion
= ?"Sgllerts ) ] MName: Stale and Bad Data Alert
(3, Element Searches e B © = Name Backfilling Description:
(/] %+ Staleand Bad DataAlert @) Categaries: v
X () Expression () Rollup
Analysis Type:  ~ _
(@) Event Frame Generation ) sQc
Create 3 new notification rule for Stale and Bad Data Alert

Generation Mode: | Explicit Trigger

Event Frame Template: | Stale and Bad Data Alert

(7] Hements

= Event Frames

Add.. v| [ Evaluate |
Mame Expression True for Severity Value at Evaluatio  Value at Last Trigc
BadVal('Input') or PrevEvent({ Input’,'*"} « '*-1H'

i Library

) Unit of Measure

82 Contacts Scheduling: () Event-Triggered (@) Periodic
% Management Periad: 00h 00m O1s

Advanced Event Frame Settings...

® Connected to the Pl Analysis Service.

Finally change the scheduling to evaluate the trigger every 5 minutes and click OK. It's
ok to have 1 Analysis that checks every second, but generally you want the longest
period you can tolerate for performance reasons. Thousands of Analyses evaluating
every second could overwhelm the calculation engine and cause calculations to be

skipped.
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Random.Reald o
Periadic Schedule n
General  Child Elerments  Akkribu
udl] u Set a Periodic Schedule
¢
e @ & & Name 'féﬁ' Hours, minutes, and seconds
(/) a- Stalean () Sub-seconds i
) Daily
. 1
Period
Specify the amount of time between evaluations.

00 | |05 rr's

[] Specify Offset

Generation Mode: | Explicit Tr

Add.. w
Mame Expression . )
Example evaluation times

BadVal( 'Input') or 2/24/2020 12:00:00 AM
2/24/2020 12:05:00 AM
2/24/2020 12:10:00 AM

QK Cancel

Scheduling: () Event-Triggered (e Periodic

Periad: 00h 00m 01s
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Check in changes after confirming the edits are reflected.

@Database P Query Date ~ (O @ 0 Back IE‘,« Check Inl LR @ Refresh | ‘| Mew Elernent - Search Liements P~
Elements Random Reald

(& Elements General Child Elements  Attributes  Ports  Analyses  Nobfication Rules  Version

(=} (@ Stale and Bad Data Alerts )

L £ Random Real Llﬂ] ] MName: Stale and Bad Data Alert
(L, Element Searches o m © m Name Backfilling Description:
] - Stale and Bad Data Alert () Categories: v
X () Expression () Rollup
Analysis Type:  ~ R ~
(@) Event Frame Generation ) SQC
Create a new notification rule for Stale and Bad Data Alert

Generation Mode: | Explicit Trigger “ Event Frame Template: | Stale and Bad Data Alert -
]
MName Expression True for Severity Value at Evaluatio Value at Last Trigc

Badval( Input’) or PrevEvent({ Input’, *') <

(7] Elements

= Event Frames
i Library

ez Unit of Measure

Advanced Event Frame Settings...

Scheduling: () Event-Triggered (®) Periodic

A Contacts
| Periodk 00h 05m UOsl ‘ Configure ‘ ® Connected to the Pl Analysis Service.

% Management

Note: In the example above, you became familiar with building assets in Pl AF. The
naming conventions used are not recommended and are just for the purposes of this lab.
For more details on naming standards for Pl AF, refer to section 6.6 of the appendix.

Congratulations! That’s all for today.
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endix

6.1 Software Versions in this Document

Software Version
Data Archive 2018 SP3
AF Server 2018 SP3
PI OPC interface 2.6.18.2
System Management Tools 2018 SP3
Pl System Explorer 2018 SP3

6.2 Message logs

The first step in troubleshooting is always the same: check the message logs! All PI
System software write messages to log files. It is therefore important to learn which log
files to check, and how to read them.

Pl Message Logs

Also known as the “SDK Logs”, these are the logs of all applications based on the PI
SDK. There is one Pl Message log per computer where an SDK application is
installed. The logs are managed by the Pl Message Subsystem.

Applications that write to this log:

o Data Archive subsystems

e Pl Interfaces (Unilnt version 4.5.0.x and later)

e PICI
e Onth
e Onal

ent applications

How to access these logs:

e Data Archive: SMT > Operations > Message Logs

| computers with PI-SDK 1.4.0 and greater:

Run the program “PISDKUtility”

In the left pane, select Tools > Message Logs

Set the filters to obtain messages (start time, severity, etc.)
Click on “Get Messages”
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On a Pl Interface node: PI ICU > Press the “View Current Pl Message Log continuously”

button

On all computers, you can use the command line utility pigetmsg.exe
Open a command prompt window

Change the directory to pi\adm or pipc\adm

Type pigetmsg —f to view the logs continuously

For more filtering options, type pigetmsg -?

Event Logs

Event Logs are the centralized logs on a Windows machine. There are two different

types of logs:

Windows Logs: These logs include all important events on the operating system, split up
into the following categories: Application, Security, Setup, System and Forwarded Events.

Applications and Services Logs: These logs are specifically for applications, with each

application writing to its own log.

P1 System applications write to the Windows Application Log, and sometimes to a

dedicated log under Applications and Services.

It's also a good idea to look at the other Windows logs (Security, System) if you
suspect an issue might have occurred at the operating system level.

Applications that write to these logs:

AF Application Service

Pl Analysis Service

Data Archive Subsystems (occasionally)
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How to access these logs:
Run the application “Event Viewer”

To access the Windows Application log, browse to Windows Log > Application. Look at the
“Source” column to find messages written by Pl System applications. You can also use the
filter functionality of Event Viewer.

To access a specific application’s log, browse to Application and Services Logs, then find
the name of your application (e.g. AF)

Fl Event Veewer [ 1O] =]
Fle Adion Yew Help
+o 7 m @l
[ Event Viewer (Local) Application Mumber of events: 23,177 Actions
# [ ap Cusstionm Viewes S—
= L Windows Logs / Lavel Date snd Tme Source - PP 0
o | Applcation Btoformabon  4/13{2016 S:57:08 FM EL L Cpen Saved Lo
s | Security ) indormation A1H2016 557:00 PM otal
| setup i)indormaton 4/13[2016 5:56:59 P10 ———— I Crests Custom View...
s | Systeen ) nformaticn A1 32016 5:56:55 PM ks Emprt Cusbom Ve,
Forvearded Cvents
Ol
* Apphcationd and Servoes Logs i) b ormation WIH 2016 5:56:57 PM 150K %9
.| 0F M— ) trformaticn A 132018 556:58 PM e w| | T Fier Current Log...
« | Hardesare Everts | | » —
o | Trierrat Exglorer par
| Koy Management Service Evert 2, pisnapss x B e
: Wicroncl Generl ||:| I b seve b Events as
| Macrosalt Office Alerts atails |
v Orifooft F15ymbok Adtach a T Tothes Log....
. Qilsoft-PlSrstemSaarch nig Pl process pianapis. ] »
- Oflsoft-Seanch o
PRwebas] 3 Refresh
s | Windows: Aoure
| Winadowes PowesrShell E Helpy + b
.4 Subrpkon
Log Mame: Applcation O ———
Source: piiraps Logged: : Eweni: Properties
Event I0: 2 Task Categony: 1| | T Attach Task To Thes Event. .
Lewek Infarrmation Erypansrds: 9 Copry 13
User: LT Computer: I b Save Selected Events..
OpCode: & Rafoeth
More Information:  Eyent Log Onine Help
H reo b
4 | N

PIPC Logs

These logs are only used by older, Pl API based applications. You should only need
to access these logs if you are running older software.

Applications that write to these logs:
Pl Interfaces with a Unilnt version earlier than 2.5.0.x
Pl API based applications

How to access these logs:

On a Pl Interface node: Pl ICU > Press the “View current pipc.log continuously” button

Open the file PIPC\dat\pipc.log
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6.3 PI SDK Utility

This is a very helpful utility when troubleshooting P| SDK connections from client nodes.
7@ PI SDK Utility (Administrator) -l x|

File Buffering Tools Connections Help

= ﬂg SDK [/ 5 LHADY-PISRV || 1yctyvorkc Node: [LHADY-PISRV |
About PISDK
M Connections Port Mumber: |545D v|
@ Snapshot Tool Default User Name: ||:uidemn |
- #* Tools Connection Timeout: |1I.‘.l | Seconds
@ Message Log Data Access Timeout: |EE' | Secaonds

.;i Support Data
& Error Lookup

B Tracing Setup Connection Type: P13 protocal 3.5
@ KST Cleanup ServerlD: 93d39e10-51c0-495-8a50-17=280f 55357
Description:
Connected User: 0SPMabdoulhady as piadmin | piadmins
IP Address: 10.4.210.19
Pl Version: Pl344151188
Operating System: Windows NT AMDE4  6.2.5200

Save

LHADY-PISRY connected as piadmin | piadmins

T - S

When you check the box in the middle pane next to a certain Pl Data Archive name, the
right pane displays the connection information. You can see the OS user you are
connecting as, as well as the identity or identities that are associated to your user on the
Pl Data Archive.

Here are some features available from Pl SDK Utility:

o Enable Pl SDK Buffering (Pl SDK Utility > Buffering > PI SDK Buffering
Configuration....)
o Open Buffering Manager (Pl SDK Utility > Buffering > Buffering Manager...)
e Customize connection options. The most common ones include:
o Increase connection and data access timeouts
o Change the protocol order for Pl Server connections. This dictates which
protocols local applications will use to connect to the PI Data Archive. If you
only want Windows Integrated Security (WIS) to be used on a certain client,
then you can remove PI Trust and Default User from the Protocol order. The
way it is set up now, Pl Mapping will be attempted first and if that fails, Pl Trust
will be used, and then Explicit Login. See the section below for more details on
authentication protocols.
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® Connection Options -
Default Timeouts

Connection timeout : 10| seconds
Data access timeout : 60 seconds :

Default Server Settings
Default Server: % |
| LHADY-FISRV v

[ ] Ovemide the default for cument user {051abdoul-hady)
LHADY-PISEY

Server Name Resolution
Automatically add unlcnown senvers

T

Resolve network name before adding

Specify Authentication Procedure

Awailable protocols: Protocol arder:
Windows Securty =} | |'\Windows Securty
Pl Trust - Pl Trust
Default User Default User

{4

[] Allow login prompt {f &ll configured protocaols fail)

Authentication

There are three different methods of authentication on the Data Archive:

Pl Mappings

Pl Mappings use Windows Integrated Security to authenticate users on the Data Archive.
With this method, users and services connect directly to the Data Archive using their
Windows account. A Pl Mapping grants a Windows user or group specific rights on the
Data Archive by assigning a PI Identity.

This method of authentication has several advantages:
It is the most secure

It enables transport security (encryption in transit) of communications with the Data
Archive

It represents the least amount of maintenance for Pl System administrators

It allows users to connect directly with their Windows accounts
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The recommended strategy for using Pl Mappings is to create a Windows Group for each
level of authentication needed on the Data Archive (e.g. one group for Read-Only users,
one group for PI System Administrators, etc.), then assign a unique PI Identity to each one
of these groups.

Pl Mappings are created from System Management Tools, from Security > Mappings &
Trusts > Mappings Tab, by pressing the New button. This will open the Add New Mapping
Window

B

£ Add New Mapping @

Windows Account  Fagured

Windows SID ¥

Description

Fl Server iacade-Fl -

Fi ldentity

Mapping 15 disabled

Cancel

The following conditions must be true in order to use Pl Mappings:

e The application must connect with Pl AFSDK (any version), PI SDK version 1.3.6 or
later or the PI API for Windows Integrated Security (version 2.0.1.35 and later,
released in 2016)

e The connecting application is running on a Windows operating system

In the event that these conditions cannot be met, a Pl Trust should be used for
authentication.

Pl Trusts

PI Trusts should NOT be used unless it is not possible to authenticate using Windows
Integrated Security. The most common scenario is:

e Pl Interfaces and other applications running on non-Windows Operating Systems

Note: Prior to 2016 release of the PI API for Windows Integrated Security, any
applications using the PI API, such as PI Interfaces, could not use Pl Mappings. Now,
almost all PI Interface nodes can be upgraded to the new security model, regardless
domain or workgroup configuration. For more information, see KB00354 - Supported
Windows Security Configurations in Domains and Workgroups for the Pl Data Archive

The PI Trust authentication method work by comparing the connection credentials of the
connecting application to the credentials saved in Pl Trusts. If the credentials match, the
connection is allowed. No login is required by the application.
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Pl Trusts are created from System Management Tools, from Security > Mappings & Trusts
> Trusts Tab, by pressing the arrow next to the New... button and selecting the advanced
option:

=R o
Wizard
v | Advanced %

This will open the Add New Trust Window.

%F Add New Trust P&

Trust Name

Description

Server Name lacade-Pl -

Collective Name
IP Information

Network Path

o
o
o

IP Address 0

o
o

o

NetMask 0

Windows Account Information
Domain

Account

Application Information

Name

Pl Identity

Trust is disabled

It is not necessary to fill in all of the information in this Window. OSlsoft recommends that
you fill out PI Trusts using the 2+ Trust convention. This means you need to enter the
following:

The IP Information:

The Network Path (Host name or fully qualified domain hame of the computer)
OR

The IP Address and a NetMask of 255.255.255.255.
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e The Application Information

Applications that connect through the Pl API send an identifier called an application
process hame, or procname. This is a four-character string with an E appended. For
example, the procname for the PI Perfmon interface is PIPeE.

Explicit Login

The final authentication method, Explicit Login, is not recommended in any scenario. It
only exists for backwards compatibility purposes. Using this method, users login to the
Data Archive directly using a Pl User and a password.

6.4 Checking Network Manager Statistics

Pl SMT's Network Manager Statistics tool (PI SMT > Operation > Network Manager
Statistics) is a very valuable tool for Pl system administrators when troubleshooting
connection or permissions issues to the Pl Data Archive. The tool can be used to view and
export statistical information about applications and services on each connected Pl Data
Archive server. It gives you valuable insight regarding the location of the application, the
user context that it is operating under and the user load that it is generating on the PI Data
Archive. Below is a screenshot of the columns returned by the tool. All the columns are
selected by default and can be removed by clicking on the blue checkmark.
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Server

D
PIPath
Mame =
PID
ReghAppMame
RegAppType
ProtocolVersion
PeerAddress
PeerPort
ConType
MetType
ConStatus o
ConTime
LastCall
ElapsedTime
BytesSent
BytesRecv
MsgSent
MsegRecw
RecvErrors
SendErrors
APICount
SDECount
ServerlD
PIMethgr Version
055ysMame
OSVersion B
05Build -
Identity —
O5User

Trust
MumConnections
[sTCPListenerOpen
IsStandAlone

SIS TS ST s s s T TSI IS IS s s s T s

Important fields to note are:
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Field Indicates
ID PINetmgr's identifier for the connection
ProtocolVersion The Plnet protocol version being used
NetType Whether the connection uses TCP/IP or the named pipe
User The identities associated with the connection
LastCall The time of the last exchange between server and client
BytesSent Total data sent back to the connected application
BytesRecv Total data received from the connected application

To export the statistics file,

Right-click on the list and select Export.

Select the location to save the Network Manager Statistics list.
Click Save.

WwnN e

Examples of applications shown in Network Manager Statistics

Server PIPath MName FID RegAppName RegfppType ProtocolVersion  PeerAddress PeerPot  ConType NetType

C:\Program Files\PI\.  PlAnalysisProcessor exe 2916 PI-Temp-SDK-040 PI-Temp-SDK-021  SDKApp SDKApp 35 0 Local connection ~ WIN32 Na
<

Identificaton  Conmection Data  Host

Sewer:l 5 . | Name: |PlAna\y’s\sPrncessnr‘exE[2916):remnte ‘

o [® | pm: w16 |

Registered application Credentials

Name: |F‘I'TEmDSDK{I4UPl—TempJSDKGZI | Identity: [piagmin_| |

Type: |5DKADD5DKA|)D | 05 User: \ |

Trust: ” 1Proxy_1271 | |

From the screenshot above, we can conclude the following:

e The application connecting to the PI Data Archive is the Pl Analysis Service
(specifically the PlAnalysisProcessor process of the analysis server which is one of
three processes that gets spun up when the Pl Analysis service is started)

e The PI Analysis Service is not running under a domain service account. This is
because the OS User field is null.

e The authentication protocol used when the Pl Analysis Service is connecting to the
PI Data Archive is PI Trusts (See section 6.3 above for the discussion on
authentication protocols for Pl Data Archive). The trust name is "IProxy_127!"and is
associated with the piadmin identity (identity with the highest privileges on the PI
Data Archive).

Examples of when this tool is useful:

e You want to know which identity and trust your Pl APl connections are coming in as

e You want to check the connection ID a certain application is using to connect to the
PI Data Archive

e You want to check user credentials used when a certain PI Client connection is
made (Pl ProcessBook, Pl System Explorer, etc)
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6.5 Pl System Ports
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Which firewall ports should be opened for the Pl Server or Pl Data Archive to properly function?

Functionality Remote Protocol [Port Direction*l‘oca.I . Service
Application Application
Client connections to PI |All client TCp 5450 |Inbound Pl Data Pl Network
Data Archive applications Archive Manager
SPN registration (Pl Domain TCP/UDP135 Outbound Pl Data Pl Network
Mappings) Controller Archive Manager
. Key Distribution . P1 Network
Kerberos (Pl Mappings) Center TCP/UDP|88 Outbound |PI Client Manager
. Domain . Pl Data P1 Network
NTLM (P1 Mappings) Controller TCP/UDP|Dynamic|Outbound Archive Manager
IP/Host lookup (PI Pl Data Pl Network
Trust) DNS ubP 53 Outbound Archive Manager
Domain/OSUser lookup [Domain : Pl Data Pl Network
(Pl Trust) Controller TCP/UDPDynamiciOutbound Archive Manager

*The direction is in relation to the machine on which the PI Data Archive is running. For example,
Outbound means that the Pl Data Archive node firewall rule needs to allow traffic to leave the PI
Data Archive in order to direct it towards the remote node, whereas Inbound means that the Pl Data

Archive node firewall rule needs to accept incoming connections from the remote node.

Please search article “Which firewall ports should be opened for the Pl Server / Pl Data
Archive?” on the customer portal for more background on this.
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Which firewall ports should be open for the Pl AF Server to properly function?

For full feature functionality of the Pl AF Server, the following ports are required:

Infrastructure
. . Remote . . |Local .
Technology [Functionality . . |Protocol |Port Direction . .. |Service
Application Application
SQL Server Hosting the PIFD Pl AF Server[TCP 1433* |Inbound [SQL Server [SQL Server
database
SQL Server |Remotely identify |, & covedupp 1434 |inbound [SQL Server |SOL Server
Browser SQL instances
; Pl AF
SPN . Authentication Domain TCP/UDP|135 Outbound PIAF Application
registration Controller Server .
Service
Key
Kerberos Authentication Distribution [TCP/UDP|(88 Outbound|PI Client PI Network
Manager
Center
. Pl AF
NTLM Authentication Domain TCP/UDP|Dynamic|Outbound PIAF Application
Controller Server .
Service
Search for local
;C:r?: n::s e Domain Pl Network
SMB g TCP  |445* |Outbound|PI Client  |[Manager
mappings Controller
remotely through
AF Client
LDAP Cross-domain jDomain o5 pplagges  |outbound|Pl Client || NeWOrk
authentication Controller Manager

* Can be configured to use a dynamic port.
** You could also use port 139 instead if NetBIOS is enabled. SMB is used when the Windows user
group/object picker is opened. The SMB connection directs to the node requested by the user; as
such this is not a hard requirement to browse users on the AF Server (except when setting up
permission for AF Link).
*** Allowing outbound connections from the client through Port 389 is necessary if the Pl AF Client
is on one domain and the Pl AF Server on a different domain. This is necessary for the client to
contact the domain controller on the remote domain through the LDAP protocol
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Base Functionality
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Functionality Remote Application Protocol|Port [Direction Loca] . Service
Application
Pl AF SDK Client Pl AF SDK Clients (eg Pl AF
connections to Pl AF |PI System Explorer, Pl [TCP 5457|Inbound [P AF Server |Application
Server Coresight, etc) Service
PI SQL for AF Client (Pe' SISILOfErEgE Clients PI AF
connections to Pl AF |9 7' * __|TcP  [5459)Inbound |PI AF Server |Application
Enterprise, P1 Coresight .
Server Service
1.x, etc)
Additional Functionality
Functionality Remgte . Protocol|Port Direction Loca} . Service
Application Application
Client
connectlo_n to |PI System TCP 5463 Inbound Pl Analy3|s Pl Ar_1a|y5|s
Pl Analysis Explorer Service Server (Service
Service
PIAF . Pl AF Server Pl AF Server Pl A'.: .
Collective (Primary) TCP 5457 Inbound (Secondary) Application
Creation y ) Iservice
Pl AF
. SQL
Collective SQL Agent [TCP  [1433 Inbound SQL Server I er
Creation and Subscriber
: Agent
Operation
See What See What ports|See What See What
PI Notifications [ports need to need to remain |ports need to |ports need to
Services remain open in|TCP openina remain open injremain open in
and Scheduler [a Firewall for Firewall for Pl |a Firewall for |a Firewall for
Pl Notifications Notifications Pl Notifications|Pl Notifications

Please search for the “Firewall Port Requirements” article for links to articles that list port
requirements for the Pl System to be functional.
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6.6 Standards for Naming Assets in Pl AF

PI AF allows you to enhance your Pl System data to present the Pl Tags in a more user-friendly
manner. Some business impacts include but are not limited to:

1. Asset health: Enable condition-based maintenance (rather than calendar or run-to-failure
maintenance), root cause analysis, predictive insight, and smart expense allocations.

2. Energy Efficiency: Reduce energy, water, and raw material costs. Establish baselines for
asset/ process/ site-specific consumption, and identify underperforming assets

3. Process productivity: Avoid unexpected downtime, process defects, monitor asset
performance, standardize best practices and maximize efficiency. Automatically report
standard KPIs to measure performance.

4. Quality tracking: Reveal process variability or defects affecting product quality to improve
consistency and quality across batches, shifts and sites. Traceability for reporting and
audits.

5. Regulatory reporting: Automatically and accurately roll data up to create reports without
manual data entry or analysis. Environmental, safety, business, and compliance reporting.

6. Safety and Security: Identify operational risks, before they happen. Alert operators, plant
and business managers of conditions that could harm employees. Cyber security of the
control network.

It is very important to know the business impact that is important to you when designing a Pl AF
database. This allows you to picture the hierarchy that you want to design for your users. Based
on this hierarchy, you can come up with tag naming conventions that will make it easier to
import Pl Points into Pl AF and later when sizing up.

The naming of Pl AF elements and attributes is an important consideration when building a Pl
AF implementation. It is a best practice to model the contents of Pl AF on industry wide
standards when such a standard exists and is possible to implement. Even when an industry
standard is not available, a companywide internal standard for naming conventions of Pl AF
elements and attributes should be adopted. Some of the common industry standards that
include or reference naming conventions that are relevant to Pl AF include CIM (Common
Interface Model), the MultiSpeak Specification, and ANSI/ISA S95. This helps in interoperability,
exchange of data between applications, and ease of use across sites for users. If the Pl tags
are also named according to an industry standard or internal standard, naming the elements
and attributes according to the standard can make it easier to automatically configure those
elements and attributes. Query tools such as Pl OLEDB Enterprise can take advantage of
naming conventions by building generic SQL queries at the Pl AF template level rather than
individual elements and attributes. Following a naming standard can be particularly
advantageous for customers who already have the Pl System deployed across multiple sites,
especially if those sites acquired the Pl System individually or were acquired from other
organizations. In situations like this, even if the Pl tags are named differently across sites, Pl AF
can be used to present the data to the users in a consistent fashion across all sites by following
a naming standard within Pl AF. This will abstract the actual PI tag hames away from users, and
get them thinking about how to use the data rather than how to find it.

For ideas on haming conventions, you can explore the Asset Based Pl Example Kits
on Pl Square.
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6.7 Where to look for answers

So, you found an error message, now what? There are a few resources you can use to
translate that message and find your solution:

Search for a Solution on the customer portal (https://my.osisoft.com)

This solution search crawls all of our online resources, including product
documentation, Knowledge Base (KB) articles, Pl Square forum discussions, Known
Issues, and more.

Search the Pl Live Library (https://livelibrary.osisoft.com)

This is an online repository of OSlsoft documentation. It contains all of the up to date
administration and user guides for our products.

Ask the community on PISquare (https://pisquare.osisoft.com)

Contact OSlsoft Tech Support! (https://my.osisoft.com)

When contacting Technical Support, always make sure to have the following
information on hand:

A clear description of the issue

Product and version information

A copy of the relevant message logs

Relevant screenshots, and if possible, steps to reproduce the issue
Urgency and Impact of this case

Your Pl Server Serial Number (SMT > Operation > Licensing > InstallatonID)
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