Pl Vision — Migrating PI

ProcessBook Displays



OSlsoft, LLC
1600 Alvarado Street
San Leandro, CA 94577

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or
transmitted, in any form or by any means, mechanical, photocopying, recording, or otherwise, without
the prior written permission of OSlsoft, LLC.

OSilsoft, the OSlsoft logo and logotype, Managed PI, OSlsoft Advanced Services, OSlsoft Cloud
Services, OSlsoft Connected Services, OSlsoft EDS, Pl ACE, Pl Advanced Computing Engine, Pl AF
SDK, PI API, Pl Asset Framework, Pl Audit Viewer, Pl Builder, Pl Cloud Connect, Pl Connectors, Pl
Data Archive, Pl DataLink, Pl DataLink Server, Pl Developers Club, PI Integrator for Business
Analytics, Pl Interfaces, Pl1 JDBC Driver, Pl Manual Logger, PI Notifications, Pl ODBC Driver, PI
OLEDB Enterprise, PI OLEDB Provider, Pl OPC DA Server, Pl OPC HDA Server, Pl ProcessBook,
Pl SDK, PI Server, Pl Square, Pl System, PI System Access, Pl Vision, PI Visualization Suite, PI
Web API, Pl WebParts, Pl Web Services, RLINK and RtReports are all trademarks of OSlsoft, LLC.

All other trademarks or trade names used herein are the property of their respective owners.

U.S. GOVERNMENT RIGHTS

Use, duplication or disclosure by the US Government is subject to restrictions set forth in the OSlsoft,
LLC license agreement and/or as provided in DFARS 227.7202, DFARS 252.227-7013, FAR 12-212,
FAR 52.227-19, or their successors, as applicable.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by
any means, mechanical, photocopying, recording or otherwise, without the written permission of OSlIsoft, LLC.

2|Page



Table of Contents

110 o LU o3 1 o o 1T 4
Y 0] o] g T=To] o EO PP PP PP PP PPPPPP 4
Why Use the Pl ProcessBook to Pl Vision Migration UtIlity? ... 4
Scenario: FIYNN RIVEN HYAIO ... 5
= o £ L P S 6
Exercise 1: Review Existing PI ProcessSBOOK DiSPIaYS ........uuuuuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiies 6
Exercise 2: Analyze and Migrate Pl ProcessSBOOK DiSplaysS...........uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiees 8
Exercise 3: Review Migrated Pl ViSiON DiSPIAYS ......uuuuuiuiriuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieieeeeienenees 10
Exercise 4: Complete the Pl ViSION DiSPlayS.......uuuuuuiuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiisiiesieiieeeeeeeeeeeeeaennes 12
Exercise 5: Migrate Another PI ProcessBOOK DiSPlay ........cooviiiiiiiiiiiiiiiiii e 16
Install Pl Vision 2020 (Optional CONTENT) .....eeuieiiiiii e e e e e e e 17
A X0 [T 10 o 17
R TS = 1L = U Lo T 1= TS 19
Prepare the APPlICAtION SEIVEN ....... e e e e e e e e e e e e e aa s 20
QY (0] 23
101 11 11T ] o [T 23
Create a Service Account and Set Up PermiSSIONS .......ciiiiiiiiiiiiiiiie e 24
QY (0] 25
101 11 11T ] o [T 25
The INSTallationN PrOCESS ....coi oo 36
= o 1 O 40
1Yo ] 014 o o RSP 40
TSy [ =] = 11 = U o g T = S 41
D= o 1 T 45
1Yo ] 014 o RSP 46
Optional: How Kerberos Delegation WOTKS .......ooooiiiiiiieeeeeeeee e 49
Set Up Kerberos Delegation ......ccooo oo 53
= o T 55
SOIUTION ettt 55
Enabling Users to Change the Display LaAnQUAQEe ..........uuuiiiiiiiiiiiieiiiie e eee et e e 59

3|Page



Introduction

This lab is designed for people who already have used Pl ProcessBook and PI Vision. Students
should already be familiar with how to navigate displays in both Pl ProcessBook and PI Vision
and understand how PI ProcessBook and PI Vision are able to leverage AF Templates.

Approach

Specific questions or scenarios will be presented to solve primarily using OSlsoft Pl ProcessBook or PI
Vision as your visualization and analysis tool. In addition, the Pl ProcessBook to PI Vision Migration Utility
will be used. More advanced features of Pl Vision will have a strong reliance on AF so you will also need to
use Pl System Explorer (PSE). If you are stuck, ask one of the lab monitors for assistance.

Why Use the Pl ProcessBook to PI Vision Migration Utility?

Pl ProcessBook is a 25-year-old product that has begun to show its age. PI Vision is our leading
visualization tool built to leverage the latest Pl System capabilities where Pl ProcessBook has
fallen behind. We know it takes a lot of hard work to build out Pl ProcessBook displays, and we
want to help move that work over to our modern visualization tool and take advantage of the
benefits of PI Vision. While it may seem like a challenging task, this lab will give you the
knowledge and practice to be confident in using the Pl ProcessBook to Pl Vision Migration Utility.
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Scenario: Flynn River Hydro

You have been hired as a Pl Administrator at Flynn River Hydro and you are tasked with migrating
their Pl ProcessBook displays to PI Vision. Luckily the company has built out AF databases with
templatized AF Assets that have been used in the Pl ProcessBook displays. The AF structure features
three main levels, Hydro Unit, Generation Unit, and Equipment (Generator/Turbine).

Elements

o2 JElem
(=) @ Flynn River Hydro
o @ Flynn I
| B @ GU1
. i-]|@ GUI1 Generator

t|@ GU1 Turbine
— & GU2
| GU2 Generator
| GU2 Turbine
@[ Flynn I
------ (J PIData Archive
(€3, Element Searches

Red — Hydro Unit
Blue — Generation Unit Green —
Equipment

You know that this AF structure has been utilized in the Pl ProcessBook displays and you would like to keep that
functionality in the migrated Pl Vision displays.

Note: The AF database used in these exercises is a slight modification of the Hydro Plant Monitoring Asset Based PI
Example Kit available on our learning platform (learning.osisoft.com):

https://learning.osisoft.com/asset-based-af-example-kits/349384
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Exercises

Exercise 1: Review Existing Pl ProcessBook Displays

Exercise Objectives:

Examine Pl ProcessBook functionality

Scenario:

Your first assignment is to review the existing set of Pl ProcessBook displays that the company currently uses
to make sure the display content is properly migrated into Pl Vision. The company has a set of displays which
are used to monitor Flynn River Hydro plant and equipment, located in C:\ProcessBook\Flynn. The company
also has adisplay which IT uses to monitor the health of the Pl Data Archive, located in C:\ProcessBook\IT.

Part 1: Pl Data Archive Monitoring Display Approach:

1. Open the PI_Data_Archive_Monitoring.pdi display located in C:\ProcessBook\IT

2. Select Visual Basic Editor | and double click on This Display under the C:\ProcessBook\IT\
PI_Data_Archive_Monitoring.pdi VBAProject to open the VBA code. What does this code do?

3. Close the Visual Basic Editor and use the PI_Data_Archive_Monitoring.pdi display to answer the following
questions

Questions:

1. How many Unflushed Events are currently in the write cache?

2. What is the Point Count in the Base Subsystem?

3. What is the approximate peak of the Pl Server CPU over the last 20
minutes? Hint: double-click the PI Server CPU trend to maximize it
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Part 2: Flynn River Hydro Displays Approach:
1. Openthe PG_Flynn_Home.pdi display located in C:\ProcessBook\Flynn
2. Use the navigation buttons to open the other Flynn Pl ProcessBook displays

3. Use the Flynn River Hydro displays to answer the following questions

Questions:
1. What is the current Penstock Flow at plant Flynn II?

2. Which Generation Unit currently has the highest Power Generated?

3. Which Generator currently has the lowest Oil Level?

4. What is the approximate peak Water pH Intake at GU3 Turbine in the last 8 hours? Approximately when

did this peak occur?
Hint: hover over the value to see the summary statistics
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Exercise 2: Analyze and Migrate Pl ProcessBook Displays

Exercise Objectives:

Use the Pl ProcessBook to Pl Vision Migration Utility to migrate Pl ProcessBook displays to PI

Vision Understand the configuration and reporting options available in the Migration Utility

Scenario:

Now that you have reviewed the Pl ProcessBook displays that the client uses, you are ready to
use the Pl ProcessBook to Pl Vision Migration Utility to convert these displays to native Pl Vision
displays. You would like to preserve the folder and navigation structure of the existing displays.

Note: The Pl ProcessBook to Pl Vision Migration Utility User Guide is available on Live Library and as a bookmark in

Chrome:

Approach:

Part 1: Analyze the Pl ProcessBook Displays
1. Open the Pl ProcessBook to Pl Vision Migration Utility

2. Click Add Files and select Folders:

+ Add Files v

C3F Folders
[ Files
3. Inthe Browse for Folder window, select the C:\ProcessBook folder and click OK

4. Select the checkbox next to the ProcessBook folder or Select All in the bottom left to select all folders and
files

5. Click Run Analysis and wait for the Analysis completed message Part 2: Review the

Analysis Results

6. Inthe Analysis Results pane, expand the categories that appear to view the extent to which the files can be
migrated
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7. Hover over the (U icon next to each category to review each category definition

8. Hover over the icons in the Issues column to review each migration limitation

9. The PI_Data_Archive_Monitoring display contains VBA ﬂ, which is not supported in PI Vision. Click Export
VBA at the bottom of the Analysis Results pane.

10. After the Export completed message is displayed, click View Reports and select Open Reports Folder to view
the associated .vba file in notepad.

11. In the Reports Folder, open the MigrationAnalysis.csv file to view the migration analysis results in
detail.

12. Click Select All at the bottom of the Analysis Results pane
Note: In order to preserve links between Pl ProcessBook displays, they must be migrated in the same operation

13. Click Migrate to open and complete the Migration Settings window:
a Connect to the PI Vision Server: enter https://pivision/pivision and
click Connect b Destination PI Vision folder: <Home> ¢ Target
Display Owner: pischool\student01
d Display Sharing Access: World
€ Select Persist folder structure from migrated items

14. Click OK and wait for the Migration completed message

15. Click View Reports and select Migration Report to view the migration results in detail
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Exercise 3: Review Migrated PI Vision Displays

Exercise Objectives:

Examine PI Vision functionality

Validate migration configuration options in Pl Vision

Scenario:

Now that the Pl ProcessBook displays have been migrated to Pl Vision, you need to examine the migrated PI Vision

displays. The users are not very familiar with Pl Vision, so you need to be able to demonstrate how the new Pl Vision
displays work.

Part 1: Pl Data Archive Monitoring Display Approach:
1. Use the shortcut on the desktop to launch PI Vision using Chrome.
a Alternatively, start Chrome and navigate to https://pivision/pivision
2. Note the folder structure in the lower left panel. Did the folder structure persist from the
Pl ProcessBook files? Select the IT folder within ProcessBook on the left side panel
3. Click Edit display settings o in the PI_Data_Archive_Monitoring display to open the Display Settings
window. Did the migration settings apply to this display?
4. Close the Display Settings window. Click the Pl_Data_Archive_Monitoring display to open it and answer the
guestions below
Questions:
1. How many Unflushed Events are currently in the write cache?
2.

What is the Point Count in the Base Subsystem?

3. What is the approximate peak of the Pl Server CPU over the last 20
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Part 2: Flynn River Hydro Displays Approach:

1. Back in the Pl Vision homepage, select the Flynn folder within ProcessBook on the left side panel

2. Click Edit display settings O in the PG_Flynn_Home display to open the Display Settings window. Did
the migration settings apply to this display?

3. Close the Display Settings window. Click the PG_Flynn_Home display to open it
4. Use the navigation buttons to open the other Flynn Pl Vision displays

5. Use these Flynn displays to answer the following questions

Questions:

1. What s the current Penstock Flow at plant Flynn I1?

2. Which Generation Unit currently has the highest Power Generated?

3. Which Generator currently has the lowest Oil Level?

4. What is the approximate peak Water pH Intake at GU3 Turbine in the last 8 hours? Approximately when
did this peak occur?
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Exercise 4. Complete the Pl Vision Displays

Exercise Objectives:

Use AF to create analyses to add to the Pl Vision display

Use Pl Vision to edit the migrated PI Vision displays

Scenario:

After examining the newly migrated Pl Vision displays, you see that there is some data missing from the
original Pl ProcessBook displays. Specifically, in the PG_Flynn_Plant PI Vision display, there is some calculation

data missing in the upper left corner. You know from the migration results that there are datasets in the
original Pl ProcessBook display. Since you want to be able to use these calculations in other client tools, you

will create AF analyses for these calculations. You also need to update the banner of the
PI_Data_Archive_Monitoring display as it utilizes VBA. Since the timebar in Pl Vision shows us the time range

of the display, you will replace this header with a static header.

Approach:
Part 1: Update the PG_Flynn_Plant display using AF analysis

1. Open PI System Explorer and select the PG_HydroPlant database

2. Navigate to Library and go to Templates > Element Templates > Hydro

Library

@ PG_HydroPlant

- (@) Templates
T (@ Element Templates
------ (@ GenerationUnit
...... [3 Generator
...... @
------ @ HydroUnit
- (& PI Data Archive
i (G Turbine

3. Inthe Analysis Templates tab, create two new expression analysis templates uil with the following
properties:

Analysis 1: % Power Generated
Expression: ('Actual Power Generated'/'Total Installed
Capacity')*100 Output Attribute (Map > New Attribute Template)
0 Save Output History: No
o Name: % Power Generated
Scheduling: Event-Triggered
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General Attribute Templates Ports ~ Analysis Templates Notification Rule Templates
i | Name: (% Power Generated |
@ B  Neme - Description: ] ]

fid  Hydro Attention Percentage H Categories: { Vl»
@  Hydro Condition W e (@ Expression () Rollup
#8 % Power Generated ccnl () Event Frame Generation () SQC |
. [¥] Enable analyses when created from template v
Example Element: Flynn River Hydro
Add a new variable D l:j
Name Expression Output Attribute 4
Variablel| ( "Actual Power Generated'/'Total Installed Capacity’)*100 I;%Mr_@gmg_tgd |
Scheduling: (@ Event-Triggered () Periodic ' |
Trigger on iAnylnput v1

Analysis 2: Min/Max Power Generated
Expression 1: TagMin(‘Actual Power Generated', "*-1h’,
"*) Output Attribute (Map > New Attribute Template)

0 Save Output History: Yes
0 Name: Min Power Generated
Expression 2: TagMax('Actual Power Generated', '*-1h', '*")

Output Attribute (Map > New Attribute Template)

0 Save Output History: Yes
o0 Name: Max Power
Generated Scheduling: Periodic
Period: 01h 00m 00s

General Attribute Templates Ports  Analysis Templates NoﬁﬁcaﬁonRszerrplabs
3 iMm/MaxPowerGenerated

@ @ Nome °“°‘P°°“ l
@  Active Power Generated
¥®  Min/Max Power Generated
f®  Hydro Attention Percentage
At Huden Canditinn

Example Element:  Flynn River Hydro

Add a new variable iJ ‘:1

<L L |

@ Expression () Rollup
AndlysisTYPE Event Frame Generation O SQC

i [¥] Enable analyses when created from template

|

Name Expression Output Attribute
Variablel|TagMin( 'Actual Power Generated','*-1h','*") Min ® adl b
Variable2| TagMax( ‘Actual Power Generated','*-1h','*") Max Power Generated ®

v

Scheduling: () Event-Triggered  (9) Periodic ‘
Period: 01h 00m 00 | Configure |
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4. Check Inyour changes , Checkln

5. Go to Elements > Flynn River Hydro

Elements

5 Elements
—J (& Flynn River Hydro
| w & FlynnI

B & FlynnII

6. In the Attributes tab, if you see “Pl Point not found” errors for the Min Power Generated and/or
Max Power Generated attributes, right-click each attribute and select Create or Update PI Point

o IRl I o e i v

B € | ¢ Min Power Generated u‘,n Reset to Template
8 2] Number of Generation Units @l Goto Analysis
® | ] Number of Plants |+ Create or Update Pl Point

7. Inthe Analyses tab, right click the Min/Max Power Generated analysis and backfill the analysis from the
beginning of today until now

Flynn River Hydro
General Chid Elements Attributes Ports Analyses Notification Rules Version
] a]
o B ©¥ @ Name Backfilling
@ = f®  Hydro Attention Percentage v
® o @ Hydro Condition V)
V) m f  Min/Max Power Generated
| New
l Delete
Add a ne Preview Results
Name 1|<2.' Backfill/Recalculate

8. In Pl Vision, open the PG_Flynn_Plant display and add value symbols of the newly created % Power
Generated, Min Power Generated, and Max Power Generated attributes to replace the missing datasets
and save your display

Part 2: Update the PI_Data_Archive_Monitoring display
9. In Pl Vision, open the PI_Data_Archive_Monitoring display

10. Update the non-working date and time header with a header of your choice (ex. PISRVO1 Pl Data
Archive Monitoring) and save your display
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Bonus: Edit the remaining Pl Vision displays
As a bonus exercise, edit the other migrated Pl Vision displays to better format the displays in Pl Vision. Some
suggestions are below, but feel free to make any other adjustments! Be sure to save the displays when finished.

PG_Flynn_Home

i~
Adjust the 4 links and 3 arrows to be evenly spaced by selecting the symbols and going to Arrange > Align
Middle

PG_Flynn_Plant

Add the Generating Capacity attribute for the displayed Flynn | or Flynn Il plant to the display as a Value symbol
under the trend
Format the boxes surrounding Flynn River Hydro Power and Features to have different Border colors

Adjust the Penstock Opening and Penstock Flow value and text symbols so they are not overlapping
PG_Flynn_GenerationUnit
Increase the Font Size of the Generator Analysis and Turbine Analysis text symbols to 24 Add the Generation Unit Number
of Attention Systems attribute for the displayed generation unit to the display as a Value symbol
PG_Flynn_Generator and PG_Flynn_Turbine

Format the Oil Level gauge sy to show the scale in Format Gauge > Visibility > Scale
Change the text color of the Last Maintenance and Time Since Maintenance value symbols
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Exercise 5: Migrate Another Pl ProcessBook Display

Exercise Objectives:

Complete another migration using the Pl ProcessBook to Pl Vision Migration Utility

Scenario:

You have presented the migrated Pl Vision displays to the other Pl users at Flynn River Hydro,
and they are excited to see the new visualization tool and its new capabilities. An engineer has
created a ProcessBook display recently and would like to see how it works in Pl Vision.

Approach:

1. Open the PowerGeneration.pdi file located on the Desktop. Examine this display in Pl ProcessBook

2. Use the PI ProcessBook to PI Vision Migration Utility to analyze and migrate the display. This display
should be located in the Flynn folder in Pl Vision.

3. Review the migrated PowerGeneration display in Pl Vision and verify the migration settings
and symbols have been preserved

4. Make any adjustments to the display in Pl Vision, some suggestions are as follows:

Edit the background and font colors of the display to match the other Flynn displays

Increase the font size of the Flynn I, Flynn Il, and Total text and value symbols

Add a Home text symbol to the display. Add a navigation link to this symbol to link to the
PG_Flynn_Home display
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Install Pl Vision 2020 (Optional Content)

Introduction

Pl Vision Architecture

P1 Vision is a web-browser based application that enables you to easily retrieve, monitor, and analyze
process engineering information.

The main components of a Pl Vision installation are:

Pl Vision Web Site

Clients < ‘ ~

[PI Vision Admin Site

J

Pl Vision SQL Database

1. Clients are individual PI Vision users accessing Pl System data. PI Vision is supported by most
modern browsers on a wide variety of devices, including tables and phones running iOS or Android
operating system.

2. Pl Vision IIS Application Server provides the execution environment for Pl Vision. The application
server handles all application operations between users (clients) and Pl Data Archive servers, Pl
AF servers and MS SQL Server.

3. PI Vision SQL Database on MS SQL Server stores user display settings and definitions. Display
definitions include such data as a display name and display owner, symbols on the display, user
permissions etc.

Since version 2020 (3.5.0.0) PI Vision no longer relies on Pl Web APl and Pl Web API Indexed Search, that
have been replaced by AFSearch, thus PI Web API is no longer part of PI Vision install kit. For more info
see article PI Web API Search Recommendations.

17|Page


https://customers.osisoft.com/s/knowledgearticle?knowledgeArticleUrl=000031602

OSlsoft recommends that Pl Vision uses the SAME MS SQL Server that Pl AF uses. Otherwise, you can
either install MS SQL Server on the same computer as Pl Vision IIS application server or you can use a
dedicated MS SQL Server installation.

OSilsoft strongly recommends that the Pl Data Archive server(s) and Pl AF server(s) be in the SAME
DOMAIN as PI Vision IIS Application Server and MS SQL Server hosting the Pl Vision SQL Database.

Detailed installation and configuration of Pl Vision is described in PI Vision Installation and Administration

Guide.

Pl Vision Data Flow

Example of a typical data flow that occurs as different architecture elements interact to provide the client
with Pl System data.

When searching for data in a new display:

1.

4.

When a user performs a search for a data item (asset, attribute, or PI point), the client sends a
request for that data item to the PI Vision IS Application Server. The request is relayed to the AF
SDK which populates the search results retrieved from the PI Data Archive and Pl AF Server.

Based on the search results, the user can create a symbol for the data item by dragging it onto the
display. The symbol on the display does not yet contain any Pl System data values.

Symbol creation triggers a request for Pl data, which Pl Vision 1IS Application Server relays to Pl
Data Archive or Pl AF. When Pl System data returns to the client, the symbols on the display are
populated with data values.

When a user saves the display, the display definition (display settings) is sent to the MS SQL Server
and stored in the PI Vision SQL database.

When opening and existing display:

1.

When a user opens an existing display, the client side sends a request for a display definition to the
P1 Vision IIS Application Server, which is relayed to the MS SQL Server. The MS SQL Server returns
the display definition from which the client generates a display with symbols. The symbols do not yet
contain any data values.

Symbol creation triggers a request for Pl data, which PI Vision 1IS Application Server relays to Pl
Data Archive or PI AF. When Pl System data returns to the client, the symbols are populated with
data values.
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Pre-Installation Tasks

Hardware and Software Requirements

PI Vision IIS Application Server requirements

The requirements for the software on the machine the PI Vision IIS Application Sever are:
e Microsoft Windows Server 2012 64-bit and later, incl. Server Core versions
e Microsoft Information Services (IIS) 8.0 and later
e Microsoft .NET Framework 4.8

The following table show the recommend hardware sizing based on the number of users (clients)
connecting to the PI Vision IS Application Server at the same time:

# of Users (Clients) | 1to 50 50 to 250 250 to 500
CPU: # of Cores 4 4 8
CPU: Speed (GHz) 2 2.5 3
RAM (GB) 6 12 24

MS SQL Server requirements

Pl Vision requires MS SQL Server 2014 or above. All editions (Express, Standard, Enterprise) are
supported.

Pl System requirements
o Pl Data Archive version 3.4.380 (the first version supporting Windows Integrated Security) and later
e PI AF version 2018 (2.10) and later

Client requirements
P1 Vision clients need to use web browsers that are HTML5 compatible:
e Microsoft Internet Explorer 11
e Microsoft Edge 44 and later
e Google Chrome 76 and later
e Mozilla Firefox 69 and later

e Safari 11 and later
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Prepare the Application Server

Video: Pl Vision 2020 Installation - Phase 1 - Prepare the Application Server

This video demonstrates the steps to prepare the Application service to complete a fresh install of Pl
Vision 2020. It is divided into the following sections:

e Check System Requirements
e Prepare the Pl Vision Application Server Computer
e Prepare SSL Access

Check System Requirements

The machine where we will install PI Vision is dedicated to hosting PI Vision. Verify that your machine
meets the following hardware requirements, based on the number of Pl Vision users:

# of Users 1to 50 50 to 250
CPU (Cores) 4 4

CPU Speed (GHz) 2 2.5
Memory (GB) 6 12

Please note, you can use the PI Vision Administration website to generate a report that lists the number of
users who have accessed PI Vision within a specific time range if you are unsure of your user base.

Verify that your machine meets the following software requirements:

Windows Server 2012 64-bit or newer, including Server Core versions

Microsoft Internet Information Services (IIS) 8.0, or later

Microsoft .NET Framework 4

Microsoft SQL Server 2014 (Express, Standard or Enterprise) or later to host the Pl Vision
SQL database

P1 Vision 2020 supports the following versions of Pl Data Archive and Pl Asset Framework:

e Pl Data Archive version 3.4.380 and later
e PI AF version 2018 (2.10) or later
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Prepare the Pl Vision Application Server Computer
Now that we have verified that our machine meets all of hardware and software requirements, we need to
prepare the Pl Vision Application Server.

If you have not already done so, work with your IT team to make sure that you have the required ports 80
or 443 open for the PI Vision web server.

If the Web Server is dedicated only to Pl Vision application, then it is possible to install it to the Default Web
Site, but if the Web Server is shared with other web applications, third-party or OSlsoft’s Pl Manual Logger
Web and RtReports Generator, it is recommended to install Pl Vision to the dedicated website.

- :TP““‘““ Pooks For new website it is necessary to assign bindings and their ports. HTTP
5 J;dm o protocol has default port 80 and HTTPS default port 443. If those ports
& Plvision are taken by another website, they cannot be used, and different port
2 Explore number must be assigned. Any other number must be specified in URL

Edit Permissions... address.

Add Application...
Add Virtual Directory...

Edit Bindi Site Bindings ? X
it Bindings.., [}

Manage Website » Type  Host Name Port IP Address Binding Informa... Add...
hitp 80
53 Refresh https 443

X Remove
Rename

Switch to Content View
Close

Download the PI Vision Installation Kit to this machine from the OSlsoft customer portal. If you are not
using an existing SQL Server installation, you will also need to download the Microsoft SQL Server
installation kit from the Microsoft website. This video will assume we have already got a working SQL
Server to use.

Next, we need to add server roles and features. Before you begin, verify that you are in the local
administrator group on this machine with the Computer Management application.

Once you've verified that you have the appropriate permissions, launch Microsoft Server Manager and
click Add roles and features and then click Next. Select the Role-based or feature-based installation
option for the installation type and then click Next. Select the appropriate server from the Server pool
and then click Next.

On the Server Roles page, select the roles appropriate for your operating system.

Operating system Roles

Windows Server 2012 and Windows Server 2012 R2 Application Server and Web Server

Windows Server 2016 and Windows Server 2019 Web Server
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For the installation on our machine which is running Windows Server 2016, we have selected the Web
Server (11S) option. PI Vision install kit requires Web Server (IIS) role to be installed prior the installation.
Click Add Features and then click Next.

It is not necessary to add more features beside the default selection that includes management tools (IIS
Management Console). PI Vision installation procedure triggers a script that installs all necessary features
and role services for Pl Vision.

The least minimum role services are listed in Pl Vision Installation and Administration Guide in section
“Prepare the PI Vision application server computer — Add server roles and features” or in OSlsoft Live

Library.

_1§ | Add Roles and Features Wizard x
Select one or more roles to |

Roles

-@ | F B v view by

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

For installing the required and recommended roles and features:

- On the Features page,

o open the Windows Process Activation Service and then select the Process Model

and Configuration APIs options. Click Next and then click Next again.
- On the Role Services page,

o under Common HTTP Features make sure that you have everything checked
except WebDAV Publishing.

o Under Health and Diagnostics, there are no required settings, but we recommend
adding HTTP Logging, Logging Tools, Request Monitor, and Tracing.

o All options under Performance are required.

o Under Security, Windows Authentication, Request Filtering, and URL Authorization
are required, but we also recommend selecting IP and Domain Restrictions. We
recommend using Windows Authentication, but if you need to use Basic
Authentication, you can select that option.

o Under Application Development, .NET extensibility 4.5, 4.6, or 4.7 and ASP.NET
4.5, 4.6, or 4.7 are required. We also recommend selecting ISAPI extensions and
ISAPI filters.

o Under Management Tools, IS Management Console is required and we
recommend adding IIS Management Scripts and Tools and Management Service
as well.

Once you have made all of your selections, click Next. Then, click Install on the Confirmation page.
Please note, this process will take some time. We have significantly increased the speed during this
section (of the video).

If your installation was successful, you will see this note under the progress bar. Click the Close button.
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Prepare SSL Access

Now that we have prepared the PI Vision Application Server, we need to configure Secure Socket Layer
(or SSL) access. To fully secure access to PI Vision, use a digital certificate obtained from a trusted third-
party registrar. Though the Pl Vision installation can create a self-signed certificate, this certificate will not
be trusted by browser clients and will result in certificate warnings when users visit Pl Vision.

The Vision Install Kit will set up the site for SSL access, but we’ll need to add our own certificate to
replace the self-signed certificate after Vision is installed.

Keep in mind that this walk-through assumes you are installing 1IS. That means that we are not running
any other websites on this machine. Refer to the documentation if you are installing PI Vision on a
webserver that already has existing websites.

Exercise

Test your knowledge by going through the steps for preparing an Application Server for the Pl Vision
installation. You can use the virtual environment provided with this part of the course or perform an
installation on your own environment. The virtual environment is not identical to the one used in the
videos. Differences will be pointed out in the exercises.

Tasks:

- Add the required Server Roles and Features. At this point you can limit this to the Web
Server (11S) role which is required prior to the PI Vision installation and continue the
installation process with the default settings.

- Within the training environment we will use the self-signed certificate which will be
generated during the PI Vision installation. For the purpose of this training, it is not
necessary to obtain a digital certificate from a trusted third-party registrar as it is
recommended.

Solution

Review the video for details.

23| Page



Create a Service Account and Set Up Permissions

Video: Pl Vision 2020 Installation - Phase 2 - Create a Service Account and Set Up Permissions

This video demonstrates the steps to verifying the permissions for the service account where you will
install PI Vision 2020. It is divided into the following sections:

e Check Pl Data Archive & Pl AF Server Permissions

In Phase 2 of the PI Vision 2020 installation process, we need to create a service account and set up
permissions. We strongly recommend that you create a custom service account for Pl Vision. We worked
with our IT team and they created a service account that we will use for PI Vision.

Check PI Data Archive & Pl AF Server Permissions

We need to verify that we have the right permissions on our Pl Data Archive and AF Server to allow this
account to connect to them.

We have switched to our Pl Data Archive machine to make sure that we have the right permissions.

Launch Pl System Management Tools. You can do this from any machine with Pl System Management
Tools installed.

Click Security and then click Identities, Users, & Groups. Verify the existence your PI Vision identity.
Click Mappings & Trusts and confirm that this service account is mapped to the Pl Vision identity.

Click Database Security. Verify that the Pl Vision identity has read access on PIMapping and PIPoint.
For individual PI Points, we need to make sure that the PI Vision service account has read access on
Point and Data Security. We'll perform a spot check on one of them to confirm that this was setup
correctly, in this case, we’ll use SINUSOID.

Click Point Builder. Click Search and then search for SINUSOID. Click SINUSOID from the search
results and then click the Security tab. Here we can see the Pl Vision identity has read access on Point
Security and Data Security. This will need to be true for any PI Point that's viewed in Pl Vision.

Note: The PI Vision Service account requires read access to all Pl Points which should be available to
view in PI Vision for performing searches and potentially calculations for AF Data References. Still, users
will only be able to access data via Pl Vision to which they have read access personally.

We need to confirm that we have read access in AF for the service account with Pl System Explorer.

Click File and then click Server Properties. Click the Mappings tab and verify that we have a mapping
for the PI Vision service account and that it receives an identity that we know has read and read data
access to the AF Server, the AF Databases, the AF Elements, the AF Tables, and the Event Frames that
we want to be viewed in Pl Vision.
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Exercise

Perform the steps to create a service account and set up permissions on the virtual environment. On the
virtual environment you will need to create the account first and set the permissions as shown in the
video. If you are unsure, have a look at the solution for guidance.

Tasks:

- Create a Service Account for Pl Vision on the Domain Controller. OSlsoft recommends
that you name the service account PIVisionService. Set a password for the account (for
example: ABC123xyz) and note it down for later use.

- On the PI Data Archive machine, create a Pl Vision identity and map the service account
to this identity. Give the PI Vision identity read access to the tables PIMAPPING and
PIPOINT. Since we only have demo Points on the system, we do not need to give read
access to existing Points, however you can do this for SINUSOID for practice.

- Create an identity on the Asset Server and map the service account to this identity. We do
not have any databases yet, so it is sufficient to give read access to the Asset Server in
general.

Solution

Create a Service Account for Pl Vision

1. On the domain controller, open Active Directory Users and Computers.
2. Right-click the Users folder, and then click New > User top open the New Object - User window.
3. Enter the name of your account and click Next.

You can enter Vision as the first name, Service as the last name, and PIVisionService as the user
logon name.
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Mew Object - User >

; Create in: pigchool. int/U sers

{d
First name: |"»-"isiu:un | Iritials: I:I
Last name: | Service |
Full name: |"-.r"isi|:|n Service |

[Jzer logon name:
| FlvisionService | (Bpizchool.int A

Izer logon name [prewindows 2000]:
| FISCHOOLY | | PlvisionService |

< Back Cancel

4. Enter the account password ABC123xyz and select User cannot change password and Password
never expires check boxes.

Make a note of the account name and password as you will need it during installation. After
installation, you will configure the PI Vision application pools and services to run under this new

account.
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Mew Object - User

J

Create in: pigchool. int/U sers

G
Paszward: TIITIIL] |
Confirm password: |-uuuu |

[ ] User must change password at nest logan
Ilzer cannot change password

Password never expires

[ ]Account iz disabled

< Back Cancel

5. Click Next and Finish.
Check PI Data Archive Permissions (back on PISRV01)

1. In System Management Tools create a new identity PIVision.
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File  “iew  Tools

Servers

Help

|5&.—;|m’1

Servers
PISEWO1

System Management Toolz
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Batch
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Operation

Paints

 Secunty

Database Securty
Firewall
Identitiez, Uzers, & Groups
Mappings & Trusts
Securnty Settings
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A - B |- @
Fl ldentities Pl Users Pl Groups
[ dentity Semver Collective  Description
ﬁ. FlEngireers  PISAWDO Ay individual with engines
ﬁ. FlOperator: PISAWO Ay indradual with operatio
ﬁ, FlSupervizors PISRWOT Ay indiadual with superviz
ﬁ. Fltaforld FISAWOT Built-ir identity to represent
B Mew Identity ? >
\dentity: | Plvisior| |
Server: FISRWO e
D ezcription | |
[ ] Identity cannot be delsted
[] Identity cannaot be used in a M apping
[] Identity cannot be uzed in a Trust
[] Identity iz dizabled




2. Create a new mapping to map the PIVisionService account to this new identity.

R

File  Wiew  Tools  Help

Servers

|5.e.im"1

SEnvers
FISRYO1

Syztem kanagement Tools
Saarch

A
Alarmz
Batch
Data
Interfaces
IT Paints
Operation
Puoints
 Security
Database Security
Firewall
|dentitiez, Users, & Groups
M appings & Trusts
Security Settings
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A

] ol | 12 [ | @
Mappinds  Trusts
Mapping Server Collective  Descrption  Plldentity  Enabled

£ 24dd New Mapping >
Wwindows Account | PISCHOOLAPRisionService |
WWindows S10: |5-'| -5-21-287 7161 345-9?93?0385| =
Dezcrption:
Server: FISAWOT W
Pl Identity: Plyision | []
[ ] Mapping is dizabled

Create Canizel




3. Give this identity read access to the PIMAPPING and PIPOINT tables.

T Database Security - Pl System Management Tools (Administrator)

Drescription

Controls access for MDB-AF synchra...
Controle access for archive managen...
Contrals access to archive informatio...
Cortrol: read access ta the audit lag
Control: access for backup manage. ..
Controls access to PIB atch objects in...
Controls access to unit configuration ...
Controls access to PlCampaign objec. ..
Cantrol: toplevel access to this table
Control: access to Digital States and ...
Controls toplevel access to Heading...

Controlz access to |dentity Mappings

File  View  Tools  Help
Servers Ey __l’ # | @
|5r35m‘1 e | . .
s Table Mame Server Collective  Security
EMVErS -
- ﬁF‘IAFLINK PISRYO piadmir: Afrw] | piadming: Afrw] | PRwiorld: A()
ﬁF’IAHD’hDMIN FISRY piadmir: A[rw] | piadming: Arw] | PIworld: A()
ﬁF‘IAHCDATA PISREYO piadmir: Afr.w] | piadmins: Afrw) | PRworld: A()
ﬁPIAUDIT PISRYO piadmir: Afrw] | piadnire: Afrw) | PR orld: A[)
ﬁF‘IBAEKUF‘ FISAWD piadmin: A[rw] | piadmins: &(rw] | Plworld: &()
ﬁF‘IBatch PISRY piadmir: Afrw] | piadmins: &(r,w) | PIworld: A1)
ﬁPIBATEHLEGﬂEY FISRY piadmir: A[rw] | piadming: Arw] [ PRrsforld: Afr)
Sypstem Management Tools ﬁF’I Campaign FISRY piadmin: Afrw] | piadmins: Alrw) | PRsforld: Afr)
Saarch p| ﬁPIDBSEE PISRYO piadmir: A(rw] | piadnins: A(rw) | PRwaord: Alr)
Alarme ﬁF‘IDS FISAWD piadmir: A[rw] | piadming: A(rw] | PRwforld: &fr)
Batch ﬁ FIHeadingSets FISRYO piadmin: Afrw] | piadmins: Arw) | PRwforld: Afr)
Data . = DLE Do piadrmir: Al | 5 A w] | PIworld: Af)
Interfaces i #]  Refresh piadrmin: Afrw] | piadmins: A[rw] | Plw'ord: Alr)
IT Pairtz "R FIMSGS E EeportList.. piadrnite Alrw] | piadming: A | PR od: 2w
Dp.eratlon ﬁF‘I POINT|— = piadmin: Afrw] | piadmins: &frw) | Phworld: Afr)
Prints 3 PIReplic. 2T Properties. piadmmin: Alrw] | piadmins: Alrw] | Plword: 4()
v Secuity ) M PITransferfiecards  FISRVT piadmmini: Alrw] | piadming: AlrLw] | Flword: Afr)
E_a‘abise Security rITRUST PISAVOT piadmin: Alrw] | piadming: Alnw] | Plaodd: 4()
e T PITUMING PSRV piadrin: Afrwi | piadking: Afrw] | Plword: A()
Identilies, Users, & Groups FrIUSER PISRYV iadmin Afr.w] | piadmins: A(rw) | Flward: &1
Mappings & Trusts - R FAl TR o .
Security Settings
— .
W Security for PIMA.,  — | ey
Databaze Table: PIMAPPING
Server FISRWOT
Description: Controls access to ldentity
M appings
& piadmin
8 piadminz
B Prworld
B Plvision

Permizzions for
Fead
Write

Add.. Femove
Pligion Al
]

k. Cancel
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Controls topdevel access to Modules
Control: access to the meszage log
Controls topevel access to Paints, P...
Contrals access to Servers, Collectiv...
Controls access to PlTransferRecord ...
Contrals access bo Trusts

Controls access to Timeout paramete..
Controls access to Users, Groups, an..



Table Mame

W PIAFLINK
W PIARCADMIN
W PIARCDATA
W PaUDIT

W PIBACKUP
“F PlBatch

W PIBATCHLEGALY

‘?J FICampaign
S FIDBSEC
“FFIDS

'?J FIHeadings ets
S FIMAPPING
B FiModules

W PIMEGSS

Server

PISAYO1
PISAYO1
PISAYO1
PISAYO1
PISRYOT
PISRYOT
PISRVOT
PISRVOT
PISAYO1
PISAYO1
PISAYO1
PISAYO1
PISAYO1
PISAYO1

Collective

Security

piadmir: A[rw] | piadmine: Alrw] | PR orld: A
piadmin: A w] | piadming Alrw] | PR orld: Al
piadmin: A w] | piadming Alrw] | PR orld: Al
piadmin: Arw] | piadming Alrw] | PRaorld: Al
piadmin; A[rw] | piadmin: Alrw) | PR orld: Af)
piadmin; A[rw] | piadmins: Alrw) | PRorld: Al
piadmin; A[rw] | piadming: Alrw) | PRaorld: Al
piadmin; A[rw] | piadming: Alrw) | PRaorld: Al
piadrnin: Arw] | piadming Alrw] | PRaorld: Al
piadmir; Arw] | piadming: Alrw) | PRaorld: A
piadmir; Arw] | piadming: Alrw) | PRaorld: A

piadmir; Afrw] | piadming: Alrw) | PRAson: A | PR orld: Al

piadmir: Afrw] | pladmine: Alrw) | PRy orld: )]
piadmir: Afrw] | pladming: Alrw] | PRy orld: Blw]

Dezcription

Controls access for MOB-&F syncho..
Controls access for archive managem...
Controls access to archive informatio...
Cantrals read access to the audit log
Contrals access for backup manage...
Contrals access to PIBatch objects in...
Contrals access to unit configuration ...
Contrals access to PICampaign objec...
Contrals top-level access to this table
Controle access to Digital States and ...
Contrals top-level access to Heading, .
Controls access to [dentity Mappings
Controls top-level access to Modules
Controls access to the meszage log

SFIPOINT

PISAYO1

piadmir: A[rw] | piadmine: Afrw] | PRsion: Al | PRy orld: Al

Controls bop-level access to Points, P

'? FIReplication

‘? PITransferR ecords

“FWPRITRUST
W PITUNIMG
“WPIUSER

PISRAYO
PISAYO
FISRYO
FISRYO
FISRYO

piadmin: A w] | piadming Alrw] | PR orld: Al
piadmin: A w] | piadming: Alrw] | PRaorld: Alr)
piadmin; A[rw] | piadmin: Alrw) | PR orld: Af)
piadmin; A[rw] | piadmin: Alrw) | PR orld: Af)
piadmin; A[rw] | piadming: Alrw) | PRaorld: Al

Controls access to Servers, Collectiy...

Contrals access to PlTransferRecaord ..
Controls access to Trusts

Contrals access to Timeout paranete. ..
Controls access to Userz, Groups, an...

4. For each PI Point which should be accessible through PI Vision we need to grant read access. On
the training system we can do this exemplarily for SINUSOID as we do not yet have any
production points we need to expose. Since we have included the identity with read access on the
PIPOINT table, the identity will be added with read access to newly created Points by default.

T Paint Builder - Pl System Management Tools (dministratar)

File  View Tools Help

Servers
| Search
Servers

PISAVOT

System Management Taoks

FHE B e
o

Server Name

Stored Values  Point Source  Point Type  Foint Class  Descriptor

FISRYO1 SINUSOID  Realtme data R

General Archive Classic Securiy System

search
i Point Secuity
Batch & piadmin 8 Fiwold
Data 84 piadmins
Inteifaces B Pivision
IT Points
Operation
~ Paints
Digital Stales
Perfoimancs Equations Permissions for
Peint Builder
Faint Classes Fead
Feint Source Table Wiite
Totalizers

Securiy
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Point Secuity

classic 12 Hour SineWave  piadmirs Al | piadmins: Afrw) | PlVision: 401 | Piworld: A1)

Diata Secuy
& piadmin £ Fiwald
84 piadmins
B Prvision
Acd.. Femave
Allow Pemissions for.
O Read
O Wiite

1 point

piadmin A(rw] | piadmins: Alrw) | FlVision: A0 | Flwoild: A(1

Add. Femove
Allaw

]
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Check Pl AF Server Permissions

1. On the training system, we do not yet have any AF databases we need to expose in PI Vision. To
grant the identity general rights to AF open Pl System Explorer and go to File > Server Properties
> |dentities... (or File > Connections..., select the AF server and click Properties) to open the PI
AF Server Properties dialog. Add a new identity PI Vision Service.

Note: A message will display to create a new database, you can respond ‘No’.

Create Database

The AF server "PISRWOT only contains swstem configuration
databases, Would you like to create a user database at this
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time?
Yes Ma
1 PIAF Server Properties O >
General Plug-Ins  Libraries Identities  mMappings  Counts
ey p - |
Marme Descripkion Enabled
d,i;,.ﬁ.dministratl:urs Administrator security access  True
gﬁ;,.ﬁ.sset Analykics PI Analysis Service securit,,,  True
gﬁ,;,.ﬁ.sset analykics Recalcu,..  PI Analysis Service recalcul,.. True
.:d;,Engineers Engineer security access True
g Motifications PI Motifications Service sec...  True
gﬁ;,Owner Ovaner security access True
:ﬁ;,F‘I System Directory Ad...  Adminisker PI Swskem Direc...  True
qﬁ;,F‘I Swskem Directary Re,.,  Reagister PI System Directa,..  True
gﬁ,;,F‘I System Directary Ser,., PIWeh API to PT System D..,  True
{ﬁ,;,F‘I System Directary Users  Allow read access to the PLL.,  True
=PI Weh APT Adrins (PLL.. True
s World world security access True
ey,  MewIdentity
Lz
#]  Refresh
Paste
EL  Importfrom File..,
EL  ExporttoFile..,
5 Security.,




5 Security Identity Properties O >

General  Mappings
Mame: |P'I Yision Service| |
Description: | |

Identity is Enabled

Cancel

2. Under the Mappings tab create a new mapping and map the identity to the account
PISCHOOL\PIVisionService.

S5 PIAF Server Properties O x>
General  Plug-Ins  Libraries  Identities Mappingds  Counts
e =
Marne Descripkion Idenkity Accounk
EBLIILTIN'I,A. .. Administrakor,..  Administrators BUILTIMY Adrministrators
EEverynne Authenticated..,  World Everyone
EEveryDnel PI Svskem Dir...  Everyone
ENT SERNMIC... Account confi..,  Asset Analvtics  NT SERVYICE\PIARalysisManagsr
ENT SERVIC... Account confi...  Motifications MT SERVICE\PIMotificationsService
ENT Service... Required ko al... PISwstemDir... PISRWO1.pischool.int}3-1-5-80-11...
EF‘I Web AP, FIweb API &... PISRVOL.pischool.int)3-1-5-80-11..,
EF‘ISCHOOL. o Account used ... PISyskem Dir,,,  PISCHOOLstudentOl
EF‘ISCHOOL. .. Accountused ... PISwskem Dir,..  PISCHOOL)studentOl
-1 .
wi  Mew Mapping )
|#]  FRefresh I':}
Paste
EL  Impartfrom File...
EL  ExporttaoFile..,
E 0 Security.,
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P Security Mapping Properties O >

General
Accourt: |F‘ISCHOOL'I,P'I'-.-'isiDnService | s
Account SID:  |5-1-5-21-2677161346-979370369-2379237577-3601 |
Mame: |F‘ISCHOOL'I,F'I'-.-'isiDHSEWice |
Descripkion: | |
Identity: PI Yision Service ~

Cancel

3. To set the permissions for the new identity open File > Connections... (if you don’t have it
open already from the previous steps), and open the security settings for the Asset
Server.

SEMVEFS

O

s

*.-'ldd Azzet Senver "-i Add Data Server

Connect @ Setas Default 58 Properties (@ Buffering Manager -

JPISRYCg

Fifar oo
rarme Huost Iser Buffer Status Descripkion Type
Jf‘F‘ISF‘J-.-'EIl PISRNOL Mok Running

Daka Server

Close

* Add Azset Zerver

"-i Add Data Servcer
Dizconnect

£
@ Refresh
Jpdating

> Remowve..,

@ Audit Trail

) SRCUFibe.. L\:

P Properties
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4. Add the new identity and give it read access.

Security Configuration O >
Items ko Configure:
Tkem Security Skring 2
Q PISRYO1L Adminiskratars: Ay, w,rd, wd,d,x, 8,5, 50, a0 | Enginesrs: Al

& PISRYOL - Contacts

& PISRYOL - Motification Contact Templates
;E,;,F‘ISFL'-.-‘EII - Security Identities

8 A PISRy01 - Security Mappings
EIrISRY01 - Databases

@F‘ISRHDI - Database - Analyses

Administrators: Afr,w,rd,ved,d,x, a, 5,50, an)|Engineers: Al
Administrators: alr,w,rd,vwed,d, x4, 5,50, an)|Enginesrs; &l
Adminiskrators:alr,w,rd, wd,d, x, 8,5, 50,80 |Enginesrs: A
Adminiskrators: alr,w,rd, wd,d, x, 8,5, 50,800 |Enginesrs: Al
Adminiskrators: alr,w,rd, wd,d, x, 8,5, 50,800 |Enginesrs: Al

Adminiskrators:alr,w,rd, wd,d,x, 8,5, 50,an0|Engineers: F w

hild Permissions

() Do not madify child permissions

(® Update child permissions For modified identities

() Replace child permissions For all identities

Concel | [pemy

£ >
Identities: Add. .. Remove Permissions For PT Yision Service:
Marne Permission Allows Derry ~
e Adrinistrators Al L] L]
4 Enginesrs Read []
&g world Wriks ] n
i.ﬁ.sset .ﬁ.na:',.ftlcs y ReadWrite ' O
5 Asset Analytics Recaloulation
[ Fead Dat !
& P1 web APT Admins (PISRYO1) mea e O
s Mokifications Write Data L] L]
& P1 vision Service Read/Write Data ] ]
Subscribe ] ]
Subscribe Others ] ] v
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The Installation Process

Run the Installation Process

Video: Pl Vision 2020 Installation - Phase 3 - Run the Installation Process

This video demonstrates the steps to install and run Pl Vision 2020. It is divided into the following
sections:

e Run the PI Vision 2020 Install Kit
e Check the PI Vision Application Pool Configurations
e Select a Different Certificate to Use for the Pl Vision Web Site

Run the Pl Vison 2020 Install Kit

Navigate to the location on your computer where you have the Pl Vision Install Kit downloaded.

Remember, before you install PI Vision here, you need to run the installation as an account that is in the
local administrator's group.

Right click the install file and then click Run as administrator. Extract the files to a location of your
choosing. When this process is complete, you will see a list of the components that will be

installed. Notice that one of the components is Microsoft. NET Framework 4.8. This will likely require a
restart of the machine. Click OK to continue. When the .NET Framework install is complete, click Finish,
then click Restart Now to reboot your machine.

After the machine reboots, the installation process will continue, running services will need to be stop,
clock Next. A series of processes contain files that need to be closed, select automatically close
application and click Next. (you may be requested to enter the Default Asset server and Default Data
server in the prompts and click Next. You can specify a custom location for the PIHOME Installation
directories or keep the default C Drive location.)

The installation process will continue. Next, we will begin the Pl AF Client 2018 SP3 Patch 3 installation.
Click Next. Decide whether you want to participate in our customer experience improvement program and
then click Next. You can optionally enable the Management plug-in feature by clicking here. Click Next to
continue.

If you do not have Microsoft Excel installed on this machine, you will see a message here to let you know
that PI Builder will not be installed since Excel is not available.

Click Install.

The final part of the install is the PI Vision Installation Wizard. Click Next. Click Continue to
acknowledge that you will comply with the laws, rules, and regulations for cookies. The next part of the
process checks for any missing required Windows features. Leave the Install missing Windows
features now option checked. Click Continue. In the Install Required Windows Feature pop-up, click
OK.
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Again, decide whether you want to participate in our customer experience improvement program and then
click Next. Click Next again. Since we just installed the web server, we only have the default website
listed here.

If you had an existing web server, you would select your website here if you were not using the default
website. Click Next and then click Install. After the process completes, click Finish. Then, after the

services start, click Next. Our machine now requires a reboot so we will click Yes to restart the machine
now.

Once the machine has been rebooted, you can see that the Pl Vision 2020 setup was successful. Click
Close. Close Server Manager. PI Vision 2020 is now installed.

Check the PI Vision Application Pool Configurations

An 1IS application pool is a pool - i.e., a collection - that houses applications on IIS. Each application pool
consists of a process called w3wp.exe that runs on the server machine.

P1 Vision installation creates three application pools:
e PIlVisionAdminAppPool runs the Administration website
e PIlVisionServiceAppPool runs the main PI Vision application website
e PIVisionUtilityAppPool runs the PI Vision Display Utility.

U:‘ PlVisionAdminAppPool Started wd D Integrated
LE¥ PVision ServiceAppPool Started w0 Integrated
LY PiVisionUtility&ppPool Started ] Integrated

We need to make sure that the Pl Vision application pools are running under the correct account in the
Internet Information Services Manager. In the IS Manager, Click the webserver and then click
Applications Pools. Here, we can see the admin, service, and utility application pools. Right click one
and then click Advanced Settings to change their identity. Scroll to the Identity setting, double click it,
select Custom account, click Set, enter your username and password, click OK and then click OK again.

A
« ) v PISRYO1 » Application Paals Advanced Settings ? %
File ‘iew Help
v (General) ~
Connections 7 MET CLR Yersian ¥4
- N .
< - all.-% U;J App“catlon Pools Enable 32-Bit Applications False
e Managed Pipeline Mode Integrated
o StertPage This page lets you view and manage the list of ap o et Wg il
~ -85 PISRVOT (PISCHOO L studentl | oide isolation ameng different applications, e iFlensdminfppoc
L.} Application Pools Queue Length 1000
&) Sites Filter: » W Bo - g sho Start Made OnDermand
Narne Status || Y CPU
L5} MET w5 Started tfmf:fim"t) g b
10 MET w5 Classic Started Lfmf“ ‘t‘ml . SD cren
2 DefaultippPacl Started P""' " E";f(m‘”: E’b)l ) .
QP\VlsmnAdmmAppPoo\ Started rocessor !mty naoke s
A Pracessor Affinity Mask 4294067205
L= PisionServicedppPoal Started " i Mask (64 bit ¢ 4204067205
LI PWisionLiilityppPaol Started rocessor Affinity Mas -

v Process Model

Generate Process Mode| Event L

NetworkService|

Idle Tirne-out {minutes) 20

ldle Tirne-out Action Terrninate ©
Identity

[identityType, usernarme, password] Configures the application paal to run
as built-in account, i.e, Application Pool Identity (recommended), Metwork
Service, Local Systern, Local Service, or as a specific user identity.

QK Cancel

Ready
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Application Pool ldentity ? x

(O Built-in account:

MetworkService

@ Custom account:

Cancel

Set Credentials ? x

(O Buil  Username:
I |p\schooI\P\VlsmnSeMce |

Passward:

Confirm password: :l

hq' Application Pools

This page lets wou view and manage the list of application pools on the server, Application pools are associated with w
prowvide isolation armong different applications.

Filter: - Go - g Show Al Group byt Mo Grouping M

Marne Status MET CLREW., Managed Pipel.,  Identity

,;'.NET wd 5 Started w0 Inteqrated ApplicationPoolldentity
;".NET wd, 5 Classic Started wd, 0 Classic ApplicationPoolldentity
;‘Default&pppoul Started w0 Inteqrated ApplicationPoolldentity
;"PIVisiDn.ﬂ.dmin,ﬂ.ppPDDI Started w0 Integrated pischool\PRisionSersdice
é’PIVisiDnSewiceAppPDDI Started w0 Integrated pischool\Plision3ersice
{u=)f PlisionUtilitySppPoal Started 0 Inteqrated pischool\PlVisionSersdice

Verify that Enable 32-Bit Applications is false (default setting). Click OK. Repeat these steps for the
remaining app pools.
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Advanced Settings ? *

v [General] ~
JMET CLR Wersion vd.0
Enable 32-Bit Applications Falze w
Managed Pipeline kMode Integrated
Marne Plision&dmindppPool
Queue Length 1000
Start Mode OnDermand
v CPU
Lirnit ipercent) 0
Lirnit Action Mosction
Litnit Intercal (minutes) 5
Processar Affinity Enabled False
Processor Affinity Mask 424067295

Processar Affinity Mask (64-bit ¢ 4294967295
* Process Model

Generate Process Model Bvent L

Identity pischool\P WisionService
ldle Time-out {minutes) 20
Idle Tirme-out Action Terrminate hd

When you’re finished, your app pools are running under the custom domain account.

Select a Different Certificate to Use for the Pl Vision Web Site

Within IS Manager, click the web server and then click Sites to display the list of web sites on your
machine's IIS server. Locate the site that has the Pl Vision application installed under it. By default, and
in our case, this is Default Web Site.

Click Bindings. In the Site Bindings dialog box, click the https row and then click Edit. In the Edit Site
Bindings dialog box, click the drop-down list below SSL certificate and then select a different certificate
which will be bound to the port selected in this binding for your IIS Website.

The certificate we selected is trusted by browser clients and will prevent certificate warnings from
occurring when users visit Pl Vision. Click OK.

We have now verified that we have the right permissions and certificate and we have successfully
installed PI Vision on this machine. From here, you will finish configuring PI Vision.
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Exercise

Perform the steps to run the installation process on the virtual environment. You will need to make some
adaptions to the setup at hand compared to the video. If you are unsure, have a look at the solution for
guidance.

Tasks:

- Run the PI1 Vison 2020 Install Kit (PI-Vision_2020_). A shortcut to the folder Pl Vision
Install Kits can be found on the desktop.

- Optional: Run the install kit for Pl Vision 2020 Patch 1 (PI-Vision_2020-Patch-1_) which is
also available on the training environment.

- Check the PI Vision Application Pool Configurations

Note: Within the training environment we will use the self-signed certificate.

Solution

Run the PI Vison 2020 Install Kit:

Follow the installation process with the default settings as shown in the video. You might need to re-start
the installation process manually after reboot. On the virtual environment it is not necessary to enter the

default servers as they are already set for the machine.

Note: If you have not installed the required and recommended roles and features previously the
installation of required Windows Features will take several minutes.

Check the PI Vision Application Pool Configurations:

Change the identity for the three application pools to PlVisionService (password: ABC123xyz).

40| Page



Post-Installation Tasks

Configure PI Vision

Video: Pl Vision 2020 Installation - Phase 4 - Configure PI Vision

Introduction
This video demonstrates the steps to configure PI Vision 2020 after installation. It is divided into the
following sections:

1. Add a PI Data Archive Server or a Pl AF Server to the Registered Servers List
Manage PI Vision Local User Groups

Check SQL Server Permissions

Create the PI Vision Database

Allow Access to Each Pl Data Archive Server and Pl AF Server from Pl Vision
Configure Pl ProcessBook Import Folders

o0k wWN

Part 1: Add a PI Data Archive Server or a Pl AF Server to the Registered Servers List

Before going to the PI Vision Admin site, there are a couple of things that we want to check. First, we
want to make sure that the Pl Data Archives and AF Servers that we want to connect to in Pl Vision are
listed in our known servers table.

On the PI Vision web server, open Pl System Explorer and click File then click Connections, I'm going
to confirm that | can connect to my Data Archive by selecting the server and clicking Connect. To add
additional AF servers, click Add Asset Server, enter the name of the AF Server in the Host field, click
Connect and OK. Similarly, to add PI Data Archives, click Add Data Server, enter the name of the PI
Data Archive in the Host field, click Connect and OK.

Part 2: Manage PI Vision Local User Groups

Next, there are three local user groups that were created when PI Vision was installed. These groups
control who has access to different Pl Vision components. Open Computer Management, expand Local
Users and Groups under System Tools, and select Groups. The Pl Vision Admins, Pl Vision Users
and PI Vision Utility Users groups were all created when Pl Vision was installed.

The PI Vision Admins group controls access to the Pl Vision Admin site and by default contains
the user who installed PI Vision.

The PI Vision Users group controls access to the PI Vision site and by default contains
authenticated users.

The PI Vision Utility Users group controls access to use the Pl Vision Display Utility, which is
installed with PI1 Vision, or the Pl ProcessBook to Pl Vision Migration Utility, which is a separate
installation. By default, this group also contains the user who installed PI Vision.
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To add domain users or groups to a PI Vision local group, double click the group, click Add, enter the
name of the domain user or group account, click Check Names, then click OK and Apply. To remove
existing users or groups from a Pl Vision local group, double click the group, select an existing member,
click Remove, and Apply. Be sure to update all of these PI Vision local groups with your necessary
domain users and groups.

Part 3: Check SQL Server Permissions

Next, we will check the SQL permissions before attempting to create the Pl Vision SQL Database
automatically. On the SQL Server, open SQL Server Management Studio and connect to the SQL
Server instance. Note the SQL Server instance name, which will be needed for the Pl Vision Admin site.
The full name will be located at the top of the Object Explorer pane, and it might end with SQLEXxpress.
Next, verify that this SQL Server has Allow Triggers to Fire Others set to true. To check this right click
the SQL instance and go to Properties. Under Advanced confirm that Allow Triggers to Fire Others
(under Miscellaneous) is set to true.

3 Server Properties - PISEWO1 - O X
S:Je;;:e::aallge ;g Seipt ¥ 3 Help
28 Memory
f Processors o= Bl |
% Secunty -
A Cannections v Containment ~
A Datshase Settings Enable Contained Databases False
=T . dvanced w FILESTREAM
3 Pamissions FILESTREAM Access Level Dizabled
- FILESTREAM Share Mame MSSULSERVER
v Miscellaneous
Allow Triggers to Fire Others True
Blocked Pracess Threzhald 0
Curzor Threshold -1
Default Full-Text Language 1033

Additionally, the user accessing the Pl Vision Admin site must have specific permissions on the SQL
Server to be able to create the PI Vision SQL database. Expand Security, Logins, right click the user
account and select Properties. Click Server Roles and confirm that the dbcreator server role is
selected.

d Login Properties - PISCHOOLhstudentd1 - O x
S:JB;;:BI;TQB ; Script « Lj Help
E"‘ Server Roles
4 szer Mapping Server role is used to grant server-wide security privileges to a user.
4 Securables
&% Status

Server roles:

[ bulkadmin

dbcreatar

[ dizkadmin

[ processadrin

public

[ securityadmin
[ =erveradmin
[ zetupadmin
syzadmin
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ALTER ANY LOGIN permission is also required which is given to users who have the securityadmin
server role.

0 Login Properties - PISCHOOLstudent0l

- [m] X
Select a page =] )
Script + Hell
& General = =P U3 Help
2 Server Roles
#4 User Mapping Login name: ‘F‘lSCHDDL\studenlD‘l
#4 Securables
A Status Securables: Search...
Tupe
Server =

Connection Permissions for PISRY0

Server Explict  Effective
FISRYD1 Permiszion Grantar WA
Cannection: Alter any event session
PISCHOOL studentl .

Alter any linked server
24 View conneclion properlies Alter any login
Alter any server audit
Progress Alter any server role

Feady Alter resouices

Alber e ime bt

<

w

>

Cancel

Part 4: Create the PI Vision Database

After verifying that my user account is in the Pl Vision Admins group and has the appropriate
permissions on the SQL Server, we will navigate to the PI Vision Admin site on the PI Vision web server.
Right-click the web browser and select Run as Administrator. Then enter the Pl Vison Admin site URL.
By default, the PI Vision Admin site will be located at https://webserver/PIVision/Admin where
webserver is the name of the Pl Vision web server. Alternatively, open IIS Manager, expand Sites, the
site where PI Vision is installed (in my case Default Web Site), PIVision and select Admin. In the
Actions pane, click Browse *:443 (https). Note that navigating to the PI Vision Admin site via IS
Manager will use localhost in the URL, which might not be included in the certificate Subject Alternative

Name.
PI Vision uses two websites:

e The administration website used for initial configuration and maintenance:
o https://<WebServer>/PIVision/Admin

¢ The main application website for creating and visualizing displays:
o https://<WebServer>/PIVision

<WebServer> is the hostname or FQDN of the PI Vision IIS Application Server where Microsoft
Internet Information Services (IIS) server role is installed.
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In the Overview page of the PI Vision Admin site, click Manage Configuration next to Pl Vision
Database. In the SQL Server field, use the dropdown or manually enter the name of the SQL Server
instance to host the PI Vision SQL Database which was found in SQL Server Management Studio. In
the Database field, enter the name of the Pl Vision SQL Database to be created on the SQL Server. Click
Save to create the PI Vision SQL Database and verify green checkmarks appear next to the fields. If you
are not able to create the PI Vision SQL Database using the PI Vision Admin site, you may create the PI
Vision SQL Database manually, please see the Run the go.bat script to configure the PI Vision
database section of the PI Vision Installation and Administration Guide for details.

Part 5: Allow Access to Each Pl Data Archive Server and Pl AF Server from Pl Vision

The next step in the Pl Vision Admin site is to add the Data Archives and AF Servers that we want to be
exposed in Pl Vision. In the Pl Vision Admin Configuration page, click the Data Servers tab. Here the
Data Archives from the Known Servers Table on the PI Vision web server are shown. To verify
connectivity to a Data Archive, click Test Connection and make sure a green check appears in the
status. Select the Allowed checkbox next to each Data Archive to be used in Pl Vision and click Save.

Next, click the Asset Servers tab in the Pl Vision Admin Configuration page. To verify connectivity to an
AF Server, click Test Connection and verify a green check appears in the connection status. Select the
check box next to each AF Database to be used in Pl Vision or select the All check box to allow access to
all databases for each AF Server. Click Save when finished.

Click Overview to go back to the PI Vision Admin overview page, and verify green checks appear next to
the PI Vision SQL Database, each Data Archive server, and each AF Server.

Part 6: Configure Pl ProcessBook import folders

The last configuration item to set up in the PI Vision Admin site is Pl ProcessBook import folders. Click
Import Folder Management. Here we can set up specific folders and the Pl ProcessBook displays that are
added to that folder will get picked up and be available to view in PI Vision. Make sure the PI Vision
application pool account has read access to any folder and its subfolders to be added in this page. To add
a Pl ProcessBook import folder, enter the folder path in the Folder field and optionally an alias in the
Friendly Name field. Click Add. Refresh the page and verify a green check appears in the Folder
Accessible column.

Conclusion
We have now created the PI Vision SQL Database and managed the PI Vision local groups, in addition to
configuring Data Archive, AF Server, and Pl ProcessBook import folder access using the PI Vision Admin

site. In the next video, we will configure Kerberos delegation to allow users to access Data Archives and
AF Servers using Windows Integrated Security.

44| Page



Exercise

Perform the steps to configure Pl Vision on the virtual environment. You will need to make some
adaptions to the setup at hand compared to the video. If you are unsure, have a look at the solution for
guidance.

Tasks:

- Manage PI Vision Local User Groups. Add Domain Admins to the group PI Vision Admins
and Domain Users to the group PI Vision Users.

- Check SQL Server Permissions

- Create the PI Vision Database

- Allow Access to Pl Servers from PI Vision

- Add a Pl ProcessBook Import Folder (C:/ProcessBook Displays)
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Solution

Manage PI Vision Local User Groups
PI Vision installation creates three local groups on PI Vision IIS Application Server:

:.E; Pl Vision Admins Pl Vision Administrators
& i Vision Users Pl Visicn Users
i p| Vision Utility Users Pl Vision UHility Users

¢ Pl Vision Admins: Members of this group are granted access to the Pl Vision Administration
website https://<WebServer>/PlVision/Admin.

= Add Domain Admins as shown in the video.

e Pl Vision Users: Members of this group are granted access to the main Pl Vision application
website https://<WebServer>/PlVision.

= Add Domain Users and remove any other users as shown in the video.

o Pl Vision Utility Users: Members of this group are granted permission to use Pl Vision Display
Utility to migrate PI Vision displays from one server to another or change PI Server as data source.

=> We do not need to change the members to this group for the purpose of this training.

Check SQL Server Permissions
You can confirm that Allow Triggers to Fire Others is set to true.
Add dbcreator and securityadmin Server Roles for student01.

Create the PI Vision Database
On the virtual environment navigate to https://PISRV01/PIVision/Admin.
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e & htpsy/Fpisre01/PIVision/&dmin/ Configuration#coreConfig

2 Configuration LT

Pl Vision Administration

Overview Configuration

Configuration

User Access Levels Data Servers Asset Servers Pl Vision Database

Display Management
User Settings

Reports ® salserver | PISRVO1 -

Import Folder Management
A Database PIVision -

Save
Changes take effect when you click Save
Allow Access to Pl Servers from PI Vision
On the Data Servers tab: Test Connection and check Allowed for PISRVOL1.
@ Pl Vision Administration PISCHOOLstudent

Overview Configuration

Configuration

User Access Levels
Data Servers | Asset Servers Pl Vision Database

Display Management

User Setlings Data Servers

Repons.
o Allow PI Vision 1o access a given Data Server
Import Foider Management Connecting o Data Servers as PISCHOOLPIVisionService
Status Server Version Role Connecting As Pluser Allowed
L] PISRVO1 344201182 Application Pool PISCHOOLPIVisionService Pivision | Pivord

Test Connection | M Allowed
Current User PISCHOOLStusent 1 piaamin

Save
@ Pl Vision Administration PISCHOOL \student01
Overview Configuration
Vser Ancess Leves Data Servers | Asset Servers Pl Vision Database
Display Management
User Settings
“ Asset Servers
Reports
Click the triangle (» ) next lo the Assel Server name Lo see available databases for each Assel Server
Import Folder Management Connecting to Asset Servers as PISCHOOLPIVisionService
Connection Status. Name Databases Version
@ Test Gonnection v PISRVO1 oA 21008628
& Pi System Directory
Save
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Add a Pl ProcessBook Import Folder
Navigate to Import Folder Management and add the folder C:\ProcessBook Displays. Set a Friendly
Name, for example ProcessBook Displays.
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Optional: How Kerberos Delegation works

Kerberos delegation is a network authentication protocol that allows users in a distributed application
environment to securely access remote data sources. Kerberos delegation is designed to provide strong
authentication for client/server applications by using secret key cryptography. Clients obtain tickets from
the Kerberos Key Distribution Center on Domain Controller and provide these tickets to servers when
connections are established.

Kerberos Double Hop

Simply speaking, to view data from Pl Data Archive and PI AF in Pl Vision, client’s (user’s) account must
authenticate not only to Pl Vision IIS Application Server, but also to Pl Data Archive and PI AF. Pl Vision
IIS Application server needs to forward (delegate) client’s credentials to Pl Data Archive and Pl AF for
authentication. This is called a Double Hop scenario.

Kerberos Double Hop is a term used to describe our method of maintaining the client's Kerberos
authentication credentials over two or more connections. In this fashion we can retain the user’s credentials
and act on behalf of the user in further connections to other servers.

It works in 5 steps:
Step 1 — Client provides credentials to domain controller and it returns a Kerberos ticket to the client.

Kerberos ticket confirms the client credentials are validated and client is authorized to receive a service
ticket. Service ticket provides access to application services.

Step 2 — Client uses the Kerberos ticket to request a service ticket from domain controller to connect to Pl
Vision 1IS Application Server.

Step 3 — Client connects to PI Vision IS Application Server and provides both Kerberos and service tickets.

Step 4 — PI Vision 1S Application Server uses the client’s Kerberos ticket to request a service ticket, so PI
Vision 1S Application Server can connect to Pl Data Archive / Pl AF.

Step 5 — PI Vision IIS Application Server connects to Pl Data Archive / Pl AF using the client’s credentials.
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for Pl Data Archive / Pl AF

Pl Vision IIS
Application Server

Kerberos Delegation Types
There are four types of Kerberos delegation:
¢ Unconstrained Delegation (not recommended)
e Constrained Delegation — Kerberos Only
¢ Constrained Delegation — Any Authentication Protocol

e Resource-Based Constrained Delegation

Constrained delegation is more secure because it limits delegation to a specified list of services, rather
than allowing delegation to any service as in unconstrained delegation. It requires additional configuration
compared with unconstrained delegation. Service Principal Names must be setup for accounts the
services are running under.

Kerberos only means there is no protocol transition to a non-Kerberos authentication method.
Any Authentication Protocol allows protocol transition if Kerberos authentication fails.

These types of delegation are configured for the service that delegates to other services. In our case, PI
Vision service (PIVisionServiceAppPool) delegates to Pl Network Manager service of Pl Data Archive and
P1 AF Application Service.

Setting up the delegation requires access to the Active Directory Users and Computers on the Domain
Controller and Domain Admin privileges.

Setting up Kerberos delegation is described in PI Vision Installation and Administration Guide in chapter
“Enable Kerberos delegation using a custom PI Vision service account” or in OSlsoft Live Library.
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Resource-based Constrained Delegation (RBCD) introduced with Windows Server 2012 on the other
hand has several benefits from the previous types:

e |s configured for the account of the resource service (Pl Network Manager, Pl AF Application
Service) instead of the account of the service that delegates (P1VisionServiceAppPool).

e Domain Admin privileges are not required.
e Functions across domain and forest boundaries.
Therefore, RBCD is highly recommended type of delegation to set up.

RBCD configuration can only be done via PowerShell. To setup the delegation for the account of the service
we need to delegate to -PrincipalsAllowedToDelegateToAccount parameter is used.

Setting up RBCD is described in PI Vision Installation and Administration Guide in chapter “Configure
resource-based constrained delegation” or in OSlIsoft Live Library.

How do | set up Kerberos delegation for Pl Vision? summarizes the links to the documentation explaining
how the various delegation types are set up.

Service Principal Name

A service principal name (SPN) is a unique identifier of a service instance. SPNs are used by Kerberos
authentication to associate a service instance with a service logon account. This allows a client application
to request that the service authenticate an account even if the client does not have the account name.
Without the SPN the client cannot receive the Service ticket and Kerberos delegation is not possible.

To configure delegation for Pl Vision the SPNs must be registered for these services:
e Pl Network Manager for Pl Data Archive
e Pl AF Application Service for Pl AF

o IS PIVisionServiceAppPool, PIVisionAdminAppPool, PIVisionUtilityAppPool application pools for
P1 Vision

The SPN name format for host-based service is composed of two elements:
<service class>/<host>

<service class>: A string that identifies the general class of the service. For example, “SqglServer”. In
general, this can be any string that is unique to the service class. Be aware that the SPN syntax uses a
forward slash (/).

o PIServer is service class of Pl Network Manager service of Pl Data Archive

o AFServer is service class of Pl AF Application Service

e HTTP is service class for web applications using HTTP or HTTPS protocol such as Pl Vision
<host>: The name of the computer on which the service is running. It can be FQDN or hostname.

SPN can be registered from any machine which is a member of the domain by user with appropriate
permissions (such as Domain Admin or any user who was granted permissions)

To register an SNP use command line tool SETSPN in elevated command prompt and the following syntax:

setspn -s <service class>/<host> <domain>\<service account>
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It is a good practice to register SPN for both <host> identifiers: hostname and FQDN.

To verify the SPNs are registered correctly use SETSPN -L <domain>\<service account>.

Pl Data Archive and Pl AF are capable to register the SPNs by themselves if their service account is
granted the permissions using this PowerShell command:

$gMSA = Get-ADServiceAccount -ldentity SVC-PIDA
dsacls $gMSA.DistinguishedName /G "SELF:RPWP;servicePrincipalName"
$gMSA = Get-ADServiceAccount -ldentity SVC-PIAF
dsacls $gMSA .DistinguishedName /G "SELF:RPWP;servicePrincipalName"

For more detailed information about Service Principal Names beyond the scope necessary for this course
visit Microsoft Docs.
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Set up Kerberos Delegation

Video: Pl Vision 2020 Installation - Phase 5 - Set up Kerberos Delegation

Introduction

This video demonstrates the steps to set up Kerberos delegation after installing and configuring Pl Vision
2020. It is divided into the following sections:

1. Configure the PI Vision Website to Use the Application Pool Credentials
2. Create HTTP Service Principal Names (SPNSs)

3. Configure Kerberos Delegation for the PI Vision Service Account

4. Test Pl Vision Access Remotely

Part 1: Configure the Pl Vision Website to Use the Application Pool Credentials

To configure Kerberos delegation for PI Vision, we will first verify the Pl Vision application pool account. In
IIS Manager, click the web server then click Application Pools. Here we can verify that our three PI
Vision application pools are running as the same domain service account. Thus, we will follow the Enable
Kerberos delegation using a custom Pl Vision service account section of the Pl Vision Installation
and Administration guide.

In IIS Manager, expand sites and the site where Pl Vision is installed (in my case Default Web Site), and
click the PIVision application. Under IIS double click Authentication and verify that Windows
Authentication is enabled. Select Windows Authentication and click Advanced Settings. In the
Advanced Settings window, verify that Enable Kernel-mode authentication is checked. Close the
Advanced Settings window and click Providers. Verify that the Enabled Providers are Negotiate at the
top and NTLM below. Close the Providers window.

Next, click the PIVision application and under Management double click Configuration Editor. In the
Section field, navigate to system.webServer/security/authentication/ and select
windowsAuthentication. Set the useAppPoolCrednentials property to True and click Apply. Finally,
open command prompt as an administrator and run the iisreset command.

Part 2: Create HTTP Service Principal Names (SPNs)

The next step to configuring Kerberos is to create the HTTP service principal names (or SPN) under the
PI Vision application pool account. To do this, you will need the Validated Write to Service Principal
Names privilege on the user in Active Directory. Contact your IT for assistance if you do not have this
privilege.

Open command prompt as an administrator and use the setspn -s command to create an HTTP SPN for
the netbios name of the PI Vision web server following the format shown (setspn -s HTTP/netbios-server-
name domain\service-account). After entering the command, verify no errors are returned.

Next use the setspn -s command to create an HTTP SPN for the fully qualified DNS name of the PI Vision
web server following the format shown (setspn -s HTTP/fully-qualified-DNS-name domain\service-
account). After entering the command, verify no errors are returned.
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To verify the SPNs are correctly registered under the Pl Vision domain service account, use the setspn -I
command following the format shown. Verify the two HTTP SPNs for the Pl Vision web server are
returned.

Part 3: Configure Kerberos Delegation for the Pl Vision Service Account

The final step is to configure Kerberos delegation for the PI Vision service account. For this step you will
need access to a domain controller. Contact your IT for assistance if you do not have this access.

On the domain controller, open Active Directory Users and Computers. Find the PI Vision domain
account. It may be under Users. Right click the name of the PI Vision domain account and click
Properties. In the Properties window, click the Delegation tab and select Trust this user for delegation
to specified services only. Under this option, select Use any authentication protocol. We recommend
this setting for delegation as it allows users who've authenticated to Pl Vision using NTLM to still be able
to use Kerberos delegation.

Next we will add services for each Pl Data Archive that Pl Vision will access. In the Delegation tab, click
Add to open the Add Services window. Click Users or Computers. In the Select Users or Computers
window, enter the name of the Pl Data Archive. Note that if your Pl Data Archive is using a custom
service account, search for that name instead. Click Check Names then OK. In the Add Services
window, under Available services, select PIServer and then click OK. Repeat these steps for every Pl
Data Archive that PI Vision will access.

After all of the PIServer services have been added to the services list, we will add services for each AF
Server that Pl Vision will access. One note is that my AF Servers are running as a domain service
account. Shown here in services.msc for each AF Server in the Pl AF Application Service. Again, in the
Delegation tab for the PI Vision service account, click Add to open the Add Services window. Click
Users or Computers. In the Select Users or Computers window, | will enter the Pl AF Application
service account because that what my AF Server is running as. If your AF Server is instead running as a
machine account, enter the AF Server machine name. Click Check Names then OK. In the Add
Services window, under Available services, select AFServer and click OK. Repeat these steps for
every AF Server that Pl Vision will access.

After all PIServer and AFServer services have been added to the services list, click Apply.
Part 4: Test Pl Vision Access Remotely

Now that Kerberos delegation has been configured, we can test Pl Vision remote access. On a client
machine, open a web browser and enter the Pl Vison site URL. By default, the PI Vision site will be
located at https://webserver/PIVision where webserver is the name of the PI Vision web server.

Once the PI Vision home page appears make sure there are no errors and the Pl ProcessBook import
folders appear under Home. Because we updated the PI Vision website to use a domain certificate, we
don’t have any certificate errors on the client machine. Click New Display and in the new display window,
enter a search term in the Assets pane to verify searching is working. Select a data item and drag it onto
the display to make sure clients can see data for each PI Data Archive and AF Server. Keep in mind for
other users to access PI Vision they will need to be in the Pl Vision Users group. In addition, to see data
they will need to have appropriate read permissions on each Pl Data Archive and AF Server through
mappings.
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Conclusion

With that we have a successful Pl Vision installation and configuration. And users are now able to access
data from our Pl Servers remotely over the web. If you have any problems or receive any different
behavior, note the behavior or errors you receive in Pl Vision. In addition, you can check the Event Viewer
Logs on the PI Vision web server. Open Event Viewer and expand Applications and Services Log. The
PI Vision logs will be the four logs that start with OSlIsoft. You can send this information to our product
support team. Thanks for watching and hope you are enjoying your Pl Vision installation.

Exercise

Perform the steps to set up Kerberos Delegation on the virtual environment. You will need to make some
adaptions to the setup at hand compared to the video. If you are unsure, have a look at the solution for
guidance.

Tasks:

- Configure the PI Vision Website to Use the Application Pool Credentials
- Create HTTP Service Principal Names (SPNSs)

- Configure Kerberos Delegation for the PI Vision Service Account

- Test Pl Vision Access Remotely

Solution
Configure the PI Vision Website to Use the Application Pool Credentials

Follow steps from the video to check settings. As shown there, you will need to set
useAppPoolCredentials to True and run an iisreset.

Create HTTP Service Principal Names (SPNs)
Run a command prompt (cmd) as administrator and type:
setspn -s HTTP/PISRVO1 pischool\PIVisionService
setspn -s HTTP/PISRVO01.pischool.int pischool\PIVisionService

If you want to check what has been created for the user PIVisionService:
setspn -l pischool\PIVisionService
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BR Administrator: Command Prampt — O b

cePrincipalMames for CH=¥ision Serwice,CH
Wal

Configure Kerberos Delegation for the Pl Vision Service Account

Open Active Directory Users and Computers on the Domain Controller. Previously, we have created
PIVisionService as a domain user. Thus, it can be found under Users:

| Active Directary Users and Computers — O *

File  Action  Miew Help

el | R 0| XEL2 BHE P aETa%

| Active Directory Users and Com || Mapne Type Description A
| Saved Queries %studentﬂ User

w 33 pischoolint
| Builtin
| Computers

E'_‘,.studentM User
%student'lS User
%student'lﬁ User
%studentﬂ" User
%studenﬂs User
%studenﬂg User

2| Domain Controllers
| ForeignSecurityPrincipal;
| Managed Sepvice Accout

| Users
%studentm User
E'_‘,.studentﬂ User
%studentﬂ User
%studentEB User
%student?ﬂf User
%student?ﬁ User
%studentEE User
%studentﬂ User
E'_‘,.studentEE User
%studenﬂg User
%studentEU User
£E Security Group...
£ > W
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Follow instructions in the video. In contrast to what is demonstrated in the video, the Pl AF Application

Service on the virtual environment is running under a machine account. As for the Data Archive server
before, enter machine name and select AFServer as Service Type as shown.

Wision Service Properties ? >

Organization b ember Of Dviakin E nvironment Sesziong
Remote contral Remote Desktop Services Profile COk+
General Addrezs Account Frofile Telephones Delegation

Delegation iz a zecurnity-zenzitive operation, which allows services to act on
behalf of another user.

() Do ot trust this user for delegation

() Trust this uger for delegation to any service [Kerberos only]
(®) Trust thiz user for delegation to specified services anly
i) Uze Kerberoz anly

(®) Uze any authentication protocal

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service M
BFServer FISEYOT . pizchool.int
FlServer FISAW
£ >
[]Expanded Add.. Remove
k. Cancel Apply Help

Test PI Vision Access Remotely

You can test the remote access using the DC, but since we are using the self-signed certificate there will

be a certificate warning. You can still access PI Vision by opening up More information and clicking Go on
to the webpage (not recommended).
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- o X
e & hitpsy/pisne fpivision - & Search.. o~ 77 i @

(22 This site isn't secure

This site is not secure

This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately.

& Close this tab
& More information
Your PC doesn't trust this website's security certificate.

Error Code: DLG_FLAGS_INVALID_CA

W Goontothe webDa_ge_%t recommended)
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Enabling Users to Change the Display Language

The PI Vision Multilingual User Interface (MUI) is available for download from the OSlIsoft Customer
Portal.

P1 Vision Multilingual User Interface (MUI) support allows users to view the application in eight different
languages:

e French
¢ German
e Spanish
e Polish

e Portuguese

e Simplified Chinese
e Japanese

e Korean

e Russian
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During the installation process you can choose to install only the languages which are relevant in your
organization.

jﬂ Pl Vision 2020 MUI Language Pack Setup — >

Custom Setup
Select the way you want features to be installed,

Click the icons in the tree below to change the way features will be installed.

= Complete M &l languages

--------- = ~ | Chinese

--------- =) = | French

--------- =l ~ | German

""""" =)~ | Japanese This feature requires 329KB on your

--------- =) ~ | Korean hard drive. Ithas 9 of 9

......... =~ | Polish subfeatures selected. The

......... =3 ~ | Portuguese subfeatures require 74ME on your

......... =+ Russian y hard drive.

Browse

Reset Disk Usage Back Cancel

The PI Vision MUI install kit (PIVisionMUI_2020_) is available for testing on the training environment.

After the MUI is installed on the web server, users can change the language seen in Pl Vision by
modifying the language settings in their browser.

How the language settings are changed will depend on the browser used. On the training environment
you can test it out using Internet Explorer. In Internet Explorer click the Gear icon and select Internet
Options. On the General tab click the Languages button in the Appearance section at the bottom of the
window. In the Language Preferences window click the button Set Language Preferences to open the
settings for Windows display languages. You can add and remove languages here.

As an example, here the appearance of a new display in German language:
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O Pi Vision
Anlagen

M =B |
®

Anzeige: Auf Speichersymbol Kiicken
= D

© Neue Anzeige | m | PiscHoOLsdento1 | @

Im PI-System suchen

[v] & PI System Directory
V] @ PISRVO1

1. Im Anlagenbereich nach Daten browsen oder gezielt suchen Q
2. Symboltyp auswahlen. Beispiel: M [7]
Attribute

3. Anlage oder Attribut aus dem Anlagenbereich in die Anzeige ziehen
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