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1. Introduction

1.1 Lab Overview

Are you new to the PI System and find yourself in an administrator role? Are you
interested in beefing up your troubleshooting skills and learning some tips for
administering the Pl System? This lab will walk you through troubleshooting some
common misconfigurations based on the real-world experiences of OSlsoft Product
Support Engineers. You'll also learn time saving tips and other ways to make your
life as a Pl System Administrator easier. This lab is meant for new administrators, but
could provide a valuable refresher for seasoned administrators.

The first exercises in this lab will walk you through common user complaints all
the way to resolution. Most complaints you will get from users are that data is
missing, stale, or displaying bad values.

In the last exercise, we will configure some basic Notifications for Stale and
Bad data.

In the process we will:

» Learn tips for setting up your workstation and servers to efficiently administer
your PI System.

* Access Pl Interface logs to find clues as to why tags are not working

* Modify tag configuration to get tags working

» Configure buffering to reduce gaps in data due to network interruptions
» Dispel a common misconception about Pl Collectives

» Set up alerts for stale and bad data in order to identify problems before
users complain

1.2 Pl System Introduction

Before Pl Asset Framework (Pl AF), the main back-end server was the Pl Data Archive. At the
time it was referred to as the PI Server, and many people still use the two terms
interchangeably.

The Pl Data Archive is where the Pl Tags are stored and today is still the backbone of the PI
System. Every Pl System has a Pl Data Archive. It is an absolute requirement for nearly
every facet of operation in a modern Pl System, even those where Pl AF is the preferred point
of access.

PI Tags are also commonly referred to as simply “tags”, but are also called Pl Points in some

literature to differentiate them from control system and instrumentation tags, such as those on
an OPC Server. Pl Tags contain all current and historical data that has been written to the PI

Data Archive over time.

Data is written to Pl Tags in many different ways, but the majority is written by products called
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Beginning Administration and Management of the Pl System

Pl Interfaces, which come in many different flavors depending on the source of the data. PI
Interfaces generally poll or receive data from a control system or other data source, and write
the result to a Pl Tag with a timestamp at regular intervals, for example every few seconds.
The result is a current and historical record of the readings from a given data source for the
entire time the Pl System has been configured. For some customers 30 years of data or more
has been archived.

This data collection platform forms the back-end of various applications that rely heavily on this
real-time and historical process data. Various out of the box tools, data access methods, and
programming libraries allow the administrators and users of the Pl System to configure an
array of reports and dashboards.

1.3 Lab Environment
In this lab you'll be working with a complete Pl System. The diagram shows the flow of data

from the OPC Simulator to the Pl Data Archives, which form the PIWORLD PI Collective. Data
is stored in Pl Tags which are consumed by various client applications:

PIWORLD PI Collective

.
Lm,.jj @
S o '4_' %
S — =<
OPC
Simulator PIINTO1 PICLIENTO1
PISRV1
PISRV2

1.4 Connecting to the Virtual Machines

If you haven't already, now is a good time to connect to your Virtual Learning Environment.
Locate the slip of paper on your desk that contains your connection information.
Step-by-Step:

1. Open Remote Desktop on your PC

2. Enter the connection string you were provided for your Client machine
and click OK

3. Log into the machine using the provided credentials
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2. Directed Activity — Getting Started

2.1 Objective

In this activity we will get acquainted with the environment and begin to respond to a
user complaint.

One of your users is complaining about a pair of tags that are showing bad values. The tags in
guestion are named RetiredTag and BrokenTag. The user complains that they were
displaying valid data last week, but are now displaying a value of “Configure”.

It is of course expected that you will fix the problem, but most of this work will take place in the
next exercise. Before diving in, let’s get acquainted with a couple basic administration tools.

2.2 Tasks

* Use the Pl System Management Tools (Pl SMT) Current Value plugin
» Configure Remote Desktop Connection Manager

2.3 Step-by-Step Instructions
a. Rule out User Error by checking tag values

The first thing to do is rule out user error. From PICLIENTO1, let’'s check the current
value of the tags in question. There are of course many ways to do this, but a quick way
without doing a screen share, leaving your P

desk, or logging into a server is to fire up PI B 7 System

System Management Tools and use the '
Current Value Plugin.

’&* AboutPI-SDK

Pl Collective Manager

Open the Start Menu -> Expand Pl System ->
and run Pl System Management Tools.

Pl Interface Configuration Utility
Pl MDB to AF Preparation Wizard
i Pl ProcessBook

1 Pl System Explorer

Pl System Explorer (Legacy 32-bit)

2, Pl System Management Tools

p Pl System Tray
0 N

# . PISDKUtility (64-bit)
O |\

R

Q Remote Desktop Connection Man...

e m o * O
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Beginning Administration and Management of the Pl System

Check the box next to PISRVL1 to connect to the PI Data Archive. Expand Data ->
Current Values, then click the icon to search for Tags.

m Current Values - Pl System Management Tools (Administrator)
File View Tools Help

Servers >< \éx > @ ;“" J @

I Search I

- - Tag Name Server Collective Timestamp Value Engineering Units
Collective: piworld

PISRV1  Primary
|| PISRV2 Secondary

< >
' S&stem Management
[Seafch ,Ol
> Alams
> Batch
v Data

> Interfaces
> IT Points
> Operation
> Points

> Security

In the search dialog, enter BrokenTag, click search, then select BrokenTag in the result
list and click OK.

@ Tag Search m] X
Basic Search | Adyanced Search | Ajms Search |
Pl Server: Point Type: Paint Class: Favortes B
|P1sk 4j s ¥IE hd
Taag Mask: Point Source: Enginesring Linits:
BrokenTag |- - Search
|Qew|i:tcr |m 3 Abort
Reset
Server Tag: Descriptor: Select Al
piword\Pl__.  BrokenTaq
Pt. Afr...
Pt. Values..
oK
Cancel
Help
< >
[Rezdy List Count: 1 Percent 100 % £
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Looks like the value is indeed Configure. The user informs you it should be a number.

‘W& Current Values - PI System Management Tools (Administrator)
File View Tools Help

|| Servers @ > & b 3 L_(} _2] )
|_‘CS = - - P] Tag Name Server  Collective  Timestamp Value En
Collective: piworld
) BrokenTag PISRV1 piword 1/14/2019 4:37:43 PM  Configure
PISRV1  Primary

Do another tag search (repeat the above steps) for RetiredTag but alternatively,

instead of clicking OK, just hover over RetiredTag, the current value will be shown
in the tooltip.

a» Tag Search O >
I'd'I] Advanced Search 1 Alias Search1
Poirt Type: Poirt Class: Favortes #
Connections..
Tag Mash: Foint Source: Engineering Units:
[ i
Deescriptar: alue:  » Bt
Reszet
Server: Tag: Descriptor; Select Al
piworld%Pl... RetiredTag
Hover - - . - Pt. Attr...
| Tag: RetiredTag, 'v'a|LIE:ICDH'FIE]'JFE.ITIH'IE Stamp: 14-Jan-2019 16:37:45
Pt. Values...
OK
Cancel
Help
< >
Ready [ List Count: 1 [ Percent 100 %

Identify the PI Interface Node

In time, you'll get a feel for how each tag gets it’s data, but let's say you know nothing at
all about your Pl System and have nobody to ask. How do you even get started tackling
a bad tag? Generally, the first step is to get close to the source of the data, which often
means logging in to the PI Interface machine. In many cases, it can be shown that the PI

Interface is doing its job, but there is a problem with the data source, at which point it's
the instrumentation person’s problem.
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Beginning Administration and Management of the Pl System

Logging into the PI Interface node is what we want to do now, but how do we know
which server the Pl Interface that writes to RetiredTag and BrokenTag is installed on?

Go back to the Tag Search dialog, and search for one of the bad tags again. Enter
RetiredTag for the Tag Mask, Hit search, Click on RetiredTag, and Click Pt Attr....

@@ Tag Search O X
Basic Search 1 Advanced Search 1 Hias Search1
Pl Server: Foirt Type: Point Class: Favortes P
Connections...
Tag Mask: Point Source: Engineering Linits:
| Retired Tag| | - 5 | I Search I
Descriptor: Value:  » Abort
BReset
Server: Tag: Descriptor: Select Al

iworld'\Pl... RetiredTag

| Bt Adtr.. |

Pt. Values...
oK
Cancel
Help
< >
Ready [ List Count: 1 [ Percert 100 %

This will list the tag configuration attributes. Scroll down the alphabetically listed
attributes until you find pointsource. The Point Source can be used to look up the PI
Interface. In this case the Point Source is OPC.

@ Point Attributes - O X
Eoint Name:  \\PISRV1\Retired Tag v
Snapshot: Corffigure
Time Stamp 14-Jan-2019 16:37:49

Categorized  Alphabetic

~

instrumenttag ABC123
locationl 1
location2 0
location3 1
locationd 1
locationS 1]
Paint Mumber 11
pointid 1111
pointsource orc |
pointtype Float32
ptaccess ogw
ptclassname classic —
ptaroup PlGrouplncompatible

ptowner PlUserlncompatible

ptsecurity piadmins: Alrw) | Pl Interfaces: Afr) | P Buffers: £
tecno 961

scan 1

shutdown 1

avrcetan v
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Now in Pl SMT, go to the Interfaces -> Interface List plugin and find OPC in the list.
We can see that the interface that writes to these tags is on a machine named PIINTO1
and it's an OPC Interface.

i Interface List - P System Management Tools (Administrator)
File View Tools Help
,?ﬁe—]'s % B e
['-C— z o Interface User Set Name  Server  Interface Node Point Source(s) 1D Type

Collective: piworld

&1 PISRVI  Prima opcint_ReadOnly1 PISRV1 PIINTO1 OPC 1 OPCint
24 PI_UFL PISRV1 ISRV1 UFL
LI PISRV2  Secondary | pipehiont PISRV1 PPISRV1 [ PlPerfhon
PlPefMon1 PISRVY PISRV2 H# 1 PIPerfMon
pipeschd PISRV1 PISRV1 62 pipeschd
( = pipeschd PISRV1 PISRV2 C pipeschd
System Management
Alams A
Batch
v Data
Archive Editor

Cument Values
Stale and Bad |
v Intefaces

AutoPointSync
Interface List
IT Points

v Operation
AF Link
Archives

Cc. Set up Remote Desktop Connection Manager (RDCMan).

From this point, you could open up Remote Desktop and connect to PIINTO1,
however you will save time in the long run by using a free Microsoft tool called
Remote Desktop Connection Manager (RDCMan). If you aren’t using this tool (or
something better) already then you’ve been doing it the hard way.

RDCMan has already been downloaded Windows Server
and installed and some initial configuration rcrobat fleader DC

has been completed to save time during

the lab. You’ll have no trouble figuring it
out if you have to start from scratch at | Google Chrome
your own workstation. There are many
tutorials and YouTube videos available.

M

Microsoft Office 2013
Ne
Windows

Open RDCMan from the Start Menu. p Admicistrativ..

l Pl System
New
: 3

Remote
Q Remate Desktop Connection Man... Desktop...

S
p Search
% Server Manager
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Beginning Administration and Management of the Pl System

Right click on the PIWorld server group and select Add Server

‘Ej PIWorld - Remote Desktop Connection Manager v2.7
File Edit Session View RemoteDesktops Ti

Connect group ._| ‘

Connect group as...
Reconnect group

theconnect group

Log off group

Add server...

Add group...

Add smart group.

Save PIWorld.rdg
Close PIWorld.rdg

Properties

Enter PIINTO1 as the server name, which should populate the display hame. Click Add.

Add Server b o

Remote Desktop Settings  Local Resources  Security Settings  Display Settings
Server Settings  Logon Credentials  Gateway Settings  Connection Settings

Server name: [PINTOY| |
[] WM console connect

Display name: PINTO |
Parent: PIWorld v
Comment:
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While we're at it, add PISRV2 since we may log into this machine later.

Add Server >4

Remote Desktop Settings Local Resources  Security Settings  Display Settings
Server Settings  Logon Credentials Gateway Settings Connection Settings

Server name: [PISRVZI ]
[] VM console connect

Display name: |PISRV2 |
Parent: | PIWorld o
Comment: -

=

All servers in the PIWorld group inherit credentials from the group, which in turn inherits
credentials from the Default settings group. New passwords are generated with each
deployment, so the password needs to be updated in the Default settings group. Right
click the PIWorld group and select Properties.

‘% PIWorld - Remote Desktop Connection Manager v2.

File Edit Session View Remote Desktops

= %3 QIR

Connect group

Connect group as...

Reconnect group
Disconnect group
Log off group

Add server... —
Add group...

Add smart group...

Save PIWorld.rdg
Close PIWorld.rdg

Properties
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Beginning Administration and Management of the Pl System

Then select the logon credentials tab and click ‘Source: Default settings group’.

PIWorld File Properties X

Local Resources  Security Settings Display Settings  Encryption Settings  Profile Management
File Settings | Logon Credentials |Gateway Settings Connection Settings Remote Desktop Settings

Inherit from parent

Source: Default settings group

Profile Custom Stve
User name: student01

Password: esessssces

Domain: PISCHOOL

Enter the password for user pischool\student01. This password should have been
supplied at the start of the lab.

Default Settings Group Properties X

Local Resources Security Settings  Display Settings  Encryption Settings  Profile Management
Logon Credentials Gateway Settings Connection Settings Remote Desktop Settings

Profile Custom v|  Save

User name: Vstudé&m | ]
Password: eoessceses| |
Domain: PISCHOOL |

Cance
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Finally, Click OK in the PIWorld group properties

PIWorld File Properties X

Local Resources Securty Settngs  Display Seftings  Encnyption Settings  Profile Management
File Settings  Logon Credentiols  Gateway Settings  Connection Settings  Remote Deskiop Settings

] Inherit from parent

| Source: Default settings group |
Profile Custom Save
User name student (0
Password sesnnnsans
Doenain PISCHOOL

oK || Cancel

Thanks to credential inheritance, setting the password only needs to be done once and
not for every server.

Test the configuration by logging in to PIINTO1. Right click on PIINTO1 and
click ‘Connect server’. You should see the server desktop.

CE PIINTO1 - Remote Desktop Connection Manager v2.7

File Edit Session View Remote Desktops Tools

=% PIWorld
B xJPINTOT
€3 PISRV1 | Connect server |
€3 PISRV2 Connect server as...

Reconnect server

Send keys 3

Remote actions 3

Disconnect server
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Beginning Administration and Management of the Pl System

Discussion

Let’s quickly review the main advantages of RDCMan over Remote Desktop:

The act of connecting is just faster: Just right-click -> Connect without
having to type or copy/paste the password. Right-click->Reconnect when your
session times out.

Password Management: It's common to use different credentials for different
servers depending on which domain or network segment they exist in. Remote
Desktop Connection Manager remembers IP addresses and alternate accounts
for you.

Documentation for your Pl System: The list of all the servers you administer is
right there in front of you.

Connection file sharing: The .rdg file can be shared with other employees or
contractors. The list of servers they might log into and all connection information
is inherently stored in the file. The exception is passwords, which have to be re-
entered for security reasons.
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3. Directed Activity — Troubleshooting BrokenTag
and RetiredTag

3.1 Objective

In this activity, we’ll continue to investigate issues occurring with tags BrokenTag and
RetiredTag by logging into the PI Interface Node and inspecting the logs.

3.2 Tasks

* View PI Interface for OPC DA Startup logs to identify the issues
with BrokenTag and RetiredTag

» Fix BrokenTag and RetiredTag by editing the tag attributes

3.3 Step-by-Step Instructions
a. View the PI Interface startup logs
Make sure you're connected to PIINTO1 for the next few steps.

Often when tags are misbehaving, the issue can be identified by looking at the
messages logged during the interface startup routine. The least intrusive method would
technically be to figure out when the PI Interface last started and look at the logs from
that time period, but it's much easier to restart the Pl Interface service and watch the
logs in real-time or look at a recent time period. Restarting the Pl Interface service is
generally safe and is done very frequently during troubleshooting and when adding new
tags. Don’t worry about breaking it.

Perhaps the simplest way to view the logs is using the ‘View current Pl Message log
continuously’ button in the Pl Interface Configuration Utility (Pl ICU).

But first, you'll be using PI ICU a lot, so let’s add it to the task bar. Find PI ICU in the
start menu and right click -> More -> Pin to taskbar

P

ey . T

1 AboutPl-SDK Windows
Administrativ... Task Manager Control Panel

7

Pl Interface Configd
1 Pin to Start
P1 OPC Client Tool n a
More i

Wi

3
-,

Pl OPC HDA Tool : -9 Pin to taskbar

Uninstall =
Run as a different user

Pl OPC Tool

Run as administrator
PISDKUtility (64-bit)

- EE

Open file location
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Beginning Administration and Management of the Pl System

There are certain operations that will prompt you to re-open PI ICU as an administrator
which can be annoying. Further, there are operations which will fail if you forget to run as
administrator. Let’s modify the taskbar item so that it runs as administrator every time.

Hold shift while right-clicking PI ICU in the task bar and enter the properties:

Open
Open file location

Run as administrator
Troubleshoot compatibility
Unpin from taskbar

Copy as path

Restore previous versions

Send to
Cut
Copy

Create shortcut

Delete

In the compatibility tab, check ‘Run this program as an administrator’ and click OK.

},! Pl Interface Configuration Utility Properties X
Security Details Previous Versions
General Shortcut Compatibility

Iif this program isnt working comectly on this version of Windows,
try running the compatibility troubleshooter.

Run compatibility troubleshooter |

How do | choose compatibility settings manually?

Compatibility mode
[] Run this program in compatibility mode for:

Settings
[[] Reduced color mode

8-bit (256) color
[C] Run in 640 x 480 screen resolution
[[] Disable display scaling on high DP settings

I Run this program as an administrator ]

Change settings for all users

oo | [ o
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Now back to troubleshooting.

Launch PI ICU from the taskbar and select opcint_ReadOnly1 from the drop-down

8 Pl Interface Configuration Utility = O X

Interface  Tools Help

HEX d =R @ e

Interface: LI Rename |
Type: 0 _ReadOnly1 - piworld e et
Description: I
Versions: I <undetemined >
Genersl - Generdl — Pl Host Infarmatian
Interface Point Source: il Server/Collective: | d
Service
Urilnt ]| || sDKMember: | =]
Failover :
Health Points At Haswiaie: d
Performance Counters Interface D: | User:
Performance Points Type: I
Pl SDK — Soan Classes :
Disconnected Startup i | )(| % | ¥ | Version: I
... Deb ;
o Hateug Scan Frequen | Scan Class # | Port: |

Interface Status

—Intertace Installation Path

| m

Interface Batch Flename

Close I Apply |

Ready |

Click the “View current PI Message log continuously’ button.

{8 Pl interface Configuration Utility - opcint_ReadOnly1 - ] X
Interface  Tools Help

nex 4> eapR]lale

[ CL LR b cintReadOnly 1 -> piworld LI Rename I
Type: IOPCInt v] OPC Pl Data server Connection Status
Description: I PISRV1.PISCHOOL.INT
Versions: Iopcim_ReEdOnIyexe version 2.6.15.3 Unilnt version 4.6.2.4 |
General i~ General i~ Pl Host Inf 1
OFCint PontSowce: [OPC  <b| || SewerColective: [rnord =l
Service —_—_—
s oPC %] || SDKMember:  [PISRVT ~|
Failover i
Heath Points API Hostname:  [PISRV1 ~]
Performance Counters Interface 1D: 1 User: Ipiadm‘m | piadmins | Pl Users | PIV
Performance Points . =
PI SDK Scan Classes Type: lPrlrnary-PIS
Disconnected Startup Version: [3.4.4201182
i Debug Scan Class & Port: I5450
10 Rate —
Interface Status  00:00:01 1
~ 00:00:01 2 ey
< 00:00:01 3 Interface Ir 1 Pat
' 00:00:02 4 IC:\ngram Files (x86)\PIPC\Interfaces\OPClnt_ ... |
Interface Batch Filename
|opcim_Read0nIy1 bat
Close I Apply I
Ready | Running | opcint_ReadOnly1 - Installed P
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Beginning Administration and Management of the Pl System

Reposition the log window so that the ‘restart interface service’ button is visible, then
click the ‘restart interface service’ button.

pigetmsg -host=PINT01 -f

&E i H S5 name:
Inte
= E

Interface: |opcirt_ReadOnly - piword

Type: OFCInt 5
Description:

Versions: opcint_ReadOnly.exe version 3
G General
OFCint Paint Source:|
Service

Unilrt

Failover
Health Pairts
Performance Courters |  Interiace ID:
Performance Points

PISDK Scan Classes
Disconnected Startup
i Debug

10 Rate

Interface Status

opcint_ReadOnly1 bat

Ready Running opcint_ReadOnly1 - Installed

Inspect the output and you’ll see what’s wrong with BrokenTag and RetiredTag.

pigetmsg -host=PIINTO1

.|

i =
Interface:
Type:
Description
Versions |opcint_ReadOnly exe version
[Genenal General
OPCint
Service
Unilnt i . .
ot & f t t R e I is not syntact y vali 0040008 )
Heaith Poi
Pedomar
Pedformance Points
PISDK Scan Classes
Disconnected Startup
Debug
10 Rate
interface Status

Point Source

Counters | Interface ID:

Jopeint_ReadOnly1 bat

Ready Running opcint_ReadOnly1 - Installed

We can see the following error messages:
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In real life, it would be a good idea to search these phrases on techsupport.osisoft.com if
you didn’t know what they meant.

We can see that the interface is complaining about the ItemID, which is how the Pl Tag
maps to the OPC Tag. In a production environment, you might see different messages
related to the ItemID.

Regardless of the exact message, the problem is almost always the same: The ItemID
listed in the Pl Tag configuration is incorrect. This can happen when the instrumentation
changes, PLCs are removed, or configurations to the OPC Server are made.

In fact, a very high percentage of the time, simply seeing a value of Configure in an OPC
Tag means the ItemlID is wrong, and you would mainly be going through the motions to
prove it. This KB Article shows how you can do this with an OPC client.

At this point you would work with your instrumentation or control system team to
determine the correct ItemiD.

The instrumentation person informs you that indeed they swapped a PLC, and the
correct itemlID for BrokenTag is Random.Int3.

The instrumentation person also informs you that RetiredTag no longer has any
corresponding instrumentation. The equipment has been removed. You now have a
few options:
* Leave it: It's not really hurting anything, however it would be nice to stop logging
the error message so that the logs are easier to work with.
+ Delete it: If this data is never going to be needed again why not free up a tag in
your license? You might have a policy to never delete data or tags however.
+ Keep it, but stop the interface from loading it: You can keep the history just in
case, but also prevent the error message from cluttering the logs.
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b. Fix BrokenTag

Beginning Administration and Management of the Pl System

Let’s fix BrokenTag first. Minimize RDCMan and go back to PI SMT on PICLIENTOL.

Go to the Points -> Point Builder plugin, Search for BrokenTag, select it, and click

OK.

L

File View Tools

Servers

Search Pl ¥ T T
I T Server Name = Stored Values Point= S S =
Collective: piworld @ Tag Search [m] X
PISRV1  Primary
[J PISRV2  Secondary Basic Search I Advanced Search I Alias Search |
P1 Server: Point Type: Point Class: Favorites P
| - < F v
Connections...
< > Tag Mask: Point Source: Engineering Units:
System Management I BrokenTag I 1' 5 I Search I
Search Descriptor: Value: » Abart
Alarms l' l ‘- .
Batch
v Dets Reset
Archive Editor r 3
Currént Vakies o I - - - JSarver: Tag: Descriptor: Select Al
Stale and Bad Poirf] o AfchweM siworld\Pl... BrokenTag
Interfaces Name: Pt. Attr...
IT Points
Operation Descripr: [ | Pt Valses..
v Foits Stored Values: | Realtime data 1l
Digital States
Pefomance Equal | Point Type: | Float32 N “
:
Foirt Classes Eng Units: Cancel
Point Source Table "
Totalizers Eadesc: Help
Security Source Tag: | |
< >
Session Record Ready List Count: 1 Percent 100 %

Help

¢H&K A @

The ItemlD is stored in the instrumenttag point attribute.

To find this out you would have to consult the PI Interface manual or have this
memorized from experience. Different point attributes are used for different things
depending on the interface type. The interface manual will be a .pdf or word document
somewhere in the PIPC folder. In our case you would log into PIINTO1 and look in
C:\Program Files (x86)\PIPC\Interfaces\OPCInt_ReadOnly for PI_OPCInt.pdf. The

important section to search for is “Configure point attributes”, which is a common section
to all PI Interface manuals.
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Select the Classic tab, enter Random.Int3 as the instrumenttag, and save.

Jd| € 2 2@

Server  Name Stored Values  Point Source  Point Type Point Class Descriptor  Point Security
f PISRV1 BrokenTag Realtimedata OPC Float32 classic piadmins: Afr.w) | Pl
<
General Archive Securty System
Location1: \ 1| Conversion Factor: J Userlnt1: \ 0

Location2: ( 0| Filter Code: 1 Userint2: \ 0

1
0

Location3: [71 Square Root Code: IjJ UserReal1: N [}7}
[ o

Locationd: ’ 1 Total Code: UserReal2: ’ OW!
Location5: \iC

Instrument Tag: IRandom.lnt3 I

If you wait a few minutes, the PI Interface will naturally pick up the change and start
writing to the tag. However, there is no need to wait. Move to the next page.
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If you want to see the change right away instead of waiting, restart the Pl Interface
service again, but you won’t see the message in the previous screenshot during an
interface startup.

Go back to the Current Values plugin and refresh to confirm that the tag is now getting
data:

Everyone’s values will be different and will not match the workbook because this
is randomly generated data!

fﬂ' Current Values - Pl System Management Tools (Administrator)
File View Tools Help

£ Value E

Search

‘ Tag Name Server  Collective Timestamp
IBrokenTag PISRV1 piworld 1/15/2019 8:10:31 PM 13,503'

Collective: piworld
PISRV1  Primary
[C] PISRV2 Secondary

Cc. Retire RetiredTag
Now to retire RetiredTag.

One way to do this is to set the scan attribute to off. The PI Interface will load the tag at
startup, but then set the value to Scan Off and offload the tag.

Another method is to assign an unused Point Source dedicated to retired tags, such as
ZZZ or ZZZ_OPC.

The best practice is actually to do both:
* Scan Off gives a strong signal to users that the tag has been turned off since
they will see “Scan Off” when they query the value. Not everyone will look at the
Point Source when searching for tags.
* Assigning aretired Point Source will prevent the interface from loading the tag
at all. This means unnecessary messages will not be logged, and interface
startup times will be improved.

\/ Retire tags by assigning? an unused point source in addition to setting the scan attribute to off.
This will prevent the Pl Interface from loading and

Best Practice  evaluating the tag upon startup.
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Go back to the Point Builder plugin and search for RetiredTag, and add it to the list.

Select RetiredTag, go to the Archive tab, click the radio button to set Scan to Off, then
save.

7?\ Point Builder - Pl System Management Tools (Administrator)
File View Tools Help

lSer\.'ers vl ™ @ ] £] (7]
Search jo

z : l Server  Name Stored Values  Point Source  Point Type Point Class  Descriptor
Collective: piworld

. PISRV1 BrokenTag Realtimedata OPC Float32 classic

/| PlSRV1 P K — e ez = e==
PISRVZ SZ’;’::daw PISRVI Retredlag Realtime data  OPC Flostd2 _ classic |
< >
System Management
Search ,O’

Alams

Batch
v Data

Archive Editor | €

Cument Values § : : .
Stale and Bad Poir General Classic Securty System

Interfaces Typical Value: 50 Zero:_ 0| Span: | 100|

IT Points R L
Operation Scan Archiving Step Shutdown Compressing

v Poirts () 0n @®0n O0n ®0n ®0n
Digital States O Off © Off O Off O Off
Performance Equal

Point Builder Exception Deviation Compression Deviation

Point Classes . 0| |Eng. Units v ’7 0| |Eng. Units v

Point Source Table : ;

Totalizers Day Hr Min Sec Day Hr Min Sec
Security Min. Time: 0 0 0 0|  Min. Time: i ‘ 0 0 Di

— 2 |

Max.Time:[ 0] o] 10[ 0] Max Time:| o] s] of o

If you look at the logs on PIINTO1 after a few minutes, you'll see this:

I 15-Jan-19 20:29:45 opcint_ReadOnly:0PCpi:0PC
>> Deleted point RetiredTag

I 15-Jan-19 20:29:45 opcint_ReadOnly:0PCpi:0PC 1 %)
i

>> Scan Off: Point ID 1111: Tag 'RetiredTag’'. Point will not be added

I 15-Jan-19 20:29:45 opcint_ReadOnly:0PCpi:0PC 1
>> tag RetiredTag (1111) add point did not succeed. is removed from the Interface
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Now set the Point Source in the General tab to ZZZ OPC and save

;J’«"{ 2@ @

Server  Name Stored Values  Point Source  Point Type Point Class Descriptor  Point
| PISRV1 BrokenTag Realtime data OPC Float32 classic piadr
| PISRV1 RetiredTag Realtime data ZZZ_OPC Float32 classic piady
| <
Archive Classic Securty System

Name: f ﬁe{ir{ad-'l:;g

Descriptor: \

Stored Values: Point Source: §ZZZ_OPC

Point Type: Float32 v | Digital Set

Eng Units: \

Exdesc: l

Source Tag: [

Go back to PIINTO1 and restart the interface again. Confirm that there are no complaints
about the ItemID in the logs.

B pigetmsg -host=PIINTO1 -f

Q=
Interface:  |opcint_ReadOnly1 -> piworld
~| Of

Type OPCint

Description

Versions opcint_ReadOnly exe version

General General

OPClnt

Service

Unilrit
Failover
Health Points
Performance Counters Interface 1D
Performance Points
PISDK
Disconnected Startup
Debug

10 Rate

Interface Status

Poirt Source

Scan Classes

Interface Batch Filename

|ﬂpcirvt_Read0nly1 bat

Ready Running opcint_ReadOniy1 - Installed ==
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DeviceStatus=0 is not a guarantee that all tags are working, but it’s the best
possible Device Status and a good sign that the main checks passed.

Finally, check the Current Value of RetiredTag.

Yours may still show Configure depending on whether you waited for the PI interface
to detect the Scan off change.

K XK| P B e @
Tag Name Server  Collective Timestamp \Value Engineering Units  Descriptor
RetiredTag PISRV1  piworld 1/15/2019 8:25:45 PM  Scan Off

Success!
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4. Directed Activity — The PI Collective Misconception

4.1

Objective

In this activity, we’ll troubleshoot another common misconfiguration and get a better
understanding of how PI Collectives work.

One of your users is now complaining that there is no data in their Pl ProcessBook display. The
Trend is empty and only one of the Bars appear to be working.

The user informs you what one of the offending tags is called Random.Real9.

4.2

4.3

Tasks

Manually switch connections between PI Collective members
Compare Current Values between Pl Collective members
Configure Pl Buffer Subsystem

Reinitialize a PI Collective
Step-by-Step Instructions
Rule out user error by checking the tag values

While on the phone with the user, let’s quickly check the Current Value of Random.Real9

Everyone’s values will be different and will not match the workbook because this
is randomly generated data!

m Current Values - P| System Management Tools (Administrator)
File View Tools Help

Servers Q{ & b B 2 @
l_‘::‘u 'O‘ Tag Name Server  Collective  Timestamp Value  Engineering Units  Descriptor

Collective: piwerld
PISRV1 Primary
[C] PISRV2  Secondary

Random.Real$ PISRV1 piword 1/17/2019 42755 PM 13,504

Random.Real9 seems to have a value... what is the user complaining about?
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At this point we’d probably do a screen share with the user to see exactly what their
problem is. In the lab we’ll have to pretend a bit. Open the TankDashboard PI
ProcessBook display on the desktop and pretend that you're looking at the user’s
desktop.

O5lsoft
Learni...

ankDaszhboa
rd

Acrobat
Reader DC

Let’s quickly adjust the zoom so all symbols fit on screen. Do View -> Zoom
a Pl ProcessBook - [TankDashboard]
@Eile Edit ;_‘[iew! Insert Tools Draw Arrange Window
BN=2" &
k \ Toolbars... ’]"’ il “ﬂ

A
L Zoom...

-1 &l | avers...

Fit all symbols, OK

Zoom >

Scale Factor =S
() 200%,
() 100%
(1 75%
) 50%

()25%
I (®) Fit all symbols I

Fit Selected Symbols

Cancel

Help

() Custom: | 116 | 2%
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Ok, clearly there is something wrong.

| Temperature Inside & Outside

e e

N W s M

|8
I
|8
I
0
&
g
I

11712019 3:37:43 PN 1/A17/2019 4:37:43 PM

Begin Troubleshooting

You don'’t really know what to do, so you start flailing around with the buttons and
menus. You hit Revert, doesn’t help. You ask the user to reboot their machine. Still same
problem.

Eventually you stumble upon the Connections menu:

Pl ProcessBook - [TankDashboard]
lm Edit View Insert Tools Draw Arrange Window Help

: (] New.. Ctrl+N
- Open... Ctrl+O
' Close
u! Save Ctrl+S

Save As...
Refresh

Page Setup...
&) Print Preview
&j Print... Ctrl+P

Connections... I

Pl Systems...
Send To
Properties

1 CA\..\Desktop\TankDashboard.pdi

2 C:\..\Desktop\TankDashboard_Solution.pdi

3 C\Users\student01.PISCHOOL.000\Desktop\Test.PDI

4 C:\Program Files (x86)\PIPC\Procbook\en\PIDEMO.PIW

Exit

You see something a little odd. It looks like we’re connected to PISRV2, the Secondary.
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¥ piword,

@ Pl Connection Manager

Server Tools View Help

Collective: piword
Network Path:

Port Number:
Default User Name:
Connection timeout:

Data access timeout:

Connected User:
Collective ID:
Connection Type:
IP Address:

Pl Version:

Operating System:

— O X
PISRY2 PISCHOOLINT
5450
pidemo
10 seconds
60 seconds

PISCHOOL \student01 as piadmin, piadmins
162e6dd7-5a57-48ea-3296-83adf 7bdlb le
P13 protocol 3.5

192.168.0.8

P13.4.420.1182

Windows NT AMD&4 6.2.5200

| piworld connected as PISCHOOL \student01 since 1/17/2019 4:35:04 PM

! Default Server: piworld

Save Close

Let’s try connecting to the Primary and see what happens. Right click the piworld Pl
Collective and connect to the Primary.

@ Pl Connection Manager

9 piword

Connect as

Add Server.

Server Tools View Help

Collective: piworld

Change Password...

Remove Selected Server

Member Information...

I Connect to Primary

Switch Member
Refresh
Help...
Operating System:

— O X
PISRV2.PISCHOOL.INT \‘
5450
pidemo |
10 seconds
0 seconds

PISCHOOL \student01 as piadmin, piadmins
162e6dd7-5a57-48e3-9296-83adf 7b4lble
P13 protocol 3.5

192.168.0.8

P13.4.420.1182

Windows NT AMD64 6.2.5200

[piworld connected as PISCHOOL \student01 since 1/17/2015 4:35:04 PM

| Default Server: piworld

Save Close
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fh e
ﬁfile Edit View Insert Tools Draw Arrange Window Help
BN=2" RRZW- D3 & B [e0% <] &8 @ B 2> K

r2NOEO @B L LW E kDB E B

2 « < 11:46:44 AM M4644PM@> D & B8 O @ b W #F

w= =y - C:\Users\student01.PISCHOOL.000\Desktop\TankDa

@ Pl Connection Manager = m] X

Server Tools View Help

Tank OVeWieW Collective: piworld
Networl Path: PISRV1 PISCHOOLINT
Port Number: 5450
Flow Rate (US gpm) Dere leltne
Connection timeout: 10 seconds
Data access timeout: 60 seconds
Connected User: PISCHOOL \student01 as piadmin, piadmins
Collective ID: 162e6dd7-5257-4823-9296-83adf 7b4lb le
Connection Type: P13 protocol 3.5
IP Address: 192.168.0.7
Pl Version: P13.4.420.1182
Operating System: Windows NT AMD64 6.1.7601
| piworld connected. | Defautt Server: piworld

Diameter (ft):

Close PI Connection Manager. The Trends are still not quite right. They should be full
from left to right.

Click the mouse cursor to enter Run mode, and then click Revert to force a reload of
the historical data.

a Pl ProcessBook - [TankDashboard]
@Eile Edit View Insert Tools Draw Arrange Window Help

O=d 22 D3 &K Bleox |8 K@ &'M
AP \caorgeiviLuasBREE

2 KK € 11:49:05AM D45 05PMDY D R 8 O @ b W #F

w= =y - C\Users\student01.PISCHOOL.000\Desktop\TankDashboard.pdi AR Wh

Installation Date:
Tank Overview 11-Jul-1987

Pressure (KPa)

Flow Rate (US gpm)
15739 Temperature Inside & Outside

18000 There we go!

©ORandom.Real10
15739

1/17/2019 3:49:05 P 1/17/2019 4:49:05 PM

Diameter (ft):
20FT

Alright, fixed... well not really. The Secondary PI Data Archive PISRV2 is not getting
data, which would be a problem if the Primary ever went down. What good is a backup
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system when you can’t use it?

Another way to confirm that the secondary is not getting data is to connect to
PISRV1 and PISRV2 simultaneously and check the tag values side by side using the
Current Values plugin.

Open PI SMT to the Current Values plugin and connect to PISRV1 and PISRV2.

fﬂ Current Values - Pl System Management Tools (Administrator)

File View Tools Help
Servers Q X % | i 7]
Seardh pel
Tag Name Server  Collective  Timestamp Valu

Collective: piworld

PISRV1  Primary
PISRV2 Secondary

< >

System Management
Search pe)
Alams
Batch
v Data
Archive Editor
Stale and Bad Poir
Interfaces
IT Points
Operation
Points
Security

You found that all the tags in the Pl ProcessBook display had Point Source OPC, so
search for all tags with Point Source OPC and add them to the display.

]

File View Tools

Servers

Search pel

Collective: piworld
PISRV1  Primary
PISRV2 Secondary

< >

System Management
Search pel
Aams
Batch
v Data
Archive Editor
Curment Values
Stale and Bad Poir
Interfaces
IT Points
Operation
Points
Security

Help

Tag Name Server Collective

L7}
T ALl £ BT PRI . ey
@ Tag Search a X
Basic Search I Adyanced Search I Alias Search]
Pl Server: Point Type: Point Class: Favoites P
| o |+ | |* v
Connections...
Tag Mask: Point Source: Engineering Units:
[ |ore I | Search
Descriptor: m Abort
Reset
Server: Tag: Descriptor: Select Al
piworld\P... sy.st.PIINTO1.opcint_Re... Unilnt Health Point [U_HEARTBEAT] for opcint_ReadOnly1 Q
piwordd\Pl... sy.st.PIINTO1.0pcint_Re... Unilnt Health Point [UI_DEVSTAT] for opcint_ReadOnly1
piworld\Pl... Random.Int2 Pt. Atr...
piwordd\Pl... Random.Int4
piworld\Pl... Random.Real8
piwordd\Pl... Random.Reald e
piworld\PI... Random.Real10
piworld\PL... BrokenTag “
piworld\PL... sy.st.PIINTO1.opcint_Re... Unilnt Health Point [UI_HEARTBEAT] for opcint_ReadOnly1
piwordd\Pl... sy.st.PIINTO1.0pcint_Re... Unilnt Health Point [UI_DEVSTAT]for opcint_ReadOnly1
piworld\Pl... Random.Int2 Cancel
piwordd\Pl... Random.Int4
piworld\Pl... Random.Real8 H
piworld\PI... Random.Reald elp
piwordd\Pl... Random.Real10
piworld\PI... BrokenTag
< >
Ready List Count: 16 [Percent 100 %

Sort by tag name to make the comparison easier, then take a closer look at the values.
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Everyone’s values will be different and will not match the workbook because this
is randomly generated data!

fﬂ Current Values - Pl System Management Tools (Administrator)
File View Tools Help

Servrs KX %» 5 BE @

'OII Tag Name I Server  Collective Timestamp Value Engineer

Seardh

Collective: piworld

PISRVI  Primary : BrokenTag PISRV1 _ piworld 1/17/2019 5:12:45 PM 10,655
BrokenTag PISRV2 piworld 1/11/2013 10:13:21 PM Pt Created
PISRV2  Secondary I"pzrdom.int2 PISRVI piwold 171772019 5:1245PM 23,142
Random.Int2 PISRV2 piworld 1/11/2019 5:07:04 PM 14,015
Random.Int4 PISRV1  piworld 1/17/20195:12:45PM 24 887
o 5 Random.Int4 PISRV2  piword 1/11/2019 8:05:36 PM Pt Created
Random.Real10 PISRV1  piworld 1/17/20195:12:45PM  1,9341
System Management Random.Real10 PISRV2 piworld 1/11/2019 8:54:46 PM Pt Created
Search L || Random.Real8 PISRV1 piworld 1/17/20195:1245PM 19341
Aams Random.Real8 PISRV2 piworld 1/11/2019 8:05:36 PM Pt Created
Batch Random.Real39 PISRV1 piworld 1/17/20195:1245PM  1934.1
v Data Random.Real$ PISRV2 piword 1/11/2019 8:54:46 PM Pt Created

Archive Editor sy.st.PIINTO1.opcint_ReadOnly1.Device Status PISRV1 piworld 1/17/2019 2:39:16 PM 0| Good
Current Values sy.st.PIINTO1.opcint_ReadOnly1.Device Status PISRV2  piword 1/11/2019 4:53:57PM  01Good

Stale and Bad Poir | sy st PIINTO1.0pcint_ReadOnly1.Heartbeat PISRV1  piworld 1/17/20195:12:45PM 8 seconds
Interfaces sy st.PIINTO1.opcint_ReadOnly1.Heartbeat PISRV2 piword 1/11/20195:07:04PM 7 seconds

IT Points

Looks like is some cases it used to be working? Why are the data and timestamps
different between the 2 servers?

A very common misconception about Pl Collectives is that there is some
server-side mechanism keeping all the data synchronized. Many Pl System
users and administrators assume that any data written to the Primary is
replicated to the Secondary, similar to SQL Server replication, or that Pl

Tip Collectives work like a Windows Cluster with shared storage. Neither of
these assumptions are true.

There are 2 main ways that data gets to the Secondary:

* The first is during a process called Reinitialization, where the archive files are
copied from the Primary to the Secondary when requested by the Administrator
using the PI Collective Manager utility. This operation is performed when the PI
Collective is formed initially, but otherwise typically is only done on-demand
when it is discovered that data is missing. Data is missing, so we will need to
do this, but we need to address another issue first.

* The second is through the use of PI Buffer Subsystem, which takes data
collected by PI Interfaces, Pl Analysis Service, and other data entry applications
and sends a copy to all Pl Collective members. This is how data remains “in-
sync” (for lack of a better term) during continuous operation.
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The behavior we have just observed is almost always an issue with buffering. Either PI
Buffer Subsystem is misconfigured, not configured at all, or there is a network or security
issue preventing Pl Buffer Subsystem from writing to tags on the Secondary.

PIWORLD PI Collective

- ¢
- J
rad

ol 4

5!—-;}
OPC

Simulator

PIINTO1 PISRV1

PICLIENTO1

PISRV2

P1 Buffer Subsystem must be configured on every node with an application that writes to
the PI Data Archives. This of course includes PI Interfaces.

c. Check the Pl Interface Node and configure Pl Buffer Subsystem
Let’s log into PIINTO1 and see what’s wrong.

On PIINTO1, open PI ICU and do Tools -> Buffering:

m Pl Interface Configuration Utility
Interface Help

Log Files... Ctrl+L 5 0B
Ctrl+B ]

Run apisnap .——]

Diagnostics... Ctrl«D

Point Sources...

Date/Time Properties... Ctrl+A ——

View Digital State Sets... e . '—
Interface Tag Creation Utility...
Interface Communication Test Utility...
Interface Specific Configuration... P T
F = unters Interface IO I—

ints

Options...
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Well that would explain it. Pl Buffer Subsystem is not configured. Let’s configure it:

Buffering Manager

Click Continue with configuration:

@ Buffering Manager - New Install Wizard

Buffering Manager

Configuration, monitoring, and troubleshooting of buffering

Welcome to the Buffering Manager new installation wizard

This wizard will guide you through the initial configuration of buffering.

|| Continue with configuration I Exit Buffering Manager

For more information, refer to documentation or contact Technical Support .

View messages | Welcome help

Select the Pl Data Archive / PI Collective you wish to buffer to, Next:

@ Buffering Manager - New Install Wizard

Buffering Manager

Configuration, monitoring, and troubleshooting of buffering

Detected Pl Interfaces

Detected Pl Interfaces
Pl Data Archive Security

Confirm the Pl interfaces and services for which you want to configure buffering.
Buffering Configuration Servers that are not selected will not be buffered.

. Detected Pl interfaces are listed by server.
Verification

Buffer  Server Status
PISRV1 (piworld)
Pl-opcint_ReadOnly1 Running

Don't see all your Pl interfaces? Want to add another service? Select a service.

View messages | Detected Pi Interfaces help

I| Next

I | Cancel
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Stop at the below screen, there is some configuration required.

@ Buffering Manager - New Install Wizard - O X

Buffering Manager

Configuration, menitoring, and troubleshooting of buffering

Detected Pl Interfaces Pl Data Archive Security
Pl Data Archive Security | Review/update a mapping or trust for the selected Pl Data Archive server.

Buffering Configuration Windows account to run the Pl Buffering service: LocalSystem Change

Verification Gotcha! These PI
piworld @ Success Identities only have
% piworld Retry security test Read Access
Authentication method: SSPI Change

Pl identity: Pl Users | PIWorld

Don't click next yet!

T 1
View messages | Pl Data Archive Security help Previous l g I Cancel

Even though there is a green checkmark, we need to make a change. As-is, Pl Buffer
Subsystem is connecting to the PI Collective with Read Access, but it needs to Write to

Tags.
We won'’t get into all the configuration involved in Pl System Security. That's
an entire lab in itself. However, we will touch on security with a few
examples. Consider watching this YouTube playlist (at a later time) to get a
Tip better understanding of PI Data Archive Security.

There is already a PI Identity configured for use with Pl Buffer Subsystem. There’s also a
mapping that will grant the service account pischool\pibufferservice the access
associated with the PI Identity.
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This can be inspected in the Mappings & Trusts plugin in Pl SMT.
Nothing to configure here, we’re just looking.

B Mappings & Trusts - Pi System Management Tools (Administrater)
File View Teok Help
Swvers X LMD E- @

fsearch Al
Collectrve: piwerid T"‘"
| Magpeg

Server  Colectwe Descspbon  Fl idertty Eralsed

PSRV Prmery
PISRY2  Secondery 2 Fvaryone PISR_  pworld Pl Upars Tus
B suiLTivsdmnistanos FISA . pavord piadming Toue
N
ﬁ&ﬂu Toue
FliVinoe Taus

Back to PIINTO1, we just need to change the service account used by Pl Buffer
Subsystem. Click Change:

e Buffering Manager - New Install Wizard — a x

Buffering Manager
Configuration, monitoring, and troubleshooting of buffering

Detected Plinterfaces | P| Data Archive Security
Pl Data Archive Security = Review/update a mapping or trust for the selected Pl Data Archive server.

Buffering Configuration Windows account to run the Pl Buffering service: LocalSystem

Verification
R o O s

Y piworld Retry security test
Authentication method: S5PI Change
Pl identity: Pl Users | PIWorld

View messages | Pl Data Archive Security help Previous || Next | | Cancel |
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Check ‘Use Windows account (recommended)’, then open the text file called ‘PIBufss
credentials’ on the desktop and copy/paste the user and password into the fields. Click
Next.

@

Buffering Manager

. Configuration, monitoring, and troubleshooting of buffering

PlBufss
redentials

Detected Pl Interfaces
Windows Security
Pl Data Archive Security

Windows Security

Select a Windows account to run buffering.

Buffering Configuration ® Use Windows account (recommended)

Windows user
Ipischool\pibufferservice I
Password

This user will be added to the local Administrators group

Verification

[-]

| PIBufss credentials... —

File Edit Forma
user: ==
pischool\pibuff
paSS\-lOr‘d:|
SweetCuppinCakes

) Use LocalSystem Account

View messages | Windows Security help Previous I Next |I| Cancel
It should now show the PI Buffers identity, click Next
@ Buffering Manager - New Install Wizard . O X
Buffering Manager
Configuration, monitoring, and troubleshooting of buffering
Detected PlInterfaces | P| Data Archive Security
Windows Security Review/update a mapping or trust for the selected Pl Data Archive server.
Pl Data Archive Security | \yindows account to run the Pl Buffering service: pischool\pibufferservice Change
Buffering Configuration
Verification -
“® piworld Retry security test
Authentication method: SSPI Change
Pl identity: Pl Buffers | Pl Users | PIWorld
View messages | PI Data Archive Security help Previous ‘I Next I l Cancel

Leave the defaults, click Next
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@ Buffering Manager - New Install Wizard

Buffering Manager

Configuration, monitoring, and troubleshooting of buffering

Detected PlInterfaces | Buffering Configuration

Windows Security Specify the buffer location.
Pl Data Archive Security

Buffering Configuration Butterlocation:

Verification C:\ProgramData\OSlsoft\Buffering Browse...

Drives Available space Total space Used space

C\  249GB s0ce

DA 19.2GB 20068 Ji

Unsure which directory to select? Use recommended.

View messages | Buffering Configuration help

I Previous I Next ll Cancel

I

After a minute or so configuration should be complete, but it looks like there’s still a
problem. Click ‘View messages’. The screen might not show a problem for you
depending on the timing. If so then click Exit new installation wizard

@ Buffering Manager - New Install Wizard

Buffering Manager

Configuration, monitoring, and troubleshooting of buffering

Detected Pl Interfaces Verification

Windows Security Check the health between Pl Buffer Subsystem and each Pl Data Archive server.

Pl Data Archive Security
. i : @ P Buffer Subsystem successfully started.
Buffering Configuration

Verification @ PIBuffer Subsystem is now operational.

Server Status

¥

! The upgrade to Pl Buffer Subsystem is complete. Not all connections were verified.

View messages | Verification help

I Exit new installation wizard |

Again, the previous screen might not show a problem depending on the timing. If

so then click Exit new installation wizard

39| Page




You'll definitely see the errors here. Click Pl messages.

@ Butfenng Mansges - 0o x
Fle View Help

Buffering Manager

Configurstion, monitoning, and troubleshooting of bufferng

b © Global Buffering Status
One or more errors reparted.
For detads chck the serverfs) with an error icon or click the Pl messages link. Settings

P 9.9 months estimated buffer capacity
If all connechons are severed, estimaled time until data loss

P 2 events in queue
Total queved events for all servers

P 5362 total events sent (14 events per second)
Total queued events sent for all servers

Filter for Errors:

e Pl Messages -
. I Sourcel: I
Message: [ Source2: |
- Time Program  Message
Q 17-Jan-2019 21:45:43 pibufss Error -10401 encountered while posting to point ID 1093,
event time: 17-Jan-19 21:45:42.82600, value: DS_0_312, mode: noreplace.
9 17-Jan-2019 21:45:43 pibufss Error -10401 encountered while posting to point ID 1093.
event time: 17-Jan-19 21:45:42.82600, value: DS_0_312, mode: noreplace.
€3 17-Jan-2019 21:45:36 opcint_ReadOnly COM thread 912 exiting
° 17-Jan-2019 21:42:34 pibufss ‘Unable to wait for dependent services to stop, could not open the ServiceControlManager, error: [5] Access is denied.

° 17-Jan-2019 21:42:34 pibufss fOpenSCManager. Error 5:Access is denied.
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Troubleshoot Errors

Error -10401 is not giving much detail, but we can at least look up point ID 1093 later on
to see which tag is having a problem.

If we google “pi error 10401” and do a little digging we can deduce that the full error is
[-10401] No write access — secure object.

It would probably be more effective to search https://techsupport.osisoft.com or Pl
Square instead of google, but that requires a sign up. The required SSO account is free
and highly recommended but we don’t want to spend any time on this during the lab.

As for the other errors, looks like we maybe didn’t have permission to restart the OPC
Interface service through Buffering Manager. Let’s see if they persist after we address
the -10401 errors and restart Pl Buffer Subsystem.

We’ve deduced that something doesn’t have write access to a tag with pointid 1093. It
stands to reason that it's probably PI Buffer Subsystem, since the tag was working
before we configured buffering.

Which tag is pointid 1093? We can find out by doing a tag search, and since we

anticipate the possibility of tag configuration changes, let’s do it from the Point Builder
plugin in Pl SMT.
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From PICLIENTO1, Open Pl SMT head to Point Builder. Clear the list if it's not empty.

m Point Builder - Pl System Management Tools (Administrator)

File View Tools Help

| Servecs TH K BRE @

Search pe) |

: z 5 Server  Name Stored Values  Point Source  Point Type  Point Class  Descriptor P
Collective: piworld

& PISRV1  Prima PISRV1 BrokenTag Realtimedata OPC Float32 classic pi
[ PISRV2 Secorr:iary‘ PISRV1 RetiredTag Realtimedata ZZZ OPC Float32 classic pi

3 ClearlList Ctrl+W
< > Remove from List  Ctrl+R
System Management' Delete Pl Point Ctrl+X

Search pl Rename Pl Point F2
> Alams
> Batch
| v Data
Archive Editor
Cument Values
Stale and Bad Poir
v Interfaces
AutoPointSync List
Interface List
> IT Points
» Operation
v Points
Digital States
Performance Equat
Point Builder <

Point Classes
oo v General  Amhive Classic  Securty  Svstem

~

Do a tag search, ensure * is set for the Tag Mask, and change the customizable field to
Point Attribute...

& Paint Builder - Pl System Management Tools [Administratar

File View Tools Help

e k] G EIEIT
:_"EE’CH

Collective: piworld
ISRV Primary
LI PISRVZ Secondary
|

l @ Tag Search O x

Server  Name Stored Values  Point Source  Point Type  Point Class  Descriptor  Point Security

< > Basic Search | Adyanced Search | Alias Search |

System Management P| Server Point Type: Poirtt Class

Search o |:3: 7 j B wiB )

Favortes P

> Mams Connections...

> Batch Paint Source: Engineering Units
v Data Il— I i | | Search

Archive Editor
Cument Values Lt Lo I:EI"IE E Value Bbort

Stale and Bad Poir, B ‘ |‘ Status :I

’ Ime.ﬁl‘;e:o\mSync List Point Attribute...
Interface List
> IT Points
> Operation
~ Foints Pt. Adr...
Digital States
Performance Equat Pt. Values..
.
Point Classes G - = = s
Point Source Table O°M®™  Archive Classic  Sscurty

i S i
~ Security
Database Security| | Descriptor:

Fireval Stored Values: |Realtime o =
dentities, Users, & tar falues: altime data

Mappings & Trusts | iy 7, Foat32 v
Securty Settings vpe < >

Eng Units: Ready | List Court: 0

Reset

Server: Tag: Descriptor: Select Al
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Scroll down to pointid, select pointid, click OK.

@® Select Point Attribute b 4
Senper
[prword PISAV] | oK
gyt o Cancel
Pori Attriutes
Porm Anbute Al 1 commctions.
lacationd E
location3
locationd
poinilype
ptacraes
phcipsmid
picleszname
prolasaney
pégrougn
phosTier
phs=curity W
Search for pointid 1093, select tag Random.Int2, click OK
@ Tag Search O
Basic Search | Advanced Search | Alias Search |
Pl Server: Point Type: Point Class: Favores
I: SHEV1 j - w | | w
Tag Mask: Porrt Source: = —_—
; IE [; =
Descriptor: intid: » Abod
[ |J1093 |
Reset
Server Tag Descriptor: Select Al
Pr. Ar .
Pt. Values ..
OK
Cancel
Help
£ >
Ready List Count: 1 Percent 100 % r
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Ensure Random.Int2 is selected. Go to the Security tab, we can see that the PI Buffers
identity is not included here. Let’'s add it under Point Security.

General Archive Classic System
Point Security Data Security
& piadmins 8 PI Points&Analysis Creator & piadmins 8 Pl Points&Analysis Creator
8 Plintefaces 8 Pl Web Apps 8 PlIntefaces 8 Piweb Apps
8 Pl Users 8 Pl Users
, Remove Add... Remove
Pesinissione fof pladaine pllowr Recissions foriadinii Allow;
Read %] | Read
Write M | Write

Click PI Buffers, Add..., OK

8 Select

Select from server PISRV1
Type: | Pl Identity v

Name Description

| § Pl Buffers | Identity for PI Buffer Subsystem and P| Buffe
® Pl Interfaces Identity for P Interfaces .

G Dl Driednd Nmnmhimin Cem—bnr  |dmmtinefnr DINMCCCAanin~a DIACCAnmsina —md
< >

Add
8 Pl Buffers

ok || Cancel
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Also add PI Buffers to data security.

General Archive Classic Secutty System

Point Security Data Security
88 piadmins R PI PointsAnalysis Creator & piadmins 8 PI PointsaAnalysis Creator
8 Pl nterfaces B Piweb Apps 8 Plintedaces 8 Piweb Apps
87l Usens R P Buffers 8 Pl Uses
Remove Remave
Permissions for Pl Buffers Allow Permissions for piadmins Allow
Read Read %]
Wite: O Write
8 Select ? X
Select from server PISRV1
Type: Pl Identity v
Name Description A
r.: P| Buffers |dentity for P| Buffer Subsystem and P| Buffe
® Pl Interfaces Identity for Pl Interfaces
ﬁ Dl Doicdn @ Ammhmion MCem—dmer  ldmedine fne DIMTCCamina DIACCAmbima —emd i
< >
B Pl Buffers
OK Cancel
Write is required for Data Security.
General Archive Classic Securty  System
Paint Security Data Security
4 piadmins 8. Pl Points&Analysis Creator 84 piadmins 8 Pl Points&Analysis Creator
B Flinterfaces B Pl Web Apps B Pl interfaces 8 Pl Web Apps
B Pl Users B Pl Buffers B Pl Users @ Pl Buffers
Add.. Remove Add... Remove
_Pe_rrr't\ssi_o_ns for PI Bu’ﬁers _Allcw F'ermisfm_:r_'l_s f_A_)r F'\ B_L!ﬁe_r_s Allow
Read Read
Write [ Write —‘-—N____’ @

In simple terms, Point Security relates to the ability to search for, view, and edit the
configuration of tags. For example, Write in Point Security was required to change the
instrumenttag of BrokenTag and is required here to edit tag security settings.

Data Security controls which Pl Identities can read data from or write data to tags.
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Be sure to Save!

R Point Builder - Pl System Management Tools (Administrator) - a X
File View Tools Help
E T — ] EIENE ) e
. o =1
Collective: piworld Server  Name Stored Values  Point Source  Point Type  Point Class  Descriptor  Point Securty Data S¢
[ PISRVI  Primary PISRV1 Randomint2 Realtime data OPC Int32 classic piadmins: Af.w) | Pl Interfaces: Af) | P Buffers: Af) | PI Users: Af) | P| Points8Analysis Creator: Af.w) | PI Web Apps: Af)  piadmin

[J PISRV2 Secondary

Search
> Aams
> Batch
Archive Edtor

Stale and Bad Points

System Management Tools
re)

<
General Archive Classic Secutty System
| Point Securty Data Securty
8 Pl Users 88 piadmins 8 PlUses
8 Pi PointsaAnalysis Creator B Plintedaces 8 Pl PortstAnalysis Creator
8 Pl Web Apps 8 Pl Buffes 8 Pl web Aops
Permissions for Pl Buffers Allow I Permissions for Pl Buffers Allow
Bead = | Read g |
Wite i | wite %]

Let’s go back to PIINTOL1. Close the message window.

@ Pl Messages - o X
Time range: | Last hour -
Severity: | @ Error ~ | Program: « | sourcet: “]
Message: Source2: B
Time Program Message
@ 17an-2019 214543 pibutss Error -10401 encountered while posting to point 1D 1093.
event time: 17-Jan-19 21:45:42.82600, value: DS_0_312, mode: noreplace.
o 17-Jan-2019 21:45:43 pibufss Error -10401 encountered while posting to point 1D 1093,
event time: 17-Jan-19 21:45:42.82600, value: DS_0_312, mode: noreplace.
€ 17-1an-2019 21:4536 opcint ReadOnly COM thread 912 exiting
@ 17-1on-2019 21:4234 pibufss Unable to wait for dependent services to stop, could not open the ServiceControlManager, error: 5] Access is denied.
o 17-Jan-2019 21:42:34 pibufss OpenSCManager. Error 5:Access is denied.
(®) Message Details
[_Ciose ]
. . . . . ,
Exit new installation wizard if you haven’t already.
@ Buffering Manager - New Install Wizard - O 'S
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Cenfiguration, menitoring, and troubleshooting of buffering

Detected Pl Interfaces Verification

Windews Security Check the health between Pl Buffer Subsystem and each Pl Data Archive server.
Pl Data Archive Security
X @ PiBuffer Subsystem successfully started.
Buffering Configuration
Verification @ PIBuffer Subsystem is now operational.

Server Status.

<2 piworkd €3 View messages

I The upgrade to Pl Buffer Subsystem is complate. Not all connections were verified.

View messages | Verification help
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The PI Buffer Subsystem status should be green.

® Buffering Manager - O X
File View Help
Buffering Manager
e

itoring, and

bleshooting of buffering

b © Global Buffering Status P! messages
There are no reported issues.

P 10.0 months estimated buffer capacity
If all connections are severed, estimated time until data loss

P 0events in queue
Total queued events for all servers

P 18606 total events sent (13 events per second)
Total queued events sent for all servers

Depending on timing however it may still be red. Keep reading.

@ Buffering Manager - o X
File View Help

Buffering Manager
Configuration, monitoring, and troubleshooting of buffering

» © Global Buffering Status Pl messages
One or more errors reported.
For details, click the server{s) with an error icon or click the Pl messages link. Settings

P 10.3 months estimated buffer capacity
If all connections are severed, estimated time until data loss

P 0 events in queue
Total queued events for

P 52400 total events sent (14 events per second)
Total queued events sent for all servers

47 |Page



If it's still showing errors. Restart the Pl Buffer Subsystem service and the Pl Interface
Service and see if that fixes it.

Open windows services from the taskbar.

Restart Pl Buffer Subsystem

5L Phone Service

Manages th... N
#1D| Buffer Subsystem Sy

&Pl Message Subsystem Aar g A
‘G, Pl Network Manager Stop ng A
G Pl-Buffer Server Pause D
5k Pl-Buffer Server x64 Resume D
‘G Pl-opcint_ReadOnly1 Restart g A
S5 PIPC Log Server g A
CLPIPC Log Server x64 All Tasks > hg A
£:Plug and Play Refresh g M
£} Portable Device Enumeral N
C,\ Power Properties g A
G Print Spooler Help ng A
Gk Printer Extensions and Now s scrvice o N

N - x [P -

The wizard secretly added a dependency on Pl Buffer Subsystem to the OPC Interface
service, so it must restart too.

Restart Other Services X

When Pl Buffer Subsystem restarts, these other services
! . will also restart.

Wﬁiopcint_ReadOnlﬂ

Do you want to restart these services?

Yes No
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All Green!

@ Buffering Manager

File View Help

Buffering Manager

Global P

4 O Global Buffenng Status

orted issue

f all connections

P 2eventsin queue

tal queued events for all servers

P 2224 total events sent |

Total queued events sent fi

Logical Servers

Select a server below for
>
A

piworld

ation, monitoring, and troubleshooting of buffering

P 10.3 months estimated buffer capacity

are severed, estimated

more detailed information

Beginning Administration and Management of the Pl System

Pl messages
Settings

time until data loss

Now that Buffering is configured, the OPC Interface is sending new data to PISRV1 and

PISRV2.

E
“‘“J\:%
OPC

Simulator PIINTO1

PIWORLD PI Collective

ﬁ PICLIENTO1

PISRV2
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e. Verify Correct Operation

On PICLIENTO1, Go to PI SMT, connect to PISRV1 and PISRV2, and add all OPC tags
to the Current Values plugin. We should see identical timestamps and values on both
servers now.

Everyone’s values will be different and will not match the workbook because this
is randomly generated data!

?ﬂ Current Values - Pl System Management Tools (Administrator)
File View Tools Help

Seovets KX ¥k > u|BE @

Search

i ] Tag Name Server  Collective Timestamp Value E

Collective: piworld

B PSRV Pi sy.st.PIINTO1.opcint_ReadOnly 1. Heartbeat PISRV1 piworld 1/17/2019 10:58:34 PM 2 st
bt sy st PIINTO1.opcint_ReadOnly1.Heartbeat PISRV2 piwodd  1/17/20191058:34PM 2 st

£ PISRV2 - Secondary sy st PIINTO1 opcint_ReadOnly1 Device Status PISRV1 piwodd  1/17/201910:54:18PM  0]Good

sy.st.PIINTO1.opcint_ReadOnly1.Device Status PISRV2 piworld 1/17/2015 10:54:18 PM 0| Good

Random.Real9 PISRV1 piworld 1/17/2019 10:58:35 PM 12,157
Random.Reald PISRV2 piword 1/17/2019 10:58:35 PM 12,157
Random.Real8 PISRV1 piword 1/17/2019 10:58:35 PM 12,157
System Management Tools Random.Real8 PISRV2 piworld 1/17/2019 10:58:35 PM 12,157
Search ,O] Random.Real10 PISRV1 piword 1/17/2019 10:58:35 PM 12,157
Alams Random.Real10 PISRV2 piworld 1/17/2019 10:58:35 PM 12,157
Batch Random.Int4 PISRV1 piword 1/17/2019 10:58:35 PM 22,207
v Data Random.Int4 PISRV2 piworld 1/17/2019 10:58:35 PM 22,207
Archive Editor Random.Int2 PISRV1 piworld 1/17/2019 10:58:35 PM 32,079
Cument Values Random.Int2 PISRV2 piworld 1/17/2019 10:58:35 PM 32,079
Stale and Bad Points BrokenTag PISRV1 piwodd  1/17/201910:58:35PM  7.936
:r_l‘_t:’fi‘:tes BrokenTag PISRV2 piworld 1/17/2019 10:58:35 PM 7,936
oints

Go back to the Tank Dashboard and click Revert while in run mode, everything should
have data.

a Pl ProcessBook - [TankDashboard]
EE'E Edit View Insert Tools Draw Amange Window Help

DeH &R =g 1 &K B e | & @ E= LI "4
|E||> NOHOrEO L+ Ludx B8 ER

g2l <€ 55958 PM W5S5EPMI> D Rk 2 E O a b » T
w= = -~ C\Users\student01.PISCHOOL.000\Desktop\TankDashboard.pdi - N - 9k
Installation Date:
Tank Overview 11-Jul-1987

Pressure (KPa)

Flow Rate (US gpm)
7324.96 Temperature Inside & Outside

’—w 18000

S

© Random_Real10
73250

Product:
HC1500
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Confirm that you're connected to PISRV2 in File -> Connections. If not, switch members
and click Revert again.

]
Bl fle ot Yiew Jset Jools Doow Amnge Window beip
Jiad & 2 [ 8w - O M@

M» NDdOruBLrLdd*BRER

I“«;qu(nyz?m BT D % NS O
o sy - ChUsers studentD 1 ASCHOOL 000\ Desitop TankDashoard pdi
#® P Connection Manager - o x
| Server Took View Help
[B*, prenas! Colectrve orwodd
Change Password .. B
Add Server. -
2 ‘ 10 secondy
enave Selected Senves
wconds
Member Information..
Cennect to Piimary FISCHOOL 'studert ] 23 padn. padiers
Switch Member 16266447 5at7 4200 5296 3 b4 Te
Refrech P13 potocel 35
19216308
rp: PIa&@ T1a
DOpentng Systen Windews NT AMDES £23200
| pworld connectad as MISCHOOL atudent(l! wroe 172572019 4 29 51 PN Defau Server: prword

'."

Copy Archive data to PISRV2 by Reinitializing the PI Collective

¥ ol ¥

We’re not quite done. Data on PISRV2 is missing up to the point where we configured
buffering. Luckily, the data exists on PISRV1. We can Reinitialize PISRV2, which will
copy all the archive files from PISRV1 and synchronize the data up to that point. PI
Buffer Subsystem will handle anything after that.

Let's connect to PISRV1 and Reinitialize the Pl Collective.

“‘Q PISRV1 - Remote Desktop Connection Manager v2.7

File Edit Session View RemoteDesktops Tools Help
=-%3 PIWorld
0 PIINTO1

0 Connect server

Connect server as...

Reconnect server
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Before Reinitializing, let's implement a quick Ul tweak. Hold shift while right-clicking Pl
Connection Manager in the taskbar and go to properties:

Open
Troubleshoot compatibility:

Google

A Open file location
' Run as administrator
Run as different user

Unpin from Taskbar
Pin ko Start Menu

Copy as path
Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

[ : L P;oerties |
EUStartl qa! }E_l;i m G @ @ = | Icu a‘d

In the compatibility tab, check ‘Run this program as an administrator’. You can of
course just remember to Run as administrator every time instead, but this is a little more
foolproof.

Reinitialization may fail mid-way if Pl Collective Manager is not run as an administrator.

ﬁf— PI Collective Manager Properties [ x| ‘

Security | Details I Previous Versions ‘

Gereral | Shorteut Compatibilty |

If you have problems with this program and it worked correctly on
an earlier version of Windows, select the compatibility mode that

matches that earlier version.
| ;

i~ Compatibility mode
[ Run this program in compatibility mode: for:
IW\ndﬂws XP (Service Pack 3) ﬂ
[ Seltings

™ Runin 256 colors

™ Run in B40 » 480 screen resolution

[™ Disable visual themes

[ Disable desktop composition

™ Disable display scaling on high DP| settings

i Privilege Level
I ¥ Run this program as an administiator I

Change settings for all users |

| oK I Cancel Apply
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Launch PI Collective Manager from the taskbar and resize the window.

Note that the Status is Good and the SyncStatus is Success despite the fact that
PISRV2 is missing data. The SyncStatus has nothing to do with data; it only cares about
synchronizing configuration, such as tag creation/edits and security settings.

Description
lective
FODN

PISFV2

Pl World Secondary

,,,,, 3

CommPeriod
SyncPeriod

& PI Collective Manager (Administrator) =] B3
Fle Edt Help
% Cotective Name: [pworld Colective ID:
Descigtion IW I1m6dd7-5a57-48ea-329583ad7b40b1e
Last Configurati Status:
Change Time:  |11Jan-201317:2313 [Good
P 8@ /
o (g /
PISRV1 PISRV2
(22

The member server computer hostname.

Provided the administrator has the necessary permissions, Reinitialization is fairly

straightforward.

Right-click PISRV2 and Reinitialize Server...

i‘.;- PI Collective Manager { Administrator)

Fle Edt Help
Collectives | Collective Name: [piword Collective ID
R Desciiption: Pl World Lab [162e6ad75
?;mc“ﬁ'é“’" [11Jan-201917:23:19 Isﬁt:::
&+ 8@
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At this point you have the option to choose which Archive files are copied. Typically,
you only have to go as far back as the missing data. In a production environment, you
may choose to copy only the first archive using the software and manually copy and
register the remaining archives, since there could be 100s of GB of archives and things
get messy if the file transfer is interrupted.

In our case, just leave the defaults (copy everything). Next.

&g Reinitialize PISRYZ - Select Archives

Select the archives to be copied to your zecondary servers.
wharning: Only the zelected archives will be mounted on the secondarn zerver,

Historical (4 of 4] | Futue 1 of 1]

File | Start Time | End Time
C:API_ArchiveshPISAVT_200159-01-14_15-80-36.arc 14-Jan-1315:50:52  Curent
CAPI_ArchiveshPISAWT_2015-01-10_22-39-30.arc 10-an-19 223941 14-Jan-19 15:5005:
C:API_ArchiveshPISAVT_2015-01-10_18-10-34.arc 10-Jan191810:33 10-Jan-19 22:39:4°
C:API_archiveshPISAWT_2014-11-22_00-00-00.arc  22-Wov-14 00:00:00  10-Jan-1918:10:3:

1] | i3

Hiztorical Archives Selected: |4 5: ¥ Include Futuie Archives  Size of &rchives: |1 GE

Back | Cancel |

A

Reinitialization simply takes a backup of the Primary and restores it to the Secondary.
This next screen lets you decide what to do with the temporary backup.

Again defaults are fine. Next.

&% Reinitialize PISRY2 - Select Backup Location

Tao reinitialize a secondary server, Collective Manager makes a
temporary backup of the primary server and copies it to the
secondary server. Specify the location of the backup on the primary
server,

Backup Location:
C:\Program Files\PI\Backup_20190118 |

Space Available: I Refresh l
Space Required: |1.U1 GB

IV Delete temporary backup after copy to secondary

Back Next Cancel

N\
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Typically there’s no need to review the settings. Leave the defaults and click Next.

d&. Reinitialize PISRYZ - Yerify Selections

Yerify the following settings. Click Mest to beqin reinitializing the secondary node. Click Back to
change your selected options.

Collective Mame: Ipiwnrld
Primary Server IF'ISFW'I
Secondary Servers: FISRW2

Review all zettings... |

Back | MHext Cancel |
S

4

The Reinitialization process will:
» Stop PI Data Archive windows services on the Secondary,
* Execute a Pl Data Archive backup
» Copy the backup to the Secondary and restore the backup
+ Start windows services on the secondary

This will take 5 minutes or so.
@ Reinitialize PISRY2 - Conversion Progress

Step 1/ 8 - Stopping Secondary Servers

A =
: : Stopping FI Batch Subsystem on secondary node. (PISRY2. PISCHOOLINT)
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Eventually it should complete successfully.

&g Reinitialize PISRY2 - Finished

PISRV2 successfully reinitialized.

All running Pl process that were stopped were restarted. If Pl was not running, only the core
subsystems were started on the secondary servers. Please verify all required subsystems are
runhing on the secondary servers.

Status should be green after a few minutes or so of closing the previous window.

i%, PI Collective Manager {Administrator)

File  Edit Help

Collectives | Collective Name: |pivworld Co
ivworld
- Description: Pl Wworld Lab m
Last Configuration Ste
Change Time:  [11-Jan-201917:23.19 [Ge
dh 2]
']&j_" i&ﬂ' B

PISRV1 PISRV2

[£]21

I
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Finally, we can verify that the data exists on PISRV2 by switching members in the Pl
ProcessBook display.

@ PI Connection Manager — O X
Server Tools View Help
[¥]19% ipiworld: Collective: piworld v
Connect as... PISRVZ2.PISCHOOL.INT
Change Password... 5450
Add Server... fidemo
10 seconds
Remove Selected Server
60 seconds
Member Information...
Connect to Primary PISCHOOL \student01 as piadmin, piadmins
Switch Member 162e6dd7-5a57-4823-5296-83adf 7b4lb e
Refresh P13 protocol 3.5
152.168.0.8
Sl P13.4.420.1182
Operating System: Windows NT AMD64 6.2.5200
| piworld connected as PISCHOOL \student01 since 1/30/2013 9:08:07 PM l Default Server: piworld
Save Close
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5. Directed Activity — Stale and Bad Data Alerts

5.1 Objective

Interruptions to data flow are just a fact of life for the Pl System Administrator. Sometimes there are
issues with source data systems. Sometimes there are network interruptions. You do your best to
be proactive and prevent these issues, but often they are simply beyond your control. In this
exercise we will set up basic stale and bad data alerts. This will help you become aware of
problems before they impact your users, or at least make it look like you're on top of things.

5.2 Tasks

» Create a basic Pl AF Element
» Create a basic Event Frame Template
» Create a basic Pl Analysis to detect stale or bad data

» Create a PI Notification to send an email when stale or bad data is detected

5.3 Step-by-Step Instructions
a. Discussion

What are some of the worst things that can happen when data is bad or stale?
+ Bad datais fed into a report, and it becomes a hassle to clean up and/or
recall the report.
+ Someone makes a decision based on incorrect data.
» Users lose faith in the data and turn to alternatives or more primitive methods

b. Setting Expectations

There are a lot of steps involved in setting up a simple Pl Notification and we could
easily spend several hours or a day learning all the details of each individual step.
These topics are covered much more thoroughly in a 4-day course called Building Pl
System Assets and Analytics with Pl AF, which is highly recommended for Pl System
Administrators.

c. Getting Started

Ultimately, we want to get to the point of setting up a Notification. However, the
following prerequisites must be complete first:

* Input tags must be mapped to Pl AF Attributes

* An Event Frame Template must be created

» Logic to generate Event Frames must be configured

Let’s start by choosing a tag to monitor. Random.Int2 is as good as any.

58 | Page


https://learning.osisoft.com/ContentPage?title=Building_PI_System_Assets_and_Analytics_with_PI_AF
https://learning.osisoft.com/ContentPage?title=Building_PI_System_Assets_and_Analytics_with_PI_AF
https://learning.osisoft.com/ContentPage?title=Building_PI_System_Assets_and_Analytics_with_PI_AF

Beginning Administration and Management of the Pl System

First we'll build a simple PI AF hierarchy and map Random.Int2.

On PICLIENTO1, Open PI System Explorer.

(’ Google Chrome
Windows Server

M

B Microsoft Office 2013

b3

Windows
Server Manager  PowerShell

P

B orisstem

AboutPI-SDK ni

Pl Collective Manager Windows

Administrativ...
Pl Interface Configuration Utility

Pl MDB to AF Preparation Wizard %

Pl ProcessBook

@ p System Explorer

@) P System Explorer (Legacy 32-bit)

Event Viewer

@;} Pl System Management Tools

fl;) Pl System Tray

@4 PISDKUtilty (64-bit)

We’'ll create a new database dedicated to Pl System Administration. Click Database.

@ \\PISRV1\Testing - Pl System Explorer (Administrator)

File Search View Go Tools Help

ﬁDatabase ' ® Query Date ~ © @& | Q) Back H, Checkln %) v [#]R

Elements Elements
&
i (G Notifications Search

(L}, Element Searches

&|[3) Name | Description

! & Notifications
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Click New Database.

Select Database

X Delete Database f Database Properties ) Edit Security

Asset server: | Q¥ PIsRV1

Databases:
| L ~|
Name Description Last Modified
QABC Mining Company PI AF Class 6/10/2016 10:33:37 AM
eACME Enterprises PI AF Class 1/24/2019 4:48:11PM
°Conﬁguration A store for configuration data.  1/24/2019 4:57:03PM
aPI Big Tires Co. PI AF Class 1/24/2019 3:49:12PM
@ resting 1/11/2019 10:25:33PM
@Training PI AF Class - includes MDB mi...  1/11/2019 5:52:03 PM
QVeIodty Terminals Building PI AF Class Exercise #1  1/11/2019 8:41:35PM
[ox ][ dose
Name it “PI System Administration” and click OK.
4 Database Properties O X
General  Counts
MName: IlPI System Administrah'on| I |
Description: |
Server:  |PISRV1

Extended Properties (0) Security

) R

Select your new Database and click OK.

Select Database

& New Database X Delete Database [ Database Properties (g Edit Security

Asset server: lw PISRV1

PI AF Class

PI System Administration
PI Big Tires Co.
oTesting
Training
[ IO

PI AF Class

A o AT A Al i

PI AF Class - indudes MDB mi...  1/11/2019 5:52:03 PM

=

Databases:
Filter £ ~|
Name Description Last Modified A
@ABC Mining Company PI AF Class 6/10/2016 10:33:37 AM
@ ACME Enterprises

1/24/2019 4:48:11PM

2019 4520 M

1/24/2019 5:00:28 PM
1/24/2019 3:49:12PM
1/11/2019 10:25:33 PM

l44tnAAA AL A4 A AR

i
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Beginning Administration and Management of the Pl System

Next, we'll create a New top level Element to contain Stale and Bad Data alerts.

Right-click Elements and select New Element. If you click the New Element
hyperlink, you will see a slightly different set of dialogs, which will not match
the workbook exactly.

@ \\PISRV1\PI System Administration - PI System Explorer (4

File Search View Go Tools Help
@ Database 5 QueryDate + © @ (@ Back ) H, ¢

Leave the defaults and click OK.

Elements Elements
EL B89 New Element
%] New Model L
=P Add Element Reference... areno elements
2 % ent an asset or ¢
] rrange By * lement

[#] Refresh Eodel

Choose Element Template *

Parent: |PI System Administration
Add child element using the reference type:
“+ Parent-Child

Element Template:

<MNone>

| oK | Cancel

Enter Stale and Bad Data Alerts as the name and click Check In.

@ WPISRVT\PI System Administration - Pl System Explorer (Administrator)

File Search View Go Tools Help
@ Database [ QueryDate - @ @ @ Back ) | &, Checkin v @] Refresh | 3 New Element ~
Elements Element1
ﬁElemenls Generd (ChidHements Attributes Ports  Analyses MNotification Rules  Version
i —w{j Hementl
£\ Element Searches e [Stale and Bad Data Alerts| |
Description:
Template: 5 Type:
Categories: (@] Default Atiribute:
Extended Properties (0) Annotations (0) Location Health Security
Find: Parents Chidren EventFrames
Models Lavers Comneclions
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Now we’ll create an element for Random.Int2.
Right-click the Stale and Bad Data Alerts Element and create a new child Element.

@ \\PISRV1\PI System Administration - Pl System Explorer (Administrator)

File Search View Go Tools Help
@ Database [FEQueryDate ~ © @& | Back ) |H, Checkin ¥ « [2]Refresh | (3 New Element ~

Elements Stale and Bad Data Alerts
5 Elements L . T P i
PN < lc and Bad Data / New » |'3 New Child Element |
(i3, Element Searches Convert » | 1@ NewElement
4| New Model
. Create or Update Data Reference L:]
& cat . &P Add Element Reference...
ategorize... e o

Again, leave the defaults and click OK.

Choose Element Template x

Parent: |PI System Administration

Add child element using the reference type:

“+ Parent-Child

Element Template:

<Mone>

Name the Element Random.Int2 and check in.

@ \WPISRVT\PI System Administration - Pl System Explorer (Administrator)
File Search View Go Tools Help
@ Database P QueryDate ~ © @ | @ Back )| B, Checkin| <} « [£] Refresh |F New Element -

Elements Element1
EiElements General ChidHements Attributes Poris  Analyses Notification Rules Ve
S Stale and Bad Data Alerts
i B t1 Mame: I|Ra'1da'n[nt21 I
(£}, Bement Searches Description: |
Tempiste: | | = Ty
Categories: | | Defa
Extended Properties (0) Annotstions (0) Location Health Se
Find: Parents Children EventFrames
Models Layers  Connections

62| Page



Beginning Administration and Management of the Pl System

With the Random.Int2 Element selected, select the Attributes tab, and create a
new attribute.

o \\PISRV1\PI System Administration - Pl System Explorer (Administrator)

File Search View Go Tools Help
@ Database [ QueryDate ~ O @ | Back ) |B, Checkin <) « [Z]Refresh |F New Element ~ i5] New Att

Elements Random.Int2
5 Elements General Child Elements orts Analyses Notification Rules  Version
(=} (J Stale and Bad Data Alerts

Random.Int2

(3, Element Searches Heter 2 | I
2| t| 3@/ Name A value (&) | Descrip
There are no attributes configured for this element. Attributes represent a Proper’
single value that is used to represent a specific piece of information that is
part of an element, event frame, transfer, case, or notification. Catege
Defauli
Value T
Value:
DataR
Nienlau
Name the attribute Input and check in.
o \\PISRV1\PI System Administration - P| System Explorer (Administrator)
File Search View Go Tools Help
@ Database [ Query Date + © @ @ Back JI #, CheckIn I-f) v [2]Refresh | New Element ~ =] New Attribute
Elements Random.Int2
& Elements General ChidElements Attrbutes Ports  Analyses Notification Rules Version
S~ @ Stale and Bad Data Alerts ot | Casgay L] e
il | )] e E—
£, Element Searches Feter o Name: m
2t/ 9|8 Name a|value @ || | Descrpton:
rd Properties: (;onﬁgnﬂm Item v
Categories: | =
DefautUOM: | <None> <
Value Type: Double ~
Value: 0—
DataReference: | <None> v
Display Digts: |5
| Settings...
»

Click Settings.

a WPISRVIVPI System Administration - Pl System Explorer (Administrator)
File Search View Go Tools Help
a[)a'tabase F= Query Date ~ © @ Back ) |H, Checkin 3 « |2]Refresh | '3 NewElement - =] New Attribute

Elements Random.Int2
& Eements General Child Elements Attributes ports  Analyses Notification Rules  Version
B~ [ Stale and Bad Data Alerts Group by: [ ] Category [ ] Template
- (J Random.Int2 = oot
- 5
(T}, Element Searches Filter £ | = | P ‘
2t 88 R Name - Value & | Desaription: | ‘
2 Eil Input EU Properties: Configuration Ttem ~
Categories: | |@|
DefaultUOM:  [<MNane> v
Value Type: Jouble hd
Value: |0 |
Data Reference: | <Mone> v
Display Digits: |5 ‘
3
e —
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Click the search icon next to the tag name field.

Pl Point Data Reference

Data server; piworld
@ Tag name: |
O Attribute: |
Unit of Measure
Source Units: | <!‘dcne> L

Walue retrieval methods

By Time: Automatic
Relative time: I:I
By Time Range: | End Time |
Calculation basis: Time Weighted

Search for Random.Int2, select it, and click OK.

4 Tag Search >

Server(s): |piwor|d | -

handom.lntz I 3 w 3,_7]|| Search I
MName Data Server Display Digits Description Point :@

<

1results returned in 0.2453334 seconds.

Random.Int2 should now be in the Tag name field. Of course, we could have just
typed “Random.Int2” here directly without searching. Leave the defaults and click OK.

Pl Point Data Reference X
Data server: piworld il =
(® Tag name: [Random.Int2 ] =
O Attribute: v]

Unit of Measure
Source Units: <None> v
Value retrieval methods
By Time: Automatic v
Relative time: l
By Time Range: End Time v
Calculation basis: Time Weighted
Min percent good: 80
Read only
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Beginning Administration and Management of the Pl System

You should see a number for the value of Input. Check In. Since this is random
data everyone’s number will be different and won’t match the workbook.

@ \\PISRVI\PI System Administration - PI System Explorer (Administrator)

File Search View Go Tools Help

@ Database [ QueryDate ~ ® @ O Back O Im¢ Check In I"} v 2] Refresh | (3 New Element ~ =] New Attribute Sea
Elements Random.Int2
5 Elements General Child Elements Attributes Ports  Analyses Notification Rules  Version
- @ Stale and Bad Data Alerts Gowp
i (§ Random.Int2 rodt
- :
(L3, Element Searches Fter Pl ‘ ame> [C
2T S ffome [ ————
| Input {17931 Properties: <None>
N P rrrrrrrss

Categories:
Default UOM: <None>

Value Type: Int32

Value: 17931

Data Reference: | pI Point
I Settings...
\\piworld\Random.Int2

>

Next we'll create an Event Frame template. If this is your first experience with Event
Frames you’ll just have to accept the mystery for now. For our purposes it’s a
prerequisite for configuring Pl Notifications that can’t be avoided. We just don’t have time
to cover Event Frames in sufficient detail as the learning curve is too steep.

Go to the Library, Right-click Event Frame Templates, Select New Template.

o \\PISRVT\PI System Administration - Pl System Explorer (Administrator)

File View Go Tools Help
@Database %] Query Date ~ © Back ) H, Checkin ¥} « [&]Refre

Library || Event Frame Templates
@ PI System Administration
= (@) Templates Fiter
i+ (i Element Templates {
EI YEve ame Temp Al
¥ % Model Templates | @l | New Template e templates configured for
(- ~¥§ Transfer Templates
------ @) Enumeration Sets Arrange By k
(- '?, Reference Types 2] Refresh
------ Tables
------ Table Connections @ Paste
B D Categaries Import from File...

(@] Analysis Categories
' Attribute Categorie & Security...
i (@] Element Categories
‘... (2] Notification Rule Categc

b Reference Type Categc
i [P0 Tahla Catenaries
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Name it Stale and Bad Data

Alert, Check in

File View Go Tools Help

@Database P Query Date ~ ®© @ o

Q \\PISRV1\PI System Administration - P| System Explorer (Administrator)

i

Back ) Iu,, Check |n| v 2] Refresh | @ New Template ~

@) PI System Administration
- 7 Templates
(@ Element Templates
@ Event Frame Templates
el Template3
[ﬂ Model Templates
(-~ T Transfer Templates
- @y Enumeration Sets
- ', Reference Types
- [ Tables
- [ Table Connections
(= (] Categories
i (@) Analysis Categories
Attribute Categories
(8] Element Categories
(] Notification Rule Categories
Reference Type Categories
Table Categories

General  Attribute Templates

Name: btale and Bad Data Alert] l

l

Base Template: ‘ <None>

Description:

vs
Categories: | |&] o
Naming Pattern: l
[] Allow Extensions [[] can Be Acknowledged
Extended Properties (0) Location Reason Security
Find:

Derived Templates Event Frames

Derived Event Frames

Referenced Parent Templates
Referenced Child Templates

The Library warrants some explanation. This is where all the Templates and other
building blocks used in Pl AF are configured.

Next we'll configure the logic that defines Stale and Bad data. Go back to Elements and

select the Random.Int2 Eleme

nt.

n YWPISRV1YPI System Administration - Pl System Explorer (Administrator)

File Search View Go Tools Help
@ Database F¥QueryDate - @ @ (D Back 1) H, Checkln ¥} « [#]Refresh (J NewElement - 5] New/
Elements Random.Int2
@ Bements General  Child Bl Ports lyses MNotification Rules Verss
£ (§ Stale and Bad Data Alerts
ﬂl:'.an:ju_rn‘lntl. Fher
# 8% R Name = Value
i nput {18413

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

||—| Event Frames

| Library

j=== Unit of Measure

8 Contacts

38 Management

Randnm Int? Madified:1/24/2010 5
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Beginning Administration and Management of the Pl System

Click the Analyses tab and Create a new analysis.

File Search View Go Tools Help

@Database % Query Date ~ © @ Back ) |E, CheckIn

Q \\PISRV1\PI System Administration - Pl System Explorer (Administrator)

%) « |2]Refresh | F New Element ~
Elements Random.Int2
5 Elements General Child Elements Attributes Ports Notification Rules  Version
= (J Stale and Bad Data Alerts
i-4 Random.Int2 There are no analyses configured for this element.
(3, Element Searches

I Create a new analysis I

Name it Stale and Bad Data, select Event Frame Generation, and then choose Stale and
Bad Data Alert as the Event Frame Template.

| System Explorer (Administrator)

b O X
Help
DBack ) |H, Checkin %) « [2]Refresh |3 New Element ~ Search Elements P~
Random.Int2
General Child Elements Attributes Ports ~ Analyses Notification Rules ~ Version
o m Name: |Stale and Bad Data I
e @ © @ Name Backfilling (FDescrption: L
@ ¥ Stalea.. Categories: | v
Analysis Type: () Expression () Rollup | (@ Event Frame Generation | () SQC
Create a new notification rule for Stale and Bad Data
Generation Mode: | Explicit Trigger v Event Frame Template: ] > Functions
( Stale and Bad Data Alert ——
Add.. v ‘ Insert functions into the expression Reload
Name Expression True for Severity Al G
B Start triggers -
gge! Abs %
StartTrigger1| Type an expression Set (optional) | None v l I NeE

Click on the field that says Type an expression.

@ \\PISRV1\PI System Administration - PI System Explorer (Administrator)

File Search View Go Tools Help

@Database % Query Date ~ © @ Back ) H, Checkin ¥} « [£]Refresh |F New Element ~

Elements Random.Int2
5 Elements General Chid Elements Attributes Ports ~ Analyses Notification Rules Version
febs ﬁ .NS;‘ER?:dZTIg::’ Hlests o3 ] Name: ‘Sta!e and Bad Data
(£}, Element Searches o B © @ Name Backfilling Description: ‘
@ J- Stalea.. H Categories: ‘
Analysis Type: () Expression () Rollup
Create a new notification rule for Stale and Bad |

Generation Mode: | Explicit Trigger

Event Frame Template: | Stale and Bad Data Alert

> Functions
e | e
Name Expression True for Severity A
B Start tri =
triggers - Abs
StartTriggsr‘ll Type an expression ISet (optional) | None It ‘ Acos
»| And

Arrzul anmth
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Enter the following expression. You can copy and paste the text from the
workbook PDF in the Class folder on PICLIENTO1.

BadVal('Input') or PrevEvent('Input','*') < '*-1@s'
Q \\PISRV1\PI System Administration - P| System Explorer (Administrator)

File Search View Go Tools Help
@Database 5 Query Date ~ © @ D Back H, Checkln %) v [2]Refresh | (F New Element ~

Elements Random.Int2
5 Elements General Child Elements Attributes Ports ~ Analyses Notification Rules Version
=l (J Stale and Bad Data Alerts
: V. 3 I
T RS o ] Name: Stale and Bad D
(23 Element Searches Description:

o @ @ @ Name Backfilling
@ 4 Stalea.. Categories:
Analysis Type: (O) Expression

Create a new notification rule |

Generation Mode: | Explicit Trigger v Event Frame Template: | Stale and Bad Data Alert v
Name Expression True for Severity Value at Evaluatio Value at Last Trigc
B Start triggers
StartTriggerl|BadVal('Input') |Set (optional) | None Y ' ‘
Badval('Input') or PrevEvent('Input’,'*') < "*-1@s’ l ) - ‘

The BadVal() function checks whether the tag value is bad. In simple terms, bad
generally means that there’s an error status string where there should be a number.
“Configure” would be considered bad. Other common bad values you'll probably
encounter are “Calc failed” and “I/O Timeout”.

The PrevEvent() function returns the last timestamp prior to *’, and *’ is shorthand
for the time right now. The result is the timestamp of the last value sent to PI.

The time abbreviation *-10s’ is shorthand for 10 seconds ago.

Hence, the triggering condition is true if the value of Input (mapped to Random.Int2) is
Bad or more than 10 seconds stale.

Of course, being 10 seconds stale is normal for many tags. It really depends on the
tag and the application in which the tag is being used. You might only care if the value
is stale for an hour, or even a day. We are using 10 seconds here for testing purposes
so that we only have to wait 10 seconds to see if it works.
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Beginning Administration and Management of the Pl System

The default Event-Triggered scheduling won’t work for Stale data. This would mean the

trigger logic would only be checked whenever a new value is sent to Pl and would
never detect staleness. We need to use Periodic.

Click Periodic, then Configure

Generation Mode: | Explicit Trigger v Event Frame Template: | Stale and Bad Data Alert v
add.. v
Name Expression True for Severity Value at Evaluatio Value at Last Trigc
B Start triggers
StartTriggerl(BadVal('Input') |Set (optional) | None v

BradVarl(“'Input’) or Pr‘evaent("I’nput',"*‘A")‘ < '*-10s’|

Advanced Event Frame Settings...

Scheduling: () Event-Triggered

Period: 00h 05m 00s

Change the period to every 1 second for now and click OK. We will change it
to something more realistic later.

' Periodic Schedule n:

Set a Periodic Schedule

'l?i' Hours, minutes, and seconds
() Sub-seconds

O Daily

Period

Specify the amount of time between evaluations.
00 |n [00 |m[01]s

[] Seecify Offset |

Example evaluation times
1/24/2019 12:00:00 AM
1/24/2019 12:00:01 AM
1/24/2019 12:00:02 AM

| ok || cancel
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Check In, the Analysis should start after a few seconds.

File Search  View

a \\PISRVT\PI System Adrninistration - Pl System Explorer (Administrator)

Go Tools  Hel

(B Elements

P

@ Datobase [% Query Date - O @ | Back ) |ﬂ,, Check In I\j « |#]Refresh |3 New Element ~
Elements

(=~ (J Stale and Bad Data Alerts
- (7 Random.Int2

(3, Element Searches

Random.Int2
General Child Elements Attributes Ports ~ Analyses  Notification Rules  Version
ufl L Name:
@ @ © B MName  Backiling Yool
(v] H Stalea. Categories: |

Analysis Type: () Expression

Create 3 new notification rule |

Generation Made: | Explicit Trigger

Event Frame Template: | Stale and Bad Data Alert  ~ |
i | [ ]
Name Expression True for Severity Value at Evaluatio Value at Last Trige
B Start triggers N

StartTrigger|Badval( 'Input') | Set (optionat) |MNone - ‘ |
Badval{'Input') or PrevEvent('Input','*') < '*-18s | -

1i Library Advanced Event Frame Settings..
ez Unit of Measure

B8 Contacts Scheduling: () Event-Triggered (@) Periodic

52 Management Period: 00h 00m 01s

Now to attach a Notification to the Event Frame.

Click ‘Create a new natification rule for Stale and Bad Data’.

@ \\PISRV1\PI System Administration - Pl System Explorer (Administrator) - [m]
File Search View Go Tools Help
@Database %] Query Date ~ © @ Back ) |H, Checkin ) v [£]Refresh |(F New Element ~ Search Elements pel
Elements Random.Int2
(B Elements General ChidElements Attributes Ports  Analyses Notification Rules  Version
=) Stale and Bad Data Alerts x
. Random.Int2 o ™1 Name: 7Stale and Bad Data
(£}, Element Searches o B © @ Name Backfilling . Description:
@ H Stalea.. H Categories: N
1l e () Expression (O Rollup
VRINPS Event Frame Generation () SQC
I Create 3 new notification rule for Stale and Bad Data I
Generation Mode: ‘ Explicit Triggér v Event Frame Templa' > Functions
| l& v[ ‘ | Insert functions into the expression n
Name it Stale and Bad Data.
Q \\PISRV1\PI System Administration - Pl System Explorer (Administrator) - m] X
File Search View Go Tools Help
eDatabase F% Query Date ~ © @ @ Back ) H, Checkin %) « [#]Refresh | (F New Element ~ |Search Elements pel v|
Elements Random.Int2
(@ Elements General Child Elements  Attributes Ports  Analyses Notification Rules  version
= ( Stale and Bad Data Alerts Z :
i ( Random.Int2 ‘ A ] Name: IIStaIe and Bad Data l |
(L3, Element Searches ® B o+ Name Criteria Description: |
) %4 Stale and Bad... Analysis = Stale and Bad... Categories: | v
|
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Beginning Administration and Management of the Pl System

Click View/Edit Subscriptions to add a subscriber.

Q \\PISRV1\PI System Administration - Pl System Explorer (Administrator) = m] X
File Search View Go Tools Help
@ Database [} Query Date ~ (© @ JBack ) |H, Checkin ¥} « [#]Refresh |3 New Element ~ Search Elements L= |
Elements Random.Int2
(@ Elements General Child Elements Attributes Ports  Analyses Notification Rules  version
(= (J Stale and Bad Data Alerts e L =
o @ Random.Int2 ‘ a ] Name: Stale and Bad Data |
(£, Element Searches |® ® o« Name Criteria | Description:
i @ ¥# Stale and Bad... Analysis = Stale and Bad... Categories: v
Trigger Subscriptions
A notification will be triggered when an event frame is created that There are currently 0 subscribers to this Notification Rule.
satisfies all of these criteria. 1
View/Edit Subscriptions I
[ Referenced Element = Random.Int2 I Morie Foreate
| Analucic - Stala and Rad Nata
Expand student01, drag and drop studentO1 — Email to the subscribers pane, click OK.

B Name

=1 student01 - Email

4 student01

M 3 student0 - Email |
|

nherited (Global Default Email)

v a4 Escalation Teams
Groups

I Delivery Endpoints

I» Dynamic Endpoints

[» Contacts Search

[
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Check in, the Notification Rule should start after a few seconds.

Q \\PISRV1\PI System Administration - P| System Explorer (Administrator)

File Search View Go Tools Help

@Database [%] Query Date ~ © @ @ Back | H, CheckIn I",} v |#] Refresh | (J New Element ~ Search Elements
Elements Random.Int2
5 Elements General ChildElements Attributes Ports  Analyses Notification Rules  version
(= (J Stale and Bad Data Alerts
N Random.Int2 a ] Name: Stale and Bad Data
(£} Element Searches ® ® o Name Criteria Description:
o {2 Staleand Bad... Analysis = Stale and Bad... Categories:
Trigger Subscriptions
A notification will be triggered when an event frame is created that There are currently 1 subscribers to this Notification Rule.
satisfies all of these criteria.
] View/Edit Subscriptions
. Referenced Element = Random.Int2 A anacet arnats
Analysis = Stale and Bad Data

Now to test it. In a production environment you’d use a less intrusive method, but we’re
just going to stop the OPC Interface on PIINTO1, then wait a little more than 10 seconds
and see if we get an email.

First open Outlook on PICLIENTO1.

. Microsoft Office 2013

A E Access 2013
Database Compare 2013
XH Excel 2013
InfoPath Designer 2013
InfoPath Filler 2013
Lync 2013
Lync Recording Manager
Office 2013 Language Preferences
Office 2013 Upload Center

i OneNote 2013

PowerPoint 2013

Publisher 2013

Cand +tA Nnallata N12

o 6 ;|
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Beginning Administration and Management of the Pl System

Connect to PIINTO1, open PI ICU, select opcint_ReadOnlyl, and stop the
interface service.

m Plinterface Configuration Utility - opcint_ReadOnly1 - [m] X
Interface  Tools Help

x| d[Ee e@ e

Interface: v|  Rename
Type: OPCht | OFC Pl Data server Connection Status
Descrption: | # PISRV1PISCHOOLINT
¥ Wreable
| Versions:  [opcint_ReadOnly exe version 2.6.15.3 |Unilnt version 4624
[General [ Generdl Pl Host Information
CS):S‘_“ Point Source:  |OPC ‘_j Server/Collective: ':;w.crc _j
ce e ——————
Uniknt OFC %] || SDKMember:  [FISRVI =l
- Failover .
IR API Hostname:  [PISRV1 v
Performance Courters | Intedface ID: Il User: lpadnin | piadmins | Pl Users | PIV
Pedormance Points 5 .
PISDK ~Scan Classes Type: [Primary - P13
L. Disconnected Statup 0| X|#| $] || Verson [22420.1182
D =
0 H;E;ug Scan Frequency | ScanCass# | Port: |5450
Inteface Status ¥ 00:00:01 1 Buffering Status: IOn
v 000001 2 e |
 00:00:01 3 Intedface Installation Path
¥ 00:00:02 4 [C:\Program Fies x86)\PIPC\intedaces \OFCint. _]
Interface Batch Filename
Iopci'ﬁ_ReadOnlyl bat
_Ome |
| Ready [Running [opcrt_ReadOniy1 - Instaled p

The Notification should trigger after 10 seconds, but it will take a few more seconds to
propagate through the Exchange server.

You should see a new email with the default email formatting. Of course the Sender,

Subject, and Body are all fully customizable, we just didn’t change the default settings at
all.

0wt : Inbox - student01 @pischool.int - Outlook 7 ®m - & X
HOME  SEND/RECEIVE  FOLDER  VIEW
— g (Gignore x I Y Moveto: 7 €3 To Manager ¥ n B | Search People
o — [ [ [EZ Meeting o 9 i 3] ff—
o ‘::] % Clean Up~ R'(}‘ L'(‘ 5 > Y Team Email v Done o R|: o-)n 3 Y i oo, Adelres Book
ew  New elete  Reply Reply Forward [ 5 5 R # ove Rules OneNote Unread/ Categorize Follow
g | Sy v EEMore~ | Reply&Delete ¥ Create New e R i S Filter Email
New Delete Respond Quick Steps [ Move Tags Find ~
<

Search Current Mailbox (Ctrl+E) L | Current Mailbox ~ L Reply 2 Reply All €3
Al Unread ByDate *  Newest ¢ Fri1/11/2 M

4 student01@pischool.int

4 Today Notific
Inbox 1 3
: Notifications
Drafts Stale and Bad Data 2019-01-24 20:00:31.... 8:01 PM To studentOi
Sent ltems

4 Two Weeks Ago

Deleted Items I
kB Notifications | Event: Test 2019-01-11 22:24:50.442
Outbox Test 20190111 222450442 generated .. /112019 | Name: Test
e RO o e S o Sl Server: PISRV1
RS Feads Notifications . ) Database: Testing
Seachfoldrs Taremoi-ReaR N ettt VIV Start Time: 1/11/2019 10-24:50 PM Coordinated Universal Time (GMT00:00:00)
Notifications Target: Notifications
Test 2019-01-10 20:10:47.203 generated ... 171072019 Severity: None

Send Time: 1/11/2019 10:24:58 PM Coordinated Universal Time (GMT00:00:00)
Notifications

EF Test 2019-01-10 16:11:54.573 generat... 1102019

Notifications
EF Test 2019-01-10 16:10:30.845 generat...  1/1072019

‘ Notifications
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Now let’s start the OPC Interface from PIINTO1 to get things back to where they were.
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Let’s change the triggering logic so that a Notification is only sent when data is stale
for an hour.

Go back to PI System Explorer on PICLIENTO1. With the Random.Int2 Element selected
go back to the Analyses tab.

Change 10s to 1h and Check in.
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Finally change the scheduling to evaluate the trigger every 5 minutes and click OK.
I's ok to have 1 Analysis that checks every second, but generally you want the
longest period you can tolerate for performance reasons. Thousands of Analyses
evaluating every second could overwhelm the calculation engine and cause

calculations to be skipped.
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Check in one last time after confirming the edits are reflected.
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Congratulations! That’s all for today.
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Have an idea how to
improve our products?

OSlsoft wants to hear
from you!

https://feedback.osisoft.com/
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Save the Date!

OSlsoft Pl World Users Conference in Gothenburg, Sweden. September 16-19, 2019.

Register your interest now to receive updates and notification early bird registration opening.

https://pages.osisoft.com/UC-EMEA-Q3-19-PIWorldGBG-
RegisterYourlnterest RegisterYourlnterest-
LP.html? ga=2.20661553.86037572.1539782043-591736536.1533567354

& Plworld

GOTHENBURG
Sept. 16 - 19, 2019
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