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Software Versions Used in this Document:

The list below describes the software versions used in this version of the course.

Software Version

Pl Data Archive 2024

Pl AF Server 2024

Pl OPC interface 2.7.1.41

PI Interface for RDBMS 3.24.6.36

PI Interface for UFL 3.6.7.144

Pl API 2018 Patch 2
Pl System Explorer 2024

Pl Vision 2024
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PI1 System Basics

1. Pl System Basics

Objectives

Describe the components of the Pl System
Describe a Pl Point

Find and view PI Point data using PI Vision

Translate and create Pl Time expressions

1.1 Whatis a Pl System?

Explain absolute and relative time in the Pl System

Find and view PI Point data using System Management Tools

Explain how the Data Archive handles Times Zones and DST, and future data

AVEVA is a software company, which means we don’t sell any hardware. The only thing we
sell is the Pl System. It is important to understand that the Pl System is just software, and it

resides on servers and computers on a network.

The Pl System is a software suite that collects, stores, and enhances data from your plant or
process, and delivers it to users who need it. Simply put, the Pl System is everything between
the data source and the data consumer. The simplest possible Pl System is made up of the

following software components:

Data Pl Server

Source 0
.

Asset Framework

€« |

—=  PlInterface ° @

Pl Connector Data Archive
Pl Adapter

Pl Visualization Tool

|

] &

Data
consumer

o PlInterface, Pl Connector or Pl Adapter: Collects data from a data source

e Pl Server
o Data Archive: Stores the data

o Asset Framework: Organizes and enhances the data

e Pl Visualization Tool: Displays the data to the consumer
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A more complete Pl System would look like this:

Pl Server

Data
Sources

Pl Interface & Pl Connector &

«»-

Pl Adapter

=

Notifications

Data Archive

1.2 A typical Pl System architecture

" @Pllmegrators o—0—0

Pl Visualization Suite

@#Em®E

Other Systems

B2 Microsoft

Power BI
#+tableav oRacLe

TIBCD S ) ?@ISEWEF

Data consumers

&

So far, we have discussed the Pl System in terms of its software components. These
components must be installed on computers and servers which reside on the same computer
network as the data sources. The layout of the PI System components with respect to the
computer network is called the “PI System architecture”.

PI System architectures can range from very simple to very complex. Theoretically, all the PI
System components could be installed on the same computer. In practice, this is rarely the
case. Multiple factors will come into play when choosing a Pl System architecture, including

security, performance, and scalability.
Below is a typical Pl System architecture:

Process Control
DCS/PLC

Network Device

g

Text files

A

Relational
Datbase

Data Sources

Pl Interface
Pl Connector
Pl Adapter

Process Control
Network

Asset Framework
Server

Data Archive
Server

- Demilitarized Zone
(DMZ)

Workstations

Corporate LAN

e

Mobile Devices

Internet
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PI1 System Basics

In this course, we will be working in a Virtual Learning Environment. Below is a diagram of our
Pl System architecture:

PISCHOOL Domain

Pl Data Data Source

Archive +
Pl Interface*

PISRV01 PIAFO1 IINTO1
( ) [;Asset Framework
p

I PerfMon interface

*To be installed
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1.3 Understanding Pl Points

Any data that has a changing value over time can be collected and stored in the Data Archive.
In a process, this could be:

e The temperature in a tank

e The volumetric flow through a pump

e The speed of a propeller
These changing values all represent streams of data.

Pl Points, also referred to as Pl Tags, are what define the data streams stored in the Data
Archive. Whenever a Pl System administrator wants to collect a new stream of data, he or she
must create a Pl Point.

1.3.1 Defining key Pl Point Attributes

Pl Point attributes are what define the Pl Point. They have multiple different functions,
including:

e Specifying how to collect data at the data source
o Defining which PI Interface is responsible for collecting the data

e Describing the data stream so users can search for it

There can be more than 50 different attributes defining a Pl Point. Here are a few key
attributes:

¢ Name: The name of the PI Point, which must be unique within the Data Archive.
e Description: A free text field attached to a Pl Point, often used to enter a human
friendly description of the Pl Point. For example, a temperature point might be

TC365674A.pv and the descriptor could be ‘Reactor 65 Operating Temp’. Note that PI
Points are not required to have a Description.

o Point Type: This attribute defines the type of data that is stored in the Data Archive.

¢ Point Source: This attribute commonly specifies which PI Interface is collecting the
data for the PI Point.

Note: We will continue our discussion of Pl Point Attributes in the section “Define the
relationship between Pl Point Attributes and Pl Interface configuration”
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PI1 System Basics

1.4 Directed Activity — Search for Pl Points using SMT

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be
invited to watch what the instructor is doing or perform the same steps
at the same time. You may play a game or hold a quiz. Your instructor
will have directions.

Activity Objectives

PI System users can use a variety of different programs to interact with the Pl System.

As a PI System administrator, one of the applications you will use most is “System
Management Tools”. It is used by Pl System administrators for a variety of management tasks.
You will learn how to use System Management Tools (SMT) throughout the duration of the
training.

In this directed activity, we will use SMT to search for Pl Points and display current data for
those PI Points.

Approach
Step 1: From PISRVO01, run the program “System Management Tools” m
Step 2 : Navigate to the tool Data > Current Values

Step 3: Select the “Tag Search” icon &
Step 4 : Change the Point Source field to “R” and hit “Search”
Step 5 : Click “Select All” and then “OK”

Step 6 : To remove all the Pl Points from the list, use the “Remove All” button *

What uses of the “Current Values” tool of SMT can you come up with, from a Pl System
administrator’s perspective?
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1.5 Using the Tag Search

The Tag Search functionality is similar in all Pl System programs, such as SMT and other
visualization tools. In SMT, the tag search function is used in the “Data”, “Points” and “IT
Points” tabs. Users are able to search for Pl Points by specifying values for various Pl Point
attributes. Here are a few tips and tricks related to using the Tag Search.

Using the Pl Point Name (Tag Mask)

If your organization has a standard, convenient naming convention, or if you are very familiar
with the PI Points in your plant, then it will be very easy to search for Pl Points by their name.
However, some people do not have that luxury.

Using the Descriptor

If the Descriptor attribute is always used when creating a Pl Point, then the Descriptor is a
good attribute to use when searching for Pl Points. The downside to searching by Descriptor
is that it can be resource intensive.

Using the Point Source

For a PI System administrator who is familiar with the Pl System, searching by Point Source
can be extremely helpful, as it allows you to bring up a list of all of the points that are associated
with a specific Pl Interface, and therefore a specific data source.

Wildcards
Remember that wildcards can be used in any of the above searches.
Use * to replace any number of characters like in this example:
flow* = flow_meterl, flow_meter2, flow_meter3, flowrate _pumpl, flowrate_pump?2
Use ? to replace one character like in this example:

flow_meter? = flow_meterl, flow_meter2, flow_meter3

Note: The Tag Search is not case sensitive
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1.6 Solo Exercise — Use the Tag Search

This is a solo exercise that is designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if you
need assistance during the exercise.

Exercise Objectives

e Familiarize yourself with the Tag Search

Problem Description

As a Pl System administrator, you will be using the Tag Search to answer questions about the
current state of your Pl System using System Management Tools.

Approach
1. How many PI Points have been created for “Reactor 1” so far?

2. Do the PI Points with Point Source “L” have recent values?

3. Search for all PI Points. Do we have a single naming convention for our Pl Points?

4. Which PI Point has a PointID of 39?
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1.7 Directed Activity — View Pl Point data using PI Vision

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be
invited to watch what the instructor is doing or perform the same steps at
the same time. You may play a game or hold a quiz. Your instructor will
have directions.

Activity Objectives

To learn how to administer a PI System, it is important to understand the point of view of a Pl
System user. A popular Pl System visualization tool is “Pl Vision”. PI Vision allows users to
access Pl System data through a web browser and rapidly create ad-hoc displays to view their
data.

In this directed activity, we will be simulating the experience of a Pl System user searching for
the last 12 hours of Reactor 1 temperature data using Pl Vision.
Approach

As a Pl System user, you want to see a trend of the temperature in Reactor 1 for the past five
hours.

Step 1: From PISRVO01, click on the “PI Vision” bookmark that you can find on the
desktop.

Step 2: On the PI Vision homepage, select the “New Display” button in the upper-right

@ New Display
hand corner:

Step 3: When using PI Vision to search for Pl Points, we can either use the Pl Point
name or description. In the upper left-hand corner, search “reactor 1

temperature”.

Step 4 : Drag and drop the PI Point onto the display. This creates a trend symbol. Resize

the trend as needed.

AV=VA
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PI1 System Basics

Step 5: On the lower left-hand and right-hand corners of the display, we see the start

and end times of the trend:

+ Ad Hoc Display

Display: Glick Save lcon™

) ¥ M@

Start time End time

Click on the start time and change the text from “*-8h” to “*-12h”.

Step 6 : Click on the save icon m at the top right of the display, and name your display

“‘Reactor 1 Temperature”

Now imagine that the Descriptor had not been filled out for this Pl Point. How could the user
find the correct data? In chapter 4, we will see how a PI System administrator can build a user-

friendly Pl System using the Asset Framework.
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1.8 Writing Time in the Pl System

The Data Archive stores data that changes with time, known as time-series data.

As we saw in the previous directed activity, when users request data from the Pl System,
they need to know how to request the specific time, or time range, for the data they want to
see.

1.8.1 Fixed time vs. Relative time

There are two options for specifying time in the Pl System:

¢ Fixed Time: An expression that signifies a specific date and time, which will never
change.

When to use it: When you want to save a view of your Pl System data for a specific
time in history.

Example: A user is creating a report that analyzes an equipment failure event which
occurred on the 5" of January.

o Relative Time: An expression that signifies a date and time relative to the current
date and time.

When to use it: When you want to create a dynamic view of your data, which can be
used to view data in real-time, or re-used on a periodic basis to create periodic
reports.

Example: A user is creating a report that summarizes the weekly production totals.
By using relative time expressions, the user will be able to re-use this report every
week.

1.8.2 Fixed time expression syntax

A fixed time expression is an expression which includes a date, and optionally a time. If the
time is omitted, midnight is assumed.

Expression Meaning
23-aug-12 15:00:00 3:00 p.m. on August 23, 2012
25-sep-12 00:00:00 (midnight) on September 25, 2012

The Pl System can interpret many different formats for fixed time. In the event of an
ambiguous input, the Windows Region and Language settings of the computer where the PI
Visualization Tool is installed take precedence. For example:

Expression Region and Language Format Meaning

1/5/2015 English (United States) 00:00:00 (midnight) on
January 5th 2015

1/5/2015 English (Canada) 00:00:00 (midnight) on
May 1st 2015

AV=VA
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1.8.3

Relative time expression syntax

These expressions are used to signify a date and time relative to the current time. Pl System
time expressions might include:

Only a reference time, such as "y"
Only a time offset, such as "+3h"
A reference-time with a time offset, such as "y+3h"

Reference-time abbreviations

A reference-time abbreviation represents a specific time relative to the current time

Abbreviation Full Reference-time

* Current time.

t today 00:00:00 (midnight) of the current day

y yesterday 00:00:00 (midnight) of the previous day

sun sunday 00:00:00 (midnight) on the most recent Sunday

mon monday 00:00:00 (midnight) on the most recent Monday

tue tuesday 00:00:00 (midnight) on the most recent Tuesday

wed wednesday 00:00:00 (midnight) on the most recent Wednesday

thu thursday 00:00:00 (midnight) on the most recent Thursday

fri friday 00:00:00 (midnight) on the most recent Friday

sat saturday 00:00:00 (midnight) on the most recent Saturday

YYYY 00:00:00 (midnight) on the current day and month in
year YYYY

M-D or M/D 28;?:;?3e($idnight) on the Dth day of month M in the

DD 00:00:00 (midnight) on the DDth day of the current

month

Time-unit abbreviations

A time-unit abbreviation represents a specific unit of time, which can be used to define an

offset.

Abbreviation | Time-unit
S second

m minute

h hour

d day

w week

mo month

y year

AV=VA
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Reference-time and offset expression

When included with a reference-time abbreviation, a time offset adds or subtracts from the
specified time (indicated by either + or -) and a time unit with a value

Expression Meaning

*-1h One hour ago

t+8h 08:00:00 (8:00 a.m.) today

y-8h 16:00:00 (4:00 p.m.) the day before yesterday
mon+14.5h 14:30:00 (2:30 p.m.) last Monday

sat-1m 23:59:00 (11:59 p.m.) last Friday

Time Offsets

Entered alone in a time field, time offsets specify a time relative to an implied reference-time.
The implied reference-time depends on the field where you enter the expression:

e For a start time, the reference-time is the current clock time.
e For an end time, the reference-time is the start time.
e For a single time stamp, the reference-time is the current clock time.

Time field Expression Meaning
Start time -1d One day before the current clock time (24
hours before the current clock time)
End time +6h Six hours after the start time
End time -30m 30 minutes before the start time
Time stamp -15s 15 seconds before the current clock time
1.8.4 Rules for creating time expressions

Rule 1. You should only include a single time offset in an expression. Including multiple
offsets can lead to unpredictable results. For example, the following time expressions should
be avoided:

*+1d+4h
t-1d+12h

Rule 2. To define a time offset you must include a valid value with any time unit. Only for
seconds, minutes or hours, you can specify a fractional value. You cannot specify fractional
values for other time units.

AV=VA
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Rule 3. A fixed timestamp consists of the fields of Year, Month, Day and Time (hours,
minutes and seconds). If any of these fields are not specified in the Pl time expression, the
following values will be assumed by default:

o If Time is not specified, then the default value would be Midnight.

o If Day is not specified, then the default value would be Current Day.

¢ If Month is not specified, then the default value would be Current Month.

e |If Year is not specified, then the default value would be Current Year.
1.8.5 Group Exercise — Translate relative time expressions

This is a group exercise that is designed to maximize learning in a
specific topic area. Your instructor will have instructions and will coach
you if you need assistance during the exercise.

Exercise Objectives
¢ Translate relative time expressions into their meaning
e Create relative time expressions

e Use relative time expressions in Pl Vision

Problem Description

Translate the relative time expressions below into their meanings:

Expression Meaning
*-30m

y + 8h

T

Y

Thu

Tuesday — 2d

18

y-2y
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Express the following times in valid Pl System time abbreviations:

Expression

Meaning

Today at 6:00 AM

Monday at 6:30 am

12 hours ago

The first day this month

The beginning of the year

7:00 am yesterday

15 minutes ago

Use your knowledge of Pl System time abbreviations to trend data on your “Reactor 1

temperature” display:

1. View the data from yesterday at midnight to today at midnight

2. View the data for the first operator shift yesterday, from 8:30 AM to 4:30 PM

3. View the data from Sunday at midnight last week to Sunday at midnight this
week.

Page 18
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1.8.6 How Does the PI System Adjust for Time Zones and DST?

The short answer is it does not!

When data is collected by the Pl System, it is collected in UTC (Universal Coordinated Time),
or what used to be called Greenwich Mean Time (GMT). This means that each day has exactly
24 hours. The Pl System user’s computer makes any adjustments for time based on the local
date and time settings, such as time zone or DST.

If your region observes DST, once a year the day will look like it has 23 hours and another 25,
but the Data Archive never knows anything other than 24-hour days.

In addition, because the clients and the Data Archive know what time zone they are in, the
data can be viewed with respect to the server time or the client time. This is determined by a
setting in the PI Visualization tool.

1.8.7 Future Data

Data Archive version 2015 introduced the capability of storing “future data” in the Data Archive.
Future data is data with a timestamp in the future. The Data Archive can now store data within
a time range of January 1970 through January, 2038.

How might future data be useful? For example, if you have forecasting software which predicts
the production of your plant, you can save this data in a “future” Pl Point on the Data Archive.
As you collect the actual production data in another PI Point, you can compare the two in real-
time.

When creating a Pl Point, a “Future” attribute determines whether the Pl Point is created as a
“historic” or “future” Pl Point. After creation, a Pl Point can never be switched from one to the
other. Therefore, you never over-write your future data with historic data, the two datasets are
always kept separate.

To request data for a future timestamp in a tool like PI Vision, you can enter the same type of
expressions as discussed in the previous sections (using fixed time, or relative time). Some
example expressions are:

Expression Meaning

*+1h An hour from now

t+3d Three days from today at midnight
Y+1y A year from yesterday
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2. Pl Interface Management

Objectives

Define the role of a PI Interface

Select the correct Pl Interface for a given data source
Discuss the variety of architecture possibilities

Describe the PI Interface Configuration Utility

Create a PI Point for an existing PI Interface

Describe PI Interface installation and configuration methodology
Install and configure a new PI Interface for OPC DA instance
Create a PI Point using SMT

Create a PI Point using PI Builder

Describe PI Buffering

Explain data flow through the PI Interface node

Configure and validate Pl Buffering

2.1 Pl Connectors and Pl Adapters

Throughout the first chapter, we referenced Pl Interfaces, Pl Connectors and Pl Adapters as
components that collects data from a data source. Here are the main differences between
these. For more details, refer to this article.

Feature Pl Adapters Pl Connectors Unilnt Interfaces
OS Requirements  Windows and Linux-based Windows Interface-specific
(mostly Windows)
Configuration tool = Any application capable of Web browser Pl Interface
making REST calls (remotely & locally) Configuration Utility
(remotely & locally) (locally only)
Automatically Yes, only for health and Yes No

Creates AF Assets  diagnostics

Automatically Yes Yes In general no
Creates PI Points

This chapter will focus solely on Pl Interfaces as they are still most common application for
data collection.

You can find examples of Pl Connector installation and Pl Adapter installation on our YouTube
channel.
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PI Interface Management

2.2 Understanding important IT Concepts

This class was designed for individuals with a basic understanding of IT
fundamentals. If you are not an IT professional, there are a few basic concepts
to grasp before moving forward.

2.2.1 Windows Service

A Windows Service is a computer program, or application, that runs in the background on a
Windows Operating System. These computer programs do not require user interaction to run.
Windows Services are mostly managed through the “Services” snap-in (services.msc).

Services = = -

File Action View Help
N EREEN =R R

- Services (Local)

. Services (Local)

Select an item to view its description.  Mame Description Status Startup Ty ~

. App Readiness Gets apps re... Manual
o Application Experience Processes a..  Running  Manual (T| =
+ Application Identity Determines ... Manual (T
o Application Information Facilitatest.. Running  Manual (T
+; Application Layer Gateway Service Provides su... Manual
o Application Management Processesin... Manual
< AppX Deployment Service (AppXSVC) Providesinf... Running  Manual
‘. Background Intelligent Transfer Service  Transfers fil... Manual
+; Background Tasks Infrastructure Service Windows in.. Running  Automatic
‘., Base Filtering Engine The Base Fil.. Running  Automatic
+; Certificate Propagation Copies user .. Running  Manual
0 CNG Key Isolation The CNG ke.. Running  Manual (T
+ COM+ Event System Supports Sy.. Running  Autornatic
o COM+ System Application Manages th... Manual
+ Computer Browser Maintains a... Disabled
%, Confighgr Task Sequence Agent Confighigr ... Manual
.+ Configuration Manager Remote Control  Providesth..  Running  Autornati
. Credential Manager Provides se... Manual
4 Cryptographic Services Providesthr.. Running  Automatic
DCOM Server Process Launcher The DCOM...  Running  Automatic
.. Device Association Service Enables pair... Manual (T ..
< m >

\ Extended /(Standard /

2.2.2 Windows Domain

A Windows Domain is a Windows computer network where all the users and computers are
registered in a central database, called the Active Directory. The computer on which the Active
Directory runs is called the Domain Controller.

Resources on the domain (e.g., databases) can take advantage of the Active Directory to
manage user security.

2.2.3 Port

On a computer network, a port is an endpoint of communication. It is used by the Operating
System to direct incoming data (or, more specifically, packets of data) to the correct computer
program or service. When communicating over a network, it is important to know the port
number used by the application or service we are trying to reach.
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224 Windows Command Prompt

The Windows Command Prompt is the command-line interface of a Windows Operating
System. It can be used to issue commands to the Operating System in the form of successive
lines of text. The Windows Command Prompt application name is cmd.exe.

e Administrator: Command Prompt S

icrosoft Windows [Uersion 6.2.920@1]
(e 2012 Microsoft Coprporation. All rights reserved.

sWindowssspstem32>ping 18.32 288126

Pinging 18.32_.288_126 with 32 hytes of data:
18.32.208.126: bytes=32 time=1ms TIL=128
18.32_208.126: bytes=32 time=1ims TTL=128
18.32.208.126: bytes=32 time=1ms TIL=128

Reply from 1A.32_2088_.126: bhytes=32 time=2ms TTL=128

Ping statistics for 10.32_2088.126:

Packets: Sent = 4, Received = 4. Lost = B <(Bx loss),
Approximate round trip times in milli-seconds:

MHinimum = 1ims,. Maximum = Zms,. Average = 1ms

sMindowsssystem32 >

2.2.5 Windows PowerShell

Like the Windows Command Prompt, Windows PowerShell is a command-line
interface, but it is also an object oriented scripting language. It was designed by
Microsoft to address the limitations of the Windows Command Prompt, making it
easier to create scripts that automate management tasks in Windows.

2.2.6 Client and application

A server or an application is the program that performs certain actions. A client is a utility to
interact with this program. For example, Google servers search the worldwide web for certain
words. We use our web browsers to request and see the results. An example from Pl System
is Pl Data Archive and Pl System Management Tools (Pl SMT). Pl Data Archive is an
application that consists of several components that receives, stores and delivers data. We
use PI System Management Tools to configure Pl Data Archive. We can configure Pl Data
Archive from a remote machine using Pl| SMT.

Application or server Client

Performs the tasks Used to interact with server
(can work without a client)

Google Search Server Web browser
Email Server Outlook
Pl Data Archive Pl System Management Tools (Pl SMT)
Pl Asset Framework PI System Explorer
Pl Interface Pl Interface Configuration Utility (Pl ICU)

AV=VA
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PI Interface Management

2.3 Define the role of a Pl Interface

In the section “What is a Pl System?” we learned that a Pl Interface is one of the crucial
software components of a basic Pl System. It is responsible for collecting data from a data
source and sending it to the Data Archive. Each Pl Interface is responsible for collecting data
for specific Pl Points on the Data Archive.

Pl Interface Pl Data Archive
node Server

Data Source

AVEVA has released over 450 different Pl Interfaces that collect data from a wide variety of
data sources. Almost anything that generates time-series data can be a data source, including
web pages, relational databases, and other PI Systems. However, typically, data from a plant’s
process is collected from DCS, PLC and SCADA systems. All these systems can send data
over a network but do so using a wide variety of communication protocols. The Pl Interface
can be thought of as a translator. It reads data from a data source and translate what it reads
into a language the Data Archive can understand.

Note: With a few exceptions, the Data Source is not designed or published by AVEVA.

No matter which PI Interface is used, here are the steps it will perform when collecting data:

Step 1 :Reads from the data source

Step 2 :Timestamps the data (or ensures the data received is stamped at the source)
Step 3 :Formats the data

Step 4 :Applies Exception filtering

Step 5 :Sends the data to the Data Archive

Note: We will continue our discussion of Exception filtering in the section “Understanding
Exception and Compression”
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2.5 Solo Exercise — Choose a Pl Interface

Exercise Objectives

e Select the correct PI Interface for a given data source

Problem Description

This is a solo exercise that is designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if you
need assistance during the exercise.

You are a Pl System administrator of a brand-new Pl System. The plant manager gives you
a list of data sources from which he wants to collect data. For each data source, find the
appropriate Pl Interface.

Approach

Data Source

Pl Interface

Siemens PLC 412-2

Werum Pas-X

Schneider PML
3710ACM

Johnson Controls
Metasys System

A web page

Text files (HINT: what
is the most common
type of text file
encoding?)

With over 300 active Pl Interfaces to choose from, and countless possible data sources in
your plant, selecting the correct Pl Interface can be a daunting task. AVEVA provides a tool
on its Technical Support website to help Pl System administrators make their choice.

Step 1:
Step 2:
Step 3:

Browse to https://techsupport.osisoft.com/Products/

Click on Collect (interfaces/Connectors)

Use the search bar to look up the above data sources.
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Industries Products Support Community Company Why PI System

=3 /™M » ‘,’ / =]
(0]
=] ail e % </> a2
Storage (Pl Server) Visualization Collect (Interfaces/Connectors) Integrators Developer Technologies Managed PI
LA R J

Other Products

Data Collection List

This list includes the three major offerings from OSlsoft for collecting data from external data sources

« Pl Interfaces collect data from external data sources using specific device protocols, providing real-time, fault-tolerant data to the PI
System

Pl Connectors, similar to Pl Interfaces, also collect data from sensors and control systems. They are designed to require minimal
configuration and simplify the collection of data by intuitively scanning for a specific device protocol, collecting Pl Points, and
automatically creating a Pl Asset Framework (AF) model for your asset

Pl Adapters enable new industrial loT data patterns and are equipped to send data to an on-premises Pl Server, up to OSlsoft Cloud
Services, or through Edge Data Store. Pl Adapters are supported on both Linux and Windows operating systems and can be deployed
on rugged devices to monitor remote assets

Enter a few key words below to find the right Pl interface for your system
Hint: try the vendor name (for example: "Honeywell")

All Platforms ~ | |All Types b
Name ¥  Platforms Version Standard Alias

Pl to P! Interface 5 :
SR oSBT Windows 3.10.1.10 Standard Pl to PI TCPIP, Pl to PI TCP IP, Pl to PI TCP/IP
Pl System Connector - -,
PI-CON-PI-SYST-NTI X64 23141 Standard
Pl Smart nector for Emerson DeltaV | 4 . ~ ~
PI-SC-EM-DV-NTI Windows 3.0.0.169 Standard Emerson DeltaV Smart Connector
P! ProtocolConverter-DeltaV

Windows 1.0.0.0 Non-standard ProtocolConverter - Delta V, Protocol Converter

PI-PCDELTAV

Note: Sometimes, this tool will not find any PI Interface for the data source entered. However,
this does not mean that it is impossible to collect data from this source. Often, connecting to
and reading from the data source requires knowledge of the data structure and format. You
will need to use the data source manufacturer's documentation. If you need help deciding on
a Pl Interface, contact our Technical Support team through the customer portal:
my.osisoft.com
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2.6 Common Pl Interfaces

As we saw in the previous exercise, some of our PI Interfaces are designed for a specific data
source, while others are built using standard communication protocols. Below is a list of our
most popular PI Interfaces.

1.

Pl Interface for OPC DA

Collects real-time data from OPC Servers using the OPC DA standard, arguably the
most common communication protocol in the industrial automation industry.

Pl Interface for Universal File and Stream Loading (UFL)

Collects real-time, historic or future data from ASCII files (e.g. txt, csv xml files, etc.),
serial ports and POP3 email servers. The Pl Interface can be configured to collect data
no matter the format of the data in the source file, making it one of our most versatile
interfaces.

Pl Interface for RDBMS

Collects real-time, historic or future data from any Relational Database Management
System that supports ODBC drivers (e.g. Microsoft SQL Server, Oracle Database, IBM
Informix, etc.)

Pl Interface for Modbus Ethernet PLC
Collects real-time data from PLCs that use the Modbus communication protocol
Pl to Pl Interface

This Pl Interface is used to send real-time, historic or future data from one Data Archive
to another. A typical application of this Pl Interface is to collect data from plant-level
Data Archives to a centralized corporate Data Archive.

2.7 Define the components of a Pl Interface

Once a PI Interface has been installed and configured on a computer, it consists of the
following components:

—

Pl Interface node
( Pl Interface executable (.exe)

< — | Pl Interface instance batch file (.bat)

+L 2 Windows Service running instance
ey

—

Pl Interface executable: This is the executable file that will run and perform the
operations to collect data from the data source.

Pl Interface instance batch file: Although the executable performs all of the
operations, it needs instructions, such as (1) which data source to collect from, (2)
which Data Archive to send to, etc. A batch file will contain all of these instructions.

AV=VA
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Since you could have multiple data sources, you can create multiple batch files, and
hence multiple instances of the Pl interface running on a single node.

¢ Windows Service running Pl Interface instance: For an instance of the PI Interface
to run automatically when the computer starts, and run in the background, a Windows
Service is created.

all the PI Interfaces instances that are running on a single PI Interface

@ -I—I Checking the services snap-in (services.msc) is a great way of identifying
node.

2.8 Define the PI Interface Configuration Utility

The PI Interface Configuration Utility (ICU) is a Graphical User Interface (GUI) that Pl System
administrators use to create and configure the PI Interface instance batch files and services.

The PI ICU will only configure batch files and services located on the computer where it is
installed (it cannot be used to configure remote PI Interfaces).

@ .exe

.bat +

Pl Interface node

_creates, configures |
@ PI lCU & manages

Note: Once the PI ICU is used to configure a batch file, the contents of this file are written to
a database on the Data Archive called the “Module Database” (MDB), which stores
configuration information for the Data Archive. This allows you to recover the configuration of
your Pl Interface instance. However, if a batch file is manually edited, the PI ICU will throw a
warning message.
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2.9 PlInterface installation methodology

Every time a new PI Interface needs to be used for data collection, the following PI Interface
installation methodology should be employed:

Step 1: Choose a PI Interface for the data source

Step 2 : Choose where to install the Pl Interface

Step 3: Install the PI Interface, the Pl ICU and the PI API for Windows

Integrated Security

Step 4 : Validate that the PI Interface can communicate with the Data

Archive

Step 5: Validate that data is available on the data source for the PI

Interface to read

Step 6 : Configure security for the PI Interface on the Data Archive
Step 7 : Create and configure an instance of the PI Interface

Step 8 : Create PI Points for the PI Interface.

These first 8 steps are the basic steps required to start collecting data. However, a few
additional steps are needed to ensure reliable data collection in a production environment:

Step 9: Configure buffering with the Pl Buffer Subsystem

Step 10: Create PI Interface Health Points to monitor the health of the PI

Interface
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2.10 Group Questions — Pl Interface architecture

The following questions are intended to reinforce key information, or to
discover a new insight. Your instructor may choose to have you try to
answer the questions on your own or have the group answer them
together aloud.

As we saw in the previous exercise, the data source is almost never on the same computer
as the Data Archive. That being said, there are several possible PI Interface architectures:

vl — @ =<

Data Source Pl Interface Pl Data Archive

s | — @ -

Data Source Pl Interface Pl Data Archive

c | — @ -

Data Source Pl Interface Pl Data Archive

e Architecture A: The data source, the Pl Interface and the Data Archive are all installed
on separate machines.

e Architecture B: The data source and the Pl Interface are installed on the same
machine.

e Architecture C: The PI Interface is installed on the Data Archive server.
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As a group, discuss the advantages, disadvantages and example application for each

architecture:

Architecture Advantages Disadvantages Example
application

A

B

C

Page 30
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2.11 Install and configure a Pl Interface for OPC DA

Now that we are familiar with the PI Interface installation methodology, we can install and
configure a new PI Interface to collect data in our Virtual Learning Environment. We will be
doing so in the directed activities and exercises throughout the remaining sections of this
chapter, by following the steps outlined in the section “Pl Interface installation methodology”

Our data source is an OPC DA Server installed on PIINTO1 (therefore, we are using
architecture B from the previous group discussion). This OPC DA Server exposes real-time
data from 5 pumps in our process. Our goal will be to collect this process data and store it in
the Data Archive. We will be installing our PI Interface on PIINTO1. Since we have already
chosen our PI Interface and our architecture, we have completed steps 1 and 2 of the
installation methodology.

Computer: PIINTO1
Role: Pl Interface & Data Source

OPC DA Server:
OPCSample.OpcDa20Server.1

Real time process data from

the pumps is stored in this
OPC DA Server

'YEY.

Pumpi Pump2 Pump3 Pump4

Process Data for each pump:
Status

Flow Rate (m3/h) Pumpb
Ouput Flow Rate (m3/h)
Pump Speed (rpm)
Bearing Temperature (°C)
Oil Pressure (kPaq)
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2.11.1 What is an OPC DA Server?

We chose an OPC DA Server as the data source for this class because it is the most common
data source among our customers, making the PI Interface for OPC DA our most widely used
interface.

OPC DA is a standard communication protocol developed for the industrial automation
industry. As previously discussed, automation systems communicate using a wide-variety of
different, often proprietary protocols. This makes communication between different systems
very difficult. To solve this problem, multiple vendors got together and developed a series of
platform-independent standards called OPC (Open Platform Communication). OPC DA is the
standard for real-time data collection.

There are two required software components when communicating using an OPC standard:
the OPC Server and the OPC Client. The OPC Server is a software application that exposes
data from a data source in the OPC standard. The OPC Client is a software application that
consumes data from an OPC Server and translates it to a different format. The PI Interface
for OPC DA is an OPC Client. The OPC Server is a non-AVEVA application developed by

another company.
Pl System concepts

Data Source Pl Interface for OPC DA Pl Data Archive

I—F—-0—®

Data Source OPC Server OPC Client Data Sink

OPC concepts
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2.11.2 Directed Activity — Install the Pl Interface for OPC DA and the PI ICU

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited
to watch what the instructor is doing or perform the same steps at the same
time. You may play a game or hold a quiz. Your instructor will have
directions.

Activity Objectives

Complete steps 3 and 4 from the PI Interface installation methodology we outlined in this
chapter.

Step 3: Install the PI Interface and the PI ICU
Step 4 : Validate that the PI Interface can communicate with the Data

Archive

Approach
Part 1 — Install the P1 ICU and the PI Interface for OPC DA
Step 1: On PIINTO1, navigate to the folder C:\Class Folden\Install Kits

Step 2 : Right-click on the installation kit “PIICU_x.x.xx.xx_.exe” and select “Run as
administrator”.

Step 3 : Complete the steps in the installation wizard.
Step 4 : Repeat steps 2 and 3 with the following installation kits:
a. OPCInt_ReadOnly X.X.X.XX_.exe

b. PIAPIXXXX _X.X.X.XX_.exe

Note: The first install kit installs the Read-only version of the PI Interface for OPC DA. This
version does not have the ability to write data back to the OPC Server. The read-only version
is strongly recommended as an inherently safer technology that also simplifies compliance
with security policy.

The second install kit installs the P1 API for Windows Integrated Security. Although the PI OPC
Interface comes with the PI API, this version is more secure. We will continue our discussion
of PI API security in the section “Pl System Security Management”.

Part 2 — Validate that the PI Interface node can communicate with the Data Archive server
over the network

Step 1: We will first test to see whether network packets can travel from the PI Interface
node to the Data Archive Server. On PIINTO1, run the command prompt and use
the ping command to test the connectivity to PISRVOL1.

Step 2 : Next, we will test to see whether network packets can travel from the Data Archive
Server to the Pl Interface node. On PISRV0L1, run the command prompt and use
the ping command to test the connectivity to PIINTO1.
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Step 3 : Data sent to the Data Archive uses TCP port 5450. The final test is to verify
whether that ping port is open on the Data Archive Server. On PIINTO1.:

Run the Windows Powershell application

b. Run the following command:

tnc pisrv0ol

-port 5450

If port 5450 is open, you will see the message

PS C:\Users\student0l.PISCHOOL> tnc pisrv0l -port 5450

omputerName
RemoteAddress

sers‘\student0l. PISCHOOL> tnc

ComputerName
RemoteAddress
RemotePort

InterfaceAlias

SourceAddress
PingSucceeded

PingReplyDetails (RTT) :
TcpTestSucceeded

: pisrvol

: 192.168.0.6
: 5450

: Ethernet 10
: 192.168.0.8

: pisrvDl

: 192.168.0.6

: 5450

: False
0 ms
: False

: Ethernet 10
: 192.168.0.8

vOl -port 5450

Part 3 — Testing the two Pl System connection protocols

There are two connection protocols that can be used to connect to the Data Archive: The older
PI API and the newer PI SDK. PI Interfaces are typically built to use the Pl APl when sending
data. Newer Pl System software, such as the Pl ICU, are built to use the Pl SDK. Therefore,
both need to work correctly on a PI Interface node. We will now verify whether we can connect
to the Data Archive from the PI Interface using these protocols

Step 1 : First, we will test a connection using the Pl SDK.
Run the PI SDK Utility (AboutPI-SDK)
b. Inthe pane on the left side of the window, select “Connections”

c. In the second pane on the left, you should see the Data Archive name

“‘PISRVO1".

Click the checkbox next to the name.

If the connection is

successful, you should see your username and “connected as” in the
“Connected User” Field.

a

= (@ PISDK
(@ About PISDK
& Connections
4 Snapshot Tool
= #* Tools
fil] Message Log
@ Support Data
% Error Lookup
B Tracing Setup
& KST Cleanup

PI SDK Utility (Administrator)

File Bufferng Tools Connections  Help

vl B PISRVIN Network Node:

Port Number:
Defaut User Name:
Connection Timeout:

Data Azcess Tmeout:

Connection Type:
ServerD.

Description

B0 |

PISRVD1

{5450
pidema

| Seconds
&0 | Seconds
Fl3protocal 3.5

Ta31eda-0206-485-ad2d-606edc 106426

| Connected User.

FISCHOOL \student01 as piadmins | PlWord |

IP Address:
Fl Version

Operating System

192.168.0.5
Fl3.4.4051158
Windows NT AMDE4  6.2.5200

PISRVD1 connected as piadmins | PIWorld
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Step 2 : Finally, we will test the PI API protocol
Run the command prompt
b. Navigate to the directory C:\Program Files (x86)\PIPC\bin
Hint: type “cd %pihome%\bin”
Run the command apisnap PISRV01

If the connection is successful, you should see the message:
C:wProgran Files CxB625PIPCsbhin>apisnap PISRUAL

APIEMAP version 2.@.1.3°%
I-AFl wersion 2.8.

Attempting connection to PISRUAL

Enter tagname:

@®

Enter the tagname “sinusoid”. Do you get a value?

Note: We will continue our discussion of the Pl API and Pl SDK protocols in the section “PlI
System Security Management”.

2.11.3  Validating the availability of data on the OPC DA Server

The Pl System is responsible for reliably collecting and storing data. However, there is not
much the Pl System can do if data is not available at the data source. This is one of the most
common issues with newly installed PI Interfaces, so it is important to validate data availability
before moving on to PI Interface configuration.

When the data source is an OPC DA Server, AVEVA provides a tool for this step, called the
Pl OPC Client Tool, which is installed with the PI Interface for OPC DA. In the section “What
is an OPC DA Server?” we explained the concepts “OPC Server” and “OPC Client”. The PI
OPC Client Tool is an OPC client published by AVEVA, designed to allow users to view data
on the OPC Server, without collecting it.

Of course, the Pl OPC Client Tool is not the only OPC Client that can be used to view data.
Most OPC Server vendors include an OPC Client with the installation of the OPC Server. It is
also recommended to test the availability of data on the OPC Server using this vendor-specific
OPC Client.
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2.11.4 Solo Exercise — Using the Pl OPC Client Tool

assistance during the exercise.

Activity Objectives

Complete step 5 from the PI Interface installation methodology we outlined in this chapter:

Step 5: Validate that data is available on the data source for the PI

Interface to read

Approach

Part 1 — Validate that you can connect to the OPC Server

Step 1:
Step 2.

Step 3:

Step 4.

——
From PIINTO1, run the program “Pl OPC Client Tool” ==

In the top left corner, the field with “Localhost” is reserved for the address of the
computer node where the OPC Server is installed. Since the OPC Server is
installed locally, we will keep “Localhost” and connect by pressing the “Connect

to node” button. E

A list of OPC Servers will appear under the “OPC Servers” field. Select
OPCSample.OpcDa20Server.1 and click on the “Connect to OPC Server”

button. ’%

If the connection is succesful, you should see a good server status under the
“Server Status” field. The Server Current State should be “RUNNING”

Part 2 — Validate that OPC Tags that are available on the OPC Server

Step 5:

Step 6:
Step 7:

Step 8:

Step 9::

Click the “Add Group” button g In the “Add Group” dialog, click “Create”.

Click the “Browse OPC Server, Add Tags” button %

The Add Item window will appear. This is the window that allows you to see
what data is available on the OPC Server. Click the “List” button at the top-left
of the window.

We are now browsing the server, and see the hierarchy of data available on the
OPC Server. The data has been organized under 5 pumps. Select one of the
pumps.

We now see the OPC Tags available for the selected pump on the right hand
side. We must now verify whether the OPC Tags have good data. Click “Select
All” and “Add Selected” under the OPC Tags. They should now be in the “Added
Tags” field. Click “OK” on the lower right corner of the Window.
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Note: This step does NOT add PI Points to the PI Interface, it simply adds OPC Items to the
OPC client window so we can view the data.

Step 10 : You should now have returned to the main Pl OPC Client window, with the tags
you selected listed under GrouFl. To verify the current value of these tags, click

Ced
the “Polling on Group” button. ﬂ

Step 11: This should open the “Polling Group: Group1” window. Here, you will see a list
of the pump tags you selected, with the current value, timestamp and quality.
We must ensure that the quality is good, and that the value makes sense.

Note: We will use the PI OPC Client Tool again when configuring Pl Points for the Pl Interface
for OPC DA
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2.11.5 Ensuring proper authentication and authorization of the Pl Interface on the
Data Archive
In the previous sections, we ensured that:
e The PI Interface node can communicate over the network with the Data Archive server

e Data is available on the data source

The last step before configuring our PI Interface instance will be to ensure that the Pl Interface:
e Has permission to connect to the Data Archive application

e Has permission to carry out its task once connected, which is to write data to the
appropriate Pl Points on the Data Archive.

Although we will review Pl System security in depth in a later chapter, it is important to perform
a brief overview now, in order to properly configure our PI Interface.

Authentication vs. Authorization
In the context of the PI System:

¢ Authentication is the process that verifies the identity of a user or process, before
allowing it to connect to the Data Archive

e Authorization is the process that determines what an application can do once
connected to the Data Archive.

Typically, when software connects to the Data Archive, their Windows Active Directory
account is authenticated by a Pl Mapping. The Pl Mapping assigns them a Pl Identity, which
grants them specific rights (authorization) on the Pl System. The PlI Mappings are like security
guards at the entrance of a facility. They allow you to enter the facility, and give you an access
badge (P! Identity) that gives you access to specific rooms once inside the facility.

Authentication: Authorization:
Pl Mappin Pl Identi
Windows AD PpIng v .
- Data Archive
Account -,

What do you have
access to?

Are you allowed in?
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2.11.6 Directed Activity — Create a Pl Mapping for the Pl Interface for OPC DA

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be
invited to watch what the instructor is doing or perform the same steps at
the same time. You may play a game or hold a quiz. Your instructor will
have directions.

Exercise Objectives

Complete step 6 from the PI Interface installation methodology we outlined earlier in this

chapter:

Step 6 : Configure security for the PI Interface on the Data Archive

Approach

We will be creating two Pl Mappings that will allow your Pl Interface to connect to the Data

Archive.

AVEVA recommends using designated Windows Service Accounts to run Pl System services
that communicate over a network. Before starting, you made a request to your IT department
to create a Service Account:

e PISCHOOL\svc-Plinterface (password: student)

Step 1:

Step 2:

Step 3:

Before we begin, let's see what happens when a Pl APl connection is made
without the proper security.

a. From PIINTO1, run the command prompt as the user “svc-Plinterface”.

i. Onthe taskbar, hold the “Shift” key then right-click the command prompt
and select “Run as different user”.

ii. Enter the username “PISCHOOL\svc-Plinterface” and the password
“student”

b. Navigate to the directory C:\Program Files (x86)\PIPC\bin
Hint: type “cd %pihome%\bin”

¢. Run the command apisnap PISRV01. What response do you get?

First, we will create the PI Identity, the “access badge” our PI Interface needs
to connect to the Data Archive. Log on to PISRVO01, open SMT, and navigate
to Security > Identities, Users, & Groups

a. You should be on the “Pl Identities” tab. Click the “New...” button ﬁ' at the
top left.

b. In the “Identity” field, enter the name “PI Interfaces & Pl Buffers”. Click
“Create”

Now, we will assign permissions to the PI Identity. Navigate to Security >
Database Security.

a. Double-click on the “PIPOINT” table
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b. Click “Add” and select the identity you just created, then click “OK”

c. Under “Permissions”, select both “Read” and “Write”, then click “OK”

Step 4: Finally, we need to associate the service accounts IT created to the Pl Identity
we just created. Navigate to Security > Mappings & Trusts. You should arrive
on the “Mappings” tab.

F !
a. Click the “New Mapping” button =*

b. Click on the ellipses | ! next to the “Windows Account” field. “From this
location” should be PISCHOOL.INT. Enter the name svc-Plinterface, and
click OK.

c. Click on the ellipses || next to the “PI Identity: field. Select the PI Identity
“PI Interfaces & PI Buffers”

d. Click Create
Step5: Close Pl SMT.

Step 6 : Validate that the new Pl Mapping is working
a. From PIINTO1, run the command prompt as the user “svc-Plinterface”.

i. On the taskbar, hold the “Shift” key then right-click the command prompt
and select “Run as different user”.

ii. Enter the username “PISCHOOL\svc-Plinterface” and the password
“student”

b. Navigate to the directory C:\Program Files (x86)\PIPC\bin
Hint: type “cd %pihome%\bin”

¢. Run the command apisnap PISRV01

d. Back on PISRVO1, in SMT, navigate to Operation > Network Manager
Statistics. This utility shows you all the active connections to the Data
Archive

e. Scroll to the bottom of the list and look for a connection with name “snapE”.
i. What does this connection represent?

ii. Which user made this connection?

iii. Which identity was assigned to this connection?
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2.11.7 Directed Activity — Configure a new instance of the PI Interface for OPC DA

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives

Complete step 7 from the PI Interface installation methodology we outlined earlier in this
chapter:

Step 7 : Create and configure an instance of the PI Interface

Approach
Step 1: From PIINTO1, Run the PI ICU

Step 2 : Select the “Create new Interface Instance from .EXE” button - on the upper-
left corner of the window.

Note: Every PI Interface installation comes with an example batch file called XXX.bat _new.
New PI Interface instances can also be created by loading this example file in the PI ICU using

L]
the “Create new Interface Instance from .BAT file” button . This default batch file includes
a common configuration, which can speed up the PI Interface configuration process. Choosing
the .EXE method allows you to fully configure the PI Interface from scratch.

a. Browse to the Pl Interface executable, located at C:\Program Files
(x86)\PIPC\Interfaces\OPCInt_ReadOnly, and select the executable
OPCInt_ReadOnly.exe

b. Select the host Pl Data server “PISRV01”
c. Under the Optional Settings, set a Point Source of “OPC-PIINT01”.

As we learned in earlier in this chapter, the combination of Point Source +
Interface ID for each interface must be unique. When creating Pl Interfaces,
AVEVA recommends choosing a unique Point Source. This will facilitate Pl
Interface management and improve the performance of the PI Interface
instances.

d. Click “Add” then “OK”.
Step 3 : On the “General” tab
a. Setthe Interface IDto 1

b. Click the “Add a scan class” button = and create a scan class with a 5 second

frequency.

As we learned earlier in the chapter, the Location4 attribute of a Pl Point
assigns the point to one of the PI Interface scan classes. The scan frequency of the scan
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class determines the rate at which the data is updated. The format of the scan frequency
is as follows:

hh:mm:ss.##,
hh:mm:ss.##
where the following rules apply:

¢ the time before the comma represents the frequency

the time after the comma represents an offset from midnight

hh is hours

mm is minutes

ss is seconds
## is hundredths of seconds (01 to 99).

¢ If hh and mm are omitted, the scan period is assumed to be in seconds. For example,
a scan frequency of 00:01:00,00:00:05 is equivalent to 60,5.

The following tables show some example of scan classes and their result:

Scan class Result

00:00:05 The PI Interface collects data every 5 seconds,
and starts collecting immediately after starting
up. Example:
12:24:02
12:24:07
12:24:12

00:00:05,00:00:00 The PI Interface collects data every 5 seconds,

and starts collecting so that there is a 0 second
offset from midnight. Example:

12:24:05
12:24:10
12:24:15
5,0 Same result as example above
01:00:00, 00:30:00 The PI Interface collects data every hour, and

starts collecting so that there is a 30 minute
offset from midnight. Example:

12:30:00
13:30:00
14:30:00
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Step 4 : On the OPClnt tab
a. When you switch to this tab, you will get prompted with the following message:

PI OFCInt Interface ICU Control I

Incorrect [SERVER walue specified: |

Would wou like to include the incorrectly specified argument anwvway?
Click %es to include the incorrect argument, or Mo bo omit the incorreck
argurienk.

Since we have not finished our configuration yet, click “No”.

b. Configure this PI Interface to collect data from our OPC Server,
OPCSample.OpcDa20Server.1. This is the same server we connected to
using the PI OPC Client Tool in directed activity 0 (page 36).

i. The “OPC Server Node Name” should be the IP address of the OPC
Server node. Since we are connecting to a local OPC Server, we can
leave this field as “localhost”

ii. Press the button “List Available Servers”

iii. Under the “OPC Server Name” field, select the OPC Server
OPCSample.OpcDa20Server.1.

Step 5: On the Service tab

a. Under “Log on as:” select “[Domain\]JUserName”. Enter the following account
information:

e UserName: PISCHOOL\svc-Plinterface
e Password: student
b. Press the “Create” button to create the service

Create / Remove

Create
| fenoee |

Step 6 : Save your changes by clicking the save button @

Step 7 : Start the service and watch the Pl Message Log

a. After creating the service, you should now have access to the start, stop and
restart Windows Service buttons at the top of the PI1 ICU Window.

Start Stop Restart

»l/r?*

Q= X & @
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b. Open PI SDK Utility to view logs. Enter End Time as *-5m and change Severity
to Debug and click on Get Messages.

@ P SDK Utility (Administratar) - O X

File  Buffering Tools Help

| =@ P sDK ,JGetMessages( INRE REEN
@ About PISDK. | Time

& Connections Start Time:
qﬂ SnapshotTool| End Time:

= d“‘ Tools

QJ] Message Log Time Severity Message Program Sourcel
i@ Support Data

c. Inthe Pl Message Logs, you should see the following messages:
PIAPI successfully connected to PISRVO1.

This message means that interface is able to connect to Pl Data Archive.

Connected to OPC Server PIINTO1l:: OPCSample.OpcDa2@Server.l in thread ID XXXX

This message means that the Pl Interface was successfully able to connect to the OPC Server.

OPC Server current state = RUNNING

This message means that the OPC Server is in a good state.

Total Number of points matching pointsource 'OPC-PIINTO1' is @

This message means that no Pl Points have been created with the Point Source of the PI
Interface, so no data will be collected. This will soon change when we add PI Points in the

upcoming exercises.

You can leave Pl SDK open for the next exercise. When you want to view new logs, you just

need to click on Get Messages.
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2.11.8 Definition of Pl Point types for the Pl Interface for OPC DA

The last step required for data collection is the creation of Pl Points for the PI Interface. As
previously discussed, the Pl Point configuration is unique to each PI Interface. This is due to
the diversity of data sources that PI Interfaces can collect from.

Often, data can be requested in multiple different ways from a single data source. This is the
case for OPC DA Servers. Pl System administrators may choose to collect data in different
ways for different Pl Points from the same OPC DA Server. There are four different ways to
define PI Points for the PI Interface for OPC DA:

Polled

For polled points, the PI Interface polls the OPC Server at regular intervals defined by the
scan class frequency.

Advise

For advise points (referred to as read on change in the OPC Standard), the PI Interface
requests that the OPC Server send it a new value whenever the OPC Server itself receives a
new value and updates its cache. This way, the PI Interface does not have to constantly poll
the OPC Server (less network traffic) and does not collect duplicate values from the OPC
Server.

. Often the Advise method of reading data is the most efficient and best
Tlp performing.

Event (Trigger)

When an event point is created, it is associated with a trigger Pl Point on the Data Archive
(this trigger can be any Pl Point). Whenever the value of the trigger point changes, the Data
Archive informs the PI Interface, which requests that the OPC Server read directly from its
data source and send it a new value.

Output

Output points read a separate Pl Point and write the value out to the data source (the PI
Interface is not being used for data collection in this case). The intention of this feature is not
to take over the control system. Customers often use the results they get from input points to
perform calculations which are written back to output points. As of version 2.6.3.5, there is a
Read-Only version of the PI Interface for OPC DA that prevents the use of output points. It is
also possible to disable this feature in the Pl interface for OPC DA version earlier than 2.6.3.5

When creating PI Points for the PI Interface for OPC DA, the following rules should be applied:
1. The Location3 PI Point attribute determines the Pl Point Type:

Location3 | Type

0 Polled or Event
1 Advise

2 Output

2. Location4 determines the scan class
3. Only Advise points can go into scan class 1

4. Pl Points of different types cannot belong to the same scan class!
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2.11.9 Solo Exercise — Create a Pl Point for the Pl Interface for OPC DA using SMT

This is a solo exercise that is designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if you
need assistance during the exercise.

Exercise Objectives

Begin step 8 from the PI Interface installation methodology we outlined earlier in this chapter:

Step 8 : Create PI Points for the Pl Interface.

You will create your first Pl Point using the Point Builder tool of SMT.

Approach
Step 1: On PISRVO01, open SMT and navigate to the tool Points > Point Builder.

Step 2 : Create your first Pl Point, which will store the Bearing Temperature of Pumpl.
You will need to fill out the following attributes:

Attribute Value

Name Pump1l.BearingTemp
Descriptor

[optional]

Eng Units

[optional] (check
the beginning of
the chapter)

Point type

Point source

Locationl

Location2

Location3

Location4

Location5

Instrument Tag

Step 3 : Verify whether your newly created Pl Point is getting data. It can take up to 2
minutes for a running Pl Interface to detect the new Pl Point. While you are
waiting, watch the Pl Message Log window on PIINTO1. When the Pl Point is
created, you should see the following messages:

tag Pumpl.BearingTemp (XX) is added to the Interface

AV=VA

Page 46



PI Interface Management

Hint 1. To find more information on how to configure the Pl Point attributes, see "PI point
configuration for Pl Interface for OPC DA" in the PI Interface for OPC DA User Guide. You
can access the documentation at these locations:

e Customer Portal: https://my.osisoft.com

e Documentation: https://docs.aveva.com

Hint 2: The Instrument Tag corresponds with the OPC Item ID. These can be viewed using
the PI OPC Client Tool, using the same procedure outlined in the directed activity “Using the

PI OPC Client Tool”.

Add Ttem E

=R ] OPCSample OpcDa205erver.1
=23 Sample Process [0800][<nones]

23 Pumpl [08007<none>]

'E}) BearingTemp[...
‘&, FlowRate [080.

ample Process/Pumpl/BearingTemp
ample Process/Pumpl/FlowR ate

~ Server Browsing
O Manual CIFlst Branch Fiter: Itern Filter R Filter;:  Data Tppe Filter: / O PC Item
st | Cear | fpry | = =
i ear ‘ poly | I A I = i
Tag I em D T

~@3 Eung [Eggg][<nme>] ‘&, DiPressure [0.. [ ample Process/Pumpl AQiFressure
8 Pump4 {USDU}F”UHQJ kQ; OutputFlowRa... §ample Process/Pumpl/DutputFlowR ate
D PE:DS [DSDD][::E::i] \% PumpSpeed [...  Fample Process/Pumpl/PumpSpeed
" "Q) Status [0800]. ample Process/Pumpl/Status
| Allltems: B |Selactad Iterns: (0
\ Select Al | [ Add Selected
r Item Properti ‘AddedTags
Tag Mame: | Tag Mame | |term I | Data Tpe
ltem|D: |
Access Path |
Active Icd
Ovenwite: [
| | »
Add I | Remove I | Remave Al I _I
Group: |Grnup1 | Group Item Count: |D
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2.11.10 Directed Activity — Create remaining Pl Points for the Pl Interface for OPC

DA using PI Builder

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.

You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives

Complete step 8 from the PI Interface installation methodology we outlined in this chapter:

Step 8 : Create PI Points for the PI Interface.

You will create your remaining Pl Points using PI Builder

Approach

When creating PI Points for the PI Interface for OPC DA, a functionality of the PI OPC Client
Tool can be used to facilitate the Pl Point creation process. OPC Items can be added to groups
on the PI OPC Client Tool. A csv file can then be generated which is specifically designed to
be used to export PI Points using Pl Builder.

Part 1 — Generating the CSV file

Step 1:
Step 2:

Step 3.

Step 4
Step 5:

From PIINTOL, run the PI OPC Client Tool
Connect to OPCSample.OpcDa20Server.1

Click the “Add Group” button g In the “Add Group” dialog, click “Create”.

Click the “Browse OPC Server, Add Tags” button %

The Add Item window will appear. View the data available on the OPC Server
by checking the “Flat” option and press “List” on the left side. This lists all the
items available on the OPC Server. On the right side of the window, click the
“Select All” button, then “Add Selected”, then “OK”.

Tag [ ltem 1D | n
Ty, Sample Pioce.. Sample Process/Pumpl /B...
B Sample Froce. Sample Process/Pumal AF1.
T, Sample Proce...  Sample Process/Pumpl /0i..
p Sample Proce.. Sample Process/Pumpl /0.,

Sample Proce .. Sample Process/Pumpl /P

Sanver Browsing p Sample Proce,. Sample Process/Pumpl /5t
Sample Proce .. Sample Process/Pump2/B...
D Manual Flst Branch Filler: Ty Sample Proce,. Sample Process/Pump/FL,
N [ e . f
List Clas | Apply fb:,amp!e E'looe. :.arnp!e E'IDJB-@S.‘TE'UI'HD?.EI... -
. - - All ltems:; 30 Celected [tems: 10
= UFL S ampke. DpcDasberver

I Select Al I I Add Selectsd I
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Note: A maximum of 500 OPC Items can be added at once using this method. We will see
how to add even more items in bulk later in this section.

Step 6: You should now have returned to the main PI OPC Client window, with the tags
you selected listed under Groupl. On the toolbar at the top of the window,
select File > Save As

Step 7: In the Save Configuration window, click on the ellipses J button next to the
“Enter file Name for .csv file” field and chose the desktop as the file location

Step 8: Change the Point Source to “OPC-PIINTO01”, then select “Save”

Save Configuration =

|#F Configuration
Mode Mame Localhost

OFC Server Mame: |OPCSample. OpcDa20Semver

Interface I0- 1

I Pord Source: QFC-FINTI I

Frst Scan Clazs 00:00110

Enfer file Mame for bat file

opcit bat J

Enite film Names for oo i

Cohl sershstudentD “DeskophT aglist cav J
Save Cancel |

Part 2 — Creating the Pl Points from Point Builder

Step 1: Open the shortcut on the desktop called “TagsList”. Copy-paste the csv file to
this folder. This is a shared folder on PISRVO01

Step 2: Open the file with Excel. You should see the following columns in Excel:

Select(x)

Tag

instrumenttag

pointtype

locationl

location2

location3

location4

location5

pointsource
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The PI Point attributes instrumenttag, pointtype, location2, location5 and
pointsource have all been set correctly by the PI OPC Client Tool according to
the OPC Item that was added to the group. We now only have to make minor
modifications to this spreadsheet before publishing the PI Points to the Data
Archive.

Step 3: We want all of our Pl Points to be Advise points in scan class 1. Change
“location3” to 1 and “location4” to 1 for all Pl Points

Step 4: Change the “Tag” column to give the Pl Points appropriate names.
Hint: You can use the following procedure:
i. Copy-paste the “instrumenttag” column into the “Tag” column.
ii. Selectthe “tag” column.
iii. Use the shortcut Ctrl+H to open the “Find and Replace” dialog.
iv. Replace the slash characters (/) with periods (.).
v. Replace the “Sample Process.” string with an empty field.
This should give you the naming convention PumpX.DataName

Step 5: The Pumpl.BearingTemp PI Point was already created. Therefore, simply

remove the “x” in the “Select(x)” column, since we will not be publishing this PI
Paint.

Step 6: Browse to the Pl Builder tab in the Excel ribbon. . Notice we are connected to
the default Data Archive “PISRV01”

HOME IMSERT PAGE LAYOUT FORMULAS DaTA REVTEWY WIEY PT DATALTME PIELILDER fwlc™
Dista Server: '@ PISRUL~ _,é () Select &l « g U % | I:‘-| Shiou Yalues in Rowes J Headers OAhnut

Asset Server: oPISR\J’l' () Deselect &l Showe Values in Columns Settings eHelp
Publish . FIPaints  Library Elernents  Buent  Refresh
Database: @Training Sarmnple - m  Resetto Template - - Frarnes =

Connections Build ] Rettieve [ Attribute Data References Resaurces

B

Step 7: Select the Publish Button FPublish

Step 8: Select edit Mode “Create Only” and select “OK”. Verify we see the following
message at the bottom of the publish window:

The requested action is complete.

Step 9: In SMT > Data > Current Values, verify whether your new Pl Points are getting
data. Hint: you can search by point source “OPC-PIINT0Y1”

Part 3 — Managing Pl Points using PI Builder

PI Builder can be used to create, edit and delete Pl Points. Now that our pump PI1 Points have
been created, let’s edit them to make them more user-friendly.

Step 10 : Open a new Excel workbook. Browse to the PI Builder tab in the Excel ribbon.
Step 11 : On the PI Builder tab, select PI Points > Find Pl Points
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‘K TagList.csv - Excel
ATA REVIEW VIEW DEVELOPER PIDATALINK FIBUILDER POWERPIVOT
J\;"' i:'g % I:E‘1 Show Values in Rows E‘ Headers ﬁﬁlbout
H I |
_ ) = Show Values in Columns Settings 9 Help
PI Points| Library Elements Event Refresh
- - - Frames - Errors
Al PI Points Ta Attribute Data References Resources
/4 Eind PI Points... /
@ All Digital States
J K L v M 9] F

ﬁ Find Digital States...

Step 12 : Search for all of your Pump PI Points, select them and his “OK”

Step 13: On the “Select Object Types and Column Headers”, select the “Required
Columns”, the “Description” and “engunits” columns, then “OK”

Step 14 : Edit the description and engunits column for each of the Pl Points. Hint: Use
copy-paste and find-replace (Ctrl+H) to speed up the process!

Step 15: Publish your changes. This time, select edit mode “Edit Only”.

2.12 Digital tags

Sometimes the value that we receive from the data source is analog value or has another
meaning. For example, when we receive 0 it means that the device is running and when we
receive 1 it means device is under maintenance. In such cases, digital states can be utilized
to make the values more user-friendly.

Pump1.Status=2
Pump1.Status=2

Pl Data Archive

P Server Pump1.Status=2
I I %l_[l[t
—
7 ™
€9y
Digital states £

Pump1.Status=2

A

- i

<]

oW

PI Data Archive

Pump1.Status=
Planned maint

Server

Running
Unplanned maint

Planned maint

No operator

Idle
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2.12.1  Directed activity — Create Digital States and assign tags to it

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be
invited to watch what the instructor is doing or perform the same steps at
the same time. You may play a game or hold a quiz. Your instructor will
have directions.

Activity Objectives

We have created 5 Status tags. The meaning of these are as shown in the table above. Create
a digital state and assign these tags to it.

Approach
Step 1: On Pl System Management Tools, go to Points > Digital States. Click on the Add

button:

@}-.1 X d B | B4HEH @

v & PISRVOT State State Name
0 Running
1 Unplanned maint
2 Flanned maint
3 No operator
4 Idle

Step 2 : Create a new set called Pumps and assign values as shown above. Save the set.
You do not have to type anything into State column, it will be populated
automatically.

Step 3: Open Excel, go to PI Builder > PI Points and click on Find PI Points.

Review Yiew Pl Builder

. B & -

Pl Points Library Elements Event Securit
- - - Frames ~ -

A1 Pl Points

Ei[:;l Pl Paints..,

Pl Point Headers
All Digital States
Find Digital States...

Digital State Headers

Step 4 : Search for Pump status tags, select all of them and click OK. How can you find
all of them using a single query?

Step 5: We would like to change the point type and assign a new set to these tags.
Therefore, select only these columns and click OK.
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+|

20

WAUJTLL | FRTD L STIGLLDU,
Required Cofuny
L] Error

- [“General

- CNewName

S 12y ) STITLLT

[ IDescription

E:ﬁqtalset
[ \displaydigits

[CJengunits

| Jexdese

[future

Dpﬂintsuurce
[ pointtype
<[_ptclassname
---Dsnurcetag
archive
+ [ classic

1 ) mmit smelles

Step 6 : Change the cells as shown below and publish your changes using “Edit only”

mode.

A

Selected(d) Mame

B C

H

oW R oW =
= = x= X

Pumpl.Status
Pump2.Status
Pump3.Status
Pumpd.Status
Pumps.Status

] E
ObjectType digitalset pointbype
PIPoint Pumps  Digital
PIPoint Pumps  Digital
PIPoint Pumps  Digital
PIPoint Pumps  Digital
PIPoint Pumps  Digital

[ue o

Step 7 : Check the values of your status tags using Data>Current Values.

2.13 Troubleshooting Exercise

The following group exercise is intended to reinforce the concepts we
have learned so far. The instructor will act as an end user with an issue
and you will resolve their issue as a group.
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2.14 Configuring areliable Pl Interface

In the previous section, we have gone through all the steps required to collect data from an
OPC DA Server. We now have process data from 5 pumps in our Data Archive, which PI
System users can view in real-time, and use in their analyses.

However, the data from this PI Interface is not yet reliable. Multiple issues can arise which
would lead to Pl System users losing access to the data

2.15 Group Questions — Preventing data loss

The following questions are intended to reinforce key information, or to
discover a new insight. Your instructor may choose to have you try to
answer the questions on your own or have the group answer them
together aloud.

Questions

For each of the scenarios below, determine whether it is possible to avoid data loss, and
determine which AVEVA functionality can be used to prepare for each.

Data Source is down Data Source to Pl Interface network is down
Data Source Pl Interface Pl Data Archive Data Source Pl Interface Pl Data Archive
node Server node Server

A: _.—> o8 *'—

Is it possible to prevent data loss: [ Yes [ No Which steps can be taken to prepare for
this scenario:

Pl Interface is down

Pl Interface Pl Data Archive
node Server

¥ D—P—p

Is it possible to prevent data loss: [ Yes [ No Which steps can be taken to prepare for
this scenario:

Data Source

Pl Interface to Pl Data Archive network is down Pl Data Archive is down
Data Source Pl Interface Pl Data Archive Data Source Pl Interface Pl Data Archive
node Server node Server

Is it possible to prevent data loss: O Yes [ No Which steps can be taken to prepare
for this scenario:
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2.16 Defining the Pl Buffer Subsystem

2.16.1  What is the Pl Buffer Subsystem?
The PI Buffer subsystem is an AVEVA application installed with every PI Interface. Once

configured, it buffers data on the PI Interface node. A good analogy for the PI Buffer
Subsystem is a reservoir.

@ Pl Interface —l

% » @ Pl Data Archive

Pl Buffer Subsystem

Under normal operation, when the valve to the Data Archive is open, data simply passes
through the reservoir. When the valve closes (i.e. The Data Archive is down, or the network is
down), as the PI Interface continues to collect data, this data will start accumulating in the
reservoir.

({3 Pl Interface —l

% » @ Pl Data Archive

When the valve opens again (the Data Archive, or network, are restored), the data will flush
out of the reservoir and be sent to the Data Archive.

P1 Buffer Subsystem

Note: There is another, older AVEVA buffering service called the API Buffer Server. The PI
Buffer Subsystem is the best option for most environments. The API Buffer Server should only
be used if (1) the Pl Server receiving the buffered data is older than version 3.4.375 and (2)
the PI Interface runs on a non-Windows platform.
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2.16.2 How does the Pl Buffer Subsystem work?

The PI Buffer Subsystem runs as a Windows Service.

The PI Buffer Subsystem does not just buffer data from a Pl Interface. It can actually buffer
data from any application (AVEVA or custom-built) which is writing data to a Data Archive.

When the Pl Buffer Subsystem has been configured, instead of writing data directly to the
Data Archive, PI API applications (such as Pl Interfaces) write the data to a “shared memory
buffer”.

The PI Buffer Subsystem performs the following steps:
1) Reads data from the shared memory buffer and transfers it to its “snapshot table”
2) From the snapshot table, marks the data for compression
3) Writes the data to a memory-mapped buffer queue file
4) Reads data from the buffer queue and sends it to the Data Archive

Pl Interface Node

Exception is
applied
Shared Snapshot
Source Memory Buffer Table

Lo Plinterface  [Tm 5| e, D) Buffer
e “ Subsystem -
N ”

The data is
marked for
compression

pibufmem_xxx.dat

‘ {
\ Shared ” o
N ~  Memory Buffer , s g T
N _ - g o
~ p— P4 <
N || % % Compression
i 3~ is applied

APIBUF _xxx.dat

v
Buffer Queue File(s)

- Pl Buffer
= _ ¥4 Subsystem
pibufg_xxx.dat | — | — >

Pl Data Archive
Node

Note: Exception and Compression are mechanisms by which data is filtered, so that only
meaningful data is kept in the Data Archive. The PI Interface is responsible for Exception. The
PI Buffer Subsystem marks events as either Snapshot Only (i.e. get rid of this value when a
new one comes in) or To Be Archived (store this value). The Data Archive then treats the
data accordingly. We will continue our discussion of the compression algorithm in the following
chapter.
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The files involved in this process are:

1) Shared memory buffer: The location in memory where Pl Interfaces write data. When
this location is full, data is written to a file on disk called APIBUF_<Data Archive
name>.dat

2) Snapshot table (pibufmem_<GUID>.dat): This table holds the most recent value
received for all buffered Pl Points.

3) Buffer queue file (pibufq_<GUID>.dat): This is the file that acts as our “tank”. The
default size of this file is 32 MB. When the file becomes full, a second file is created.
When this file becomes fill, a third file is created. This will continue until the PI Interface
node runs out of disk space.

Note: Pl SDK and AFSDK applications write data directly into the Pl Buffer subsystem’s
shapshot table, and so the first step above is skipped.
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2.16.3 Directed Activity — Configure Buffering

In this part of the class you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited
to watch what the instructor is doing or perform the same steps at the same
time. You may play a game or hold a quiz. Your instructor will have
directions.

Activity Objectives

Complete step 9 from the PI Interface installation methodology we outlined in this chapter:

Step 9 : Configure buffering with the Pl Buffer Subsystem

AVEVA recommends using designated Windows Service Accounts to run Pl System services
that communicate over the network. Before starting, you made a request to your IT department
to create a Service Account:

o PISCHOOL\svc-PIBuffer (password: student)

Approach
Part 1 — Configure the Pl Buffer Subsystem
Step 1: From PIINTOL, run the PI ICU. Navigate to Tools > Buffering.

iéw Pl Interface Configuration Utility - o
Interface Help
i = Log Files... Ctrl+L
Fkeaface: Buffering... Ctrll«B
Type: Run apisnap 01
Dottt Diagnostics... Cti«D —
Versions Point Sources... o
Date/Time Properties... Crlea |

OFChe View Digital State Sets... J
Service Interface Tag Creation Utility... J
Ui int

Fsilova |Imterface Communication Test Utility...

- Health Imterface Specific Configuration..,

Parfam

Perion Options..,

Pl GnK Scan Uasses

Step 2: Select “Yes” to continue with the PI buffer subsystem configuration wizard

Buffering Manager ES

9 P| Buffer Subsystem has not been configured on this system. Would
" you like to configure it now?

Step 3: Select “Continue with configuration”.
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Step 4 : You should see the Data Archive “PISRV01” and the PI Interface name we
configured earlier. Check the box and click “Next”.

@ Buffering Manager - New Install Wizard |- =

Buffering Manager

Configuration, monitoring, and troubleshooting of buffering

Detected Plinterfaces | Detected Pl Interfaces

Pl Data Archive Security Confirm the Pl interfaces and services far which you want to configure buffering.
Buffering Canfiguration Senvers that are not selected will not be buffered,
Detected Pl interfaces are listed by server.
Verification
Buffer  Server Status

W PISRVO1
Pl-opcint_ReadOnly1 Running

Don't see all your Pl interfaces? Want to add another service? Select a service

View messages | Detected Pl Interfaces help Next Cancel

Step 5: This step ensures that the Pl Buffer Subsystem will the granted the correct
security on the Data Archive.

i. The default service account for the Pl Buffer Subsystem is
NT Service\pibufss. This account has more privilege on the local
computer than is needed. Before proceeding, we will change this service
account to our dedicated domain account. Click on “Change” next to
“NT Service\pibufss”

(<] Buffering Manager - New Install Wizard == ]
Buffering Manager
Configuration, monitoring, and troubleshooting of buffering
Detected PI Interfaces PI Data Archive Security
Pl Data Archive Security | Review/updats a mapping or trust for the selected P| Data Archive server,
Buffering Configuration Windows account to run the Pl Buffering service: lntalSydem
Verification
' PISRVOT €3 [-10407] No Access - Secure Object
Choose new Pl Data Archive security settings
& PIsRVO1 Ve
Retry security test
Authentication methad:
® Pl mapping (recommended)
7) Pl trust
Pl identity
Browse...
r Revert
View messages | Pl Data Archive Security help Previous | Next Cancel
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i. Select “Use Windows account”. Enter the account “PISCHOOL\svc-
PIBuffer” with password “student”. Click on “Next”.

@ Buffering Manager - New Install Wizard I;l_-

Buffering Manager

Configuration, monitoring, and troubleshooting of buffering

Detected Pl Interfaces Windows Security
Windows Security Select a Windows account to run buffering.

Pl Data Archive Security

Buffering Configuration ® Use Windows account (recommended)
;s ’ Windows user
Verification
PISCHOOL\svc-PlBuffer
Password

This user will be added to the local Administrators group

Use LocalSystem Account

View messages | Windows Security help

Previous H Next || Cancel

iii.  When you return to the security test window, the test will fail again. Why?
Because we did not create a Pl Mapping. This means PI Data Archive is
not expecting the user PISCHOOL\svc-PIBuffer. We will create the PI
Mapping we need to authenticate on the Data Archive. Go to PISRV01
and create a new Pl Mapping for PISCHOOL\svc-PIBuffer

£ Mapping Properties X

Windows Account: | PISCHOOL\sve-PIBuffer ‘

Windows 51D; 5-1-5-21-2877161 345-9?93?0335‘ E
Description:

Server PISRVO1

Pl |dentity: _F'I Interfaces & Pl Buffers ‘ B

[] Mapping is disabled

oK Cancel

iv.  Once you return to the Data Archive Security window, click “Retry”. This
time it should work because PI Data Archive is expecting this user.
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Step 6 : You can now select the Buffer Queues location. For this environment set the
location to E:\OSlsoft\Buffering. If possible, it is strongly recommended to
separate the buffer queue from the OS drive in order to avoid failure on the
interface node by filling the main drive.

Step 7 : The last window will run a verification on the status of the PI Buffer Subsystem.
If there is no errors, you can exit the installation wizard.

7] Buffering Manager - New Install Wizard |- (e[|
Buffering Manager

Configuration, monitaring, and troubleshooting of buffering

Detected Pl Interfaces Verification
Windows Security Check the health between Pl Buffer Subsystem and each Pl Data Archive server.

Pl Data Archive Security
) ) @ Pl Buifer Subsystem successfully started.
Buffering Configuration

Verification @ Pl Buffer Subsystem is now operational

Server Status

& pisrvon @ Connected successfu by

@ The upgrade to Pl Buffer Subsystem is complate

View messages | Verification help Exit new installation wizard

Step 8 : Once the installation wizard completed and closed the Buffering Manager
window will open showing the status and statistics of the Pl Buffer Subsystem.
To re-open this window from the PI ICU, navigate to Tools > Buffering.

Step 9 : Interface should automatically show that the buffering status is on. If not, click
on the butten below to enable buffering from the PI ICU general tab.

Port: (5450
Buffering Status: IOﬁ | Enable I

To buffer data from a PI Interface, the Pl Buffer Subsystem must start before all
the PI Interfaces on the machine. Since both are run using Windows Services, it
is possible to configure a dependency on the PI Buffer Subsystem.

You can verify the configuration by navigating to the Pl ICU > Service tab and
verifying the “Dependencies” field. The Pl ICU will automatically detect if a
dependency on PIBufss is missing. Notice PIBufss is added to the interface
service dependencies when we select “yes.”
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[x]

Pl Interface Configuration Utility

This interface service does not have a dependency on Pl Buffer Subsystem,
and Buffering is enabled. Q5 strongly recommends setting the PlBufss service to
be 2 dependency of OPClnt_ReadOnlyl.

Would you like Pl ICU to do this for you?

i3 P Interface Configuration Utility - OPCint_ReadOnly1 |- e[
Interface  Tools Help
=] =l @0 EGE 7]
Inerface:  [OPCint_ReadOnly1 {OPCint_ReadOnly1) - PISRVO1 | Rename
Type: OFCint ~| OFC Pl Data server Connection Status
Descrption: | ,’ PISRVID1
¥  Wrieable
Versions:  [OPCint_ReadOnly exa version 2.6.7.21 |Unilt version 4.6.2.4
(Gersral Service Configuration
- Startup T Create / Rem:
OPChni Coricn s |DPCh11_Heaanly1 o | J ype e Ve
* Auto
Unilre Despiay name:  [PHOPClrt_ReadOniy1 ' Manual
:E‘TP logonas:  ( NT Senice\OPCt_ReadOnly1 " Disabled
- Heath Points '
& ) )
- Pedomance Courters i ¢
Pefomance Ponts Userhiame |pis:'.h:-n[‘\P|Harfacu
-PISDK Password: |
Disconnecied Statup
- Debug e | Installed sarvices:
10 Rate Dependencies: | AdobeARMservice A
Intesface Status F|Bufss ﬂ AeLogkupSve
ALG
ﬂ HApplDSve
Appirfo v
< m »
Adobe Acrobat Update Sarvice
Close | Apply
Ready Running OPCii_ReadOnly - stalled

Part 2 — Validate buffering

A very important troubleshooting tool is how to verify whether data is truly buffering on our PI
Interface node. Since version 4.3 of the Pl Buffer Subsystem, this task has been made much
easier with the introduction of the “Buffering Manager” GUI. Since this tool is not available with
older versions, we will demonstrate how to verify the buffering status in both scenarios

Method 1: Buffering Manager

Step 1: From PIINTO1, Run the PI ICU. From the top of the window, select Tools >
Buffering

Step 2 : In the Buffering Manager, the buffering statistics update in real-time to show the
Global Buffering Status, the estimated buffer capacity, the events in queue, and

the total events sent in real time;
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. Buffering Manager
File View Help

Buffering Manager

Configuration, monitoring, and troubleshooting of buffering

Global b

b @ Global Buffering Status

There are no reported issues,

p 47.9 days estimated buffer capacity

If all connections are severed, estimated time until data loss

0 events in queue

Total queued events for all servers
p 11141 total events sent (5 events per second)
Total queued events sent for all sarvers

I__ogical Servers/Collectives

~e1eCl 3 server Delow Ior more detaled INTonmaon

T
O

PISRV1

To confirm that events are flowing through the buffer, make sure that the “total
events sent” is increasing. The buffering manager will also report issues such as
low disk space, important error messages, etc.

Method 2: Command line utility pibufss (optional)

Step 1: From PIINTO1, run a command prompt, navigate to the directory C:\Program
Files\PIPC\bin

Hint: type “cd %pihome%\bin”
Step 2 : Run the command pibufss -cfg

This command will show you the overall buffering status.
C:\Program Files\PIPC\bin>pibufss -cfg

*** Configuration:
Buffering: On (API data buffered)

Loaded physical server global parameters: queuePath=C:\ProgramData\0SIsoft\Buffering
authenticationOptions=SSPI; TRUST

*** Buffer Sessions:
1 non-HA server, name: pisrvl, session count: 1

1 [pisrvl] state: SendingData, successful connections: 6
PI identities: PIBuffers, auth type: SS5PI

firstcon: 16-Jul-19 82:17:53, lastreg: 25-Sep-19 89:14:02, regid: 4
total events sent: 144184296, snapshot posts: 17764427, queued events: 5
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Step 3: Run the command pibufss -gs

This command will show you the statistics of the buffer queue file. A healthy
buffer queue will have reads and writes from this file.

C:\Program Files\PIPC\bin>PIBUFSS -QS
Current buffered servers:
1. pisrvi
pisrvl is automatically selected for the command.
Current buffer sessions:
1. pisrvli (PISRV1)
pisrvl is automatically selected for the command.

Counters for 25-Sep-19 09:51:59.38994 (pibufq_6b93fc02-590e-4cd5-a39d-decf24ecbf46.00

Primary File Size: 33554432
Primary Page Size: 65536
Primary Data Pages: 511

Write Page Index:

Read Page Index:

Current Write Queue File:

Current Read Queue File:

Total Page Shifts:

Available Pages: 51

Average Events per Page:
Estimated Remaining Capacity: 1288030
Bytes in Primary File: 104
Events in Primary File: 4
Total Event lWrites: 144181716
Total Event Reads: 144181712
Number of Queue Files: 1
Events in Queue: 4

OO

Step 4 : To stop the statistics, press Ctrl+C
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2.16.4  Solo Exercise — Test the Pl Buffer Subsystem (Optional)

This solo or group activity is designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if you
need assistance during the activity.

Exercise Objectives

e See the PI Buffer Subsystem in action

Problem Description

Now that you have configured the Pl Buffer Subsystem, you will test it and see its
mechanism in action

Approach

Step 1: From PISRVO0L1, create a Pl Vision display showing the data from one of your
Pumps for the last 15 minutes. Rename your display “Pump Data”.

Step 2: From PIINTO1, open the Buffering Manager and validate that the PI Buffer
Subsystem is healthy. (You can also use the pibufss -gs command from the
previous directed activity)

Step 3: In this step, we will simulate a network disruption. On PIINTO1, open command
prompt as administrator and run the command pibufss -bc stop (this manually
tells the PI Buffer Subsystem to stop sending data).

C:sProgram FilessPIPCsbin2pibufss =bc stop
Current huffered servers:
i. PISRUB1
PISRVA1 iz automatically selected for the command.
urrent buffer sessions:
1. PISRUAL (PISRUAL>
PISRUB1L dis automatically selected for the command.

ontrol command "stop" successfully initiated on session PISRUB1
Please check the Pl Meszage Log for errors.

Step 4 : Watch the “events in queue” grow in the Buffering Manager or the first command
prompt dialog you opened.

Step 5: Watch what happens in your PI Vision display.

Step 6 : Once a few minutes have gone by, run the command pibufss —bc start to re-
establish the connection.

Step 7 : Check the Buffering Manager and your PI Vision display once again.
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2.17 Monitor the health of the PI Interface

Uniint Health Points are Pl Points that collect information about the health of the interface.
They are created from the PI ICU, in the Unilnt > Health Points section:

e, Pl Interface Configuration Utility - OPCInt_ReadOnly1 \;‘i-

Interface  Tools Help
Y= " 0 BE e

Interface:  [OPCint_RezdOnly1 (OPCint_ReadOniy1) > PISRVDI ~|  Renams
Type: OPCInt ~| OFC P| Diata server Connection Status
Descrstion: | 7 FISRVO!
v  Wrieable
Versions |OPI:Int_Read3nhra-ca wversion 2.6.7.21 Unilrt version 4.6.2.4
[General  ~ Unilnt kteface Health Monioring Paints
OPCht Status Tagname Type ~
Service Mot Created sy st PIINTO1.OPCInt_ReadOrly 1 Ftefiace Point Court [UI_POINTCOUNT]
Mot Crested sy st PIINTO1.0PClnt_ReadOriy1 Heartbest [UI_HEARTBEAT]
Failover Mot Created sy.st PIINTO1.0PCint_ReadOniy1 Device Status [UI_DEVSTAT]
N Heath Points Net Created sy st PIINTD1.0PCint_ReadOniy1. Scan Class Information [UI_SCINFC] B
Pefformance Couniers Mot Crested sy st PIINTD1.0PClnt_ReadOniy1.10 Rate [UI_IORATE]
- ) Met Created sy st.PIINTO1.0PCIni_ReadOniy1 Message Count [UI_MSGCOUNT]
Pedomance Fonts | | ot Created sy st PIINTO1.0FCHé_ReadOnly 1 Ouiput Rate [U_OUTPUTRATE]
-PISDK Mot Created sy st PIINTO1.0PCI_ReadOry1 Output Bad Vaiue Rste [UI_DUTPUTEVRATE
Disconnected Statup | Not Crested syst PIINTO1.0PClnt_ReadOrly 1 Trgger Rate [UI_TRIGGERRATE]

- Debug Not Created sy st PIINTO1.0PCint_ReadOniy1. Trgger Bad Value Fate [UI_TRIGGERBVRATE
10 Rate Mot Created sy st PIINTON.OPCint_ReadOniy1 Scan Class K0 Rate scl) [UI_SCIORATE]
Intesface Stahus Net Crested sy st PIINTD1.0PClnt_ReadOniy1,5can Class Bad Valus Rate.sc0 [UI_SCEVRATE]

Mot Created syst.PIINTD1.0PCint_ReadOnly1.5can Class Scan Count scl [UI_SCSCANCOUNT]
Ngt Crezted ov ot PIINTOL.OPCI ReadOnivl.Scan Class Seans Skippedscl | [UI SCSKIPFED] ¥
L4 n ¥

To create. delete, comect, or rename 3 Unilnt nterface Health Point, use right mouse buton

Close Apply
Te T OPCH_ReadOriy] - hsialled

AVEVA recommends that, at minimum, the following Unilnt Health Points be created:

1.

Heartbeat: This Pl Point indicates whether or not the interface is running. The
heartbeat point is updated continuously unless the interface is shut down or in a
deadlock situation. As long as the interface is running, the value of the point cycles
incrementally from 1 to 15. The heartbeat point does not indicate whether the
interface is connected to or collecting data from a data source.

Device Status: This Pl Point contains information about communication between the
interface and the data source. During normal operation, it contains the value GOOD,
indicating that the interface is communicating properly with the data source.
Otherwise, the point contains a string indicating status, formatted as follows:

Status code | Description | Interface-specific text.
Example: 95 | Device(s) in error

This device status means that the PI Interface cannot communicate with the data
source.

IO Rate: This Pl Point keeps a count of all point values (inputs, outputs, triggered
inputs) being sent to the Data Archive. If the value stops updating, the interface has
stopped collecting data.

Scan Class Scans Skipped: This Pl Point counts, for a specific scan class, “skipped
scans”, i.e the number of scans that were not performed before the scan time elapsed
and the next scheduled scan was executed, for a defined reporting period (8 hours
by default)
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217.1 Directed Activity — Configure Unilnt features: Health Points

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be
invited to watch what the instructor is doing or perform the same steps at
the same time. You may play a game or hold a quiz. Your instructor will
have directions.

Activity Objectives

Complete steps 10 from the PI Interface installation methodology outlined in this
chapter.

Step 10: Create PI Interface Health Points to monitor the health of the PI

Interface

Approach
Step 1: On PIINTOZ1, run PIICU and browse to Unilnt > Health Points
Step 2 : Right-click on the following Health Points and select “Create”:
Heartbeat
Device Status
IORate
Scan Class Scans Skipped.scl

Step 3: On PISRVO01, using SMT, verify whether these Health Points are
receiving data

o o T oW

Note: We will continue our discussion of Unilnt Health Points in the chapter “Monitoring a PI
System”.

2.18 Troubleshooting Exercise

The following group exercise is intended to reinforce the concepts we
have learned so far. The instructor will act as an end user with an issue,
and you will resolve their issue as a group.
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3. Data Archive Management

Objectives

Describe the components of the Data Archive

Describe the functions of the basic Data Archive subsystems
Describe data flow through the Data Archive

Inspect snapshot, event queue and archive statistics
Describe exception and compression

Define a strategy for exception and compression
Identify the directory structure of the PI folder

Start and stop the Data Archive

Describe best practices for archive file size and location
Change the location and size of archive files

Describe PI System backup methodology

Configure a local backup of the Pl System

Describe how to restore a Data Archive from a backup

3.1 Define the role of the Data Archive

In Chapter 1, we learned that the Data Archive is the Pl System component responsible for
storing time series data, organized into individual streams called PI Points. It receives the data
for these PI Points from PI Interfaces, and allows users to access Pl Point data through the
use of visualization tools like Pl Vision.

Data Pl Interface Visualization Data
Sources nodes Tools Users

@ —
&

Pl Data Archive
Server /

g —
—

it

mE |

.

v

\|/

The Data Archive has multiple other roles, including security, licensing, and backup
management.

AV=VA

Page 68



Data Archive Management

3.2 Describe the Data Archive subsystems

The Data Archive is composed of multiple “subsystems” which manage different tasks. These
subsystems are Windows Services.

There are two ways of verifying the status of Data Archive subsystems on PISRVOL1:
e Using System Management Tools:
a. Run SMT
b. Navigate to Operation > Pl Services

—D@ PISRV1
Dﬁ.{;‘ Pl Metworlkc Manager {Running)
~{_J@#% Pl Message Subsystem (Running)
D;,r‘; Pl License Manager (Running)
D.;,.*F: Pl Update Manager (Running)
-l Pl Base Subsystem (Running)
D;f; Pl Snapshot Subsystem (Running})
-l Pl Archive Subsystem (Running)
-l Pl Backup Subsystem (Running)
‘@ Pl Shutdown Subsystem (Stopped)
[} P AF Link Subsystem (Running)
D;f; Pl SGL Subsystem (Running)
~{_J@§ Pl Totalizer Subsystem {Running)
-l Pl Alam Subsystem {Running)
D.;,.‘F;‘ Pl Performance Equation Scheduler (Running)
[l Pl Batch Subsystem (Running)
D;f; PIPC Log Server (Running})
D.;,.*F: Fl Ramp Soak Simulator (mp_sk) Interface X64 (Running)
D;,r‘i: Pl Random Simulator {mndom) Interface X64 (Running)
‘@ [l Batch Generator Imterface (Stopped)
‘@ Pl Recalculator Subsystem (Stopped)

e Using the services snap-in
a. Run the application services.msc
b. Look for Windows Services that start with Pl

), Services = I:'-

File Action View Help

e EEEN

% Senvices (Local | | RSN etaee ) ol

Select an item to view its description.  Name - Description  Status  Startup Type  Log On As ~
i Performance Logs & Alerts  Performanc... Running  Manual Local Service
CLPIAF Application Service  Provides abi.. Running Automatic  NT SERVICE\AFService
5 PI AF Link Subsystem Running  Automatic  Network Service
5 PI Alarm Subsystem Running  Automatic  Local System
5Pl Analysis Service Senvicetor.. Running Automatic (D.. Network Service
% Pl Archive Subsystem Running  Automatic  Local System
Pl Backup Subsystem Running  Autematic  Local System
£ Pl Base Subsystem Running  Autematic  Local System
Pl Batch Generator Interface Manual Local System
£ Pl Batch Subsystem Running  Automatic  Local System
. Pl Buffer Subsystem Manual Local System
Pl License Manager Running  Automatic  Local System
5 Pl Message Subsystem Running  Automatic  Local System _
2% PI Network Manager Running  Automatic Local System .
. Pl Performance Equation Sc.. Running  Automatic  Local System
. Pl Ramp Soak Simulator (r.. Running  Autematic  Local System
%Pl Rendlom Simulator (rand... OSlsoftran.. Running Automatic  Local System
. Pl Recalculator Subsystem Manual Local System
. Pl Shutdown Subsystem Automatic  Local System
Pl Snapshot Subsystem Running  Automatic  Local System
5 PI SQL Subsystem Running  Automatic  Local System
5 Pl Totalizer Subsystem Running  Automatic  Local System
7 Pl Update Manager Running  Automatic  Local System
£ Pl Web API 2015 R2 ARESTul A, Running  Autematic (D... NT SERVICE\piwebapi
5Pl \Web API 2015 R2 Crawler  This service.. Running  Automatic (D.. NT SERVICE\picrawler
£ Pl-Buffer Server Senvice to b, Disabled Local System
£ Pl-Buffer Server 164 Senvice to b, Disabled Local System
“: PIPC 1 nn Server Servicetn...  Runnina_ Automatic | acal Sustem v
< m >
" Btended /| Standard
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3.2.1 Group Questions — Identify the role of Data Archive subsystems

The following questions are intended to reinforce key information, or to
discover a new insight. Your instructor may choose to have you try to
answer the questions on your own or have the group answer them
together aloud.

Question
Associate the following Data Archive subsystems with their role, listed in the table below.
PI Network Manager: __
Pl Message Subsystem:

Pl License Manager:

Pl Update Manager:

Pl Base Subsystem:

Pl Snapshot Subsystem:
Pl Archive Subsystem:
Pl Backup Subsystem:

1 Stores and serves the data after it comes out of the snapshot subsystem.
Data consists of multiple time-stamped measurements for each data point.
Values represent on/off, pressures, flows, temperatures, set points, and so
on.

2 Maintains the Point Database, Digital State Table, and configuration
databases for authentication. Hosts the Pl Module Database.

3 Maintains license information for Data Archive and all connected
applications.

4 Records status and error messages for Data Archive in a log file.

5 Manages communication between Data Archive subsystems, interfaces and

client applications. Also validates clients at time of connection. Clients may
be standard products such as PI ProcessBook, or they may be custom PI
API or PI SDK programs.

6 Manages backups of the Data Archive

7 Stores the most recent event for each point, applies compression, sends
data to the event queue, serves snapshot events, and sends updates for
client applications to Pl Update Manager.

8 Queues notifications of changes in data values, point attributes, modules,
and so on to any interface or client application that is signed up for
notification.
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3.3 Data Flow through the Data Archive
As we learned in the previous group activity, the Pl Snapshot Subsystem and the PI Archive
Subsystem are the two services involved in archiving Pl System data.

In the previous chapter, we learned how data flows through the PI Interface node when the PI
Buffer subsystem is configured. The PI Buffer Subsystem is actually very similar to the PI
Snapshot Subsystem and thus performs very similar tasks.

Whenever new data is sent to the Data Archive, the Pl Snapshot Subsystem:
1) Reads data from the snapshot table on the Data Archive
2) Applies compression
3) Writes the data to the event queue
At this point, the Pl Archive subsystem takes over. It:
1) Reads data from the event queue
2) Writes the data into a “write cache” in memory

3) Periodically, it will write the data from the write cache onto disk, in the archive files.

When PI System visualization tools (e.g., PI Vision) request “snapshot” data, the data they
receive comes directly from the snapshot table, before compression is applied.

Pl Data Archive Server

Event Queue 0
Snapshot Table . Memory write
File cache
. — —
[ > g _/_._PlI Snapshot . _PlArchive
" 54 Subsystem . Subsystem
[ piarcmem.dat pimq0000.dat _

Pl Interface node

Compression
is applied

Pl Archive
. ;Subsystem

-~ -

Archive Files

xxx.arc XxXx.arc xxx.arc xxx.arc Xxx.arc XXx.arc

The files involved in this process are:

1) Snapshot table (piarcmem.dat): This table holds the most recent value received for all
PI Points.

2) Event queue (pimg0000.dat): This file is very similar to the buffer queue file on the PI
Interface node, discussed in the previous chapter. During normal operation, it simply
acts as a tank through which data flows from the Pl Snapshot Subsystem to the PI
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3)

4)

Archive Subsystem. However, if there is a problem with the Pl Archive subsystem (e.g.
it is too busy responding to other requests), data will start accumulating in this tank.

The memory write cache: This cache, which is stored in memory rather than the hard
drive, was designed to minimize the number of writes to disk, thus improving
performance. By default, the Pl Archive subsystem flushes the cache every 5 minutes
defined by the tuning parameter ‘Archive_SecondsBetweenFlush’.

Archive files (xxx.arc): These are the files on disk where the archive data for each PI
Point is stored. We will continue our discussion of archive file management in later in
this chapter.

Page 72
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331 Directed Activity — Inspect Snapshot table statistics

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives

Learn how to monitor the snapshot table:

Pl Data Archive Server

Event Queue Memory write
File cache
— 3
g - Pl SnaEShot . Pl Archive
% Subsystem %, Subsystem
L piarcmem.dat pimq0000.dat -
Pl Interface node ol E
=
Compression 5 E
is applied a 2
T|3
3
)t
Archive Files *
Xxx.arc Xxx.arc XXX.arc XXx.arc XXx.arc XxXx.arc

Approach
There are two ways of inspecting the snapshot table statistics:
Method 1 — Using System Management Tools

Step 1: On PISRVO01, run SMT, and navigate to Operation > Snapshot and Archive
Statistics

Step 2 : At the top of the page, change the radio button to show only Snapshot statistics
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Show: (® Spapshot () &rchive () Both

Type Counter Server  Collective Value
Snapshot  Point Court PISRW1 512
Snapshot  Snapshot Events PISRW1 372,351
Snapshot  Out of Order Snapshot Events  PISEV1 0
Snapshot  Snapshot Event Reads PISRV1 70.465
Snapshot  Events Sent to Queus PISRWV1 170,426
Snapshot  Events in Primary Queue PISRWV1 0
Snapshat  Mumber of Queue Fles PISRWV1 2
Snapshot  Ewverts in Queue PISRWV1 0
Snapshot Estimated Remaining Capacity PISRW1 4294 567,294

Method 2 — Using the command line

Update Time: 210/2016 12:56:11 AM

Change
1]

27

1]

11

18

]

]
]
]

Step 1: From PISRVO01, run the command prompt, and navigate to the folder
C:\Program Files\P\adm
Hint: type “cd %piserverf%\adm”

Step 2 : Run the command piartool —ss

e Administrator: Command Prompt - piartool -ss

s»Program Files“PIlwadm>piartool -ss

ounters for ?-Febh—16 28:11:86

Point Count:

Snapzhot Events:

Out of Order Snapzhot Events:
Snapshot Event Reads:

Events Sent to Queue:

Events in Primary Queue:
Humber of Queue Files:

Events in Queue:

Estimated Remaining Capacity:

ounters for ?-Febh—16 28:11:11

Point Count:

Snapzhot Events:

Out of Order Snapshot Events:
Snapshot Event Reads:

Events Sent to Queue:

Events in Primary Queue:
Humber of Queue Files:

Events in Queue:

Eztimated Remaining Capacity:

Call tags>

a
4294967295

Call tags2
512
373961

a
71851
171598
a

2

5}
4274967295

oy
BEERESNE S

(= [ |

This command will post the snapshot table statistics every 5 seconds. The left column displays
the current statistics, and right column indicates the change in statistics since the last refresh.
Press “Ctrl + C” to exit from the snapshot statistics. Some important statistics are:

e Snapshot events: Number of events being held in the snapshot table

e Out of Order Snapshot Events: Events that have passed through the snapshot table
which were older than the current snapshot. A large number of OOO events can cause
performance issues
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3.3.2 Directed Activity — Inspect Event Queue Statistics

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives

Learn how to monitor the event queue:

Pl Data Archive Server

ve ueue Memory write
File cache

3
___PiSnapshot o Pachive

> N
['. > ~ Subsystem < Subsystem
[ piarcmem.dat pimq0000.dat -
Pl Interface node ol e
Zl8
Compression £ "i
is applied & B
=
3
It
Archive Files *

XxXx.arc XXX.arc Xxx.arc XXX.arc AXX.arc AXX.arc

Approach

Step 1: From PISRVO01, run the command prompt, and navigate to the folder
C:\Program Files\Pl\adm
Hint: type “cd %piserverf%\adm”

Step 2 : Run the command piartool —gs

This command will post the Event Queue statistics every 5 seconds. Important statistics
include:

e The current event queue file name and location are printed in the first line.

o Total Event Reads and Total Event Writes: Reads and writes from the event queue
file. These numbers should be increasing by the same amount. If the reads are
increasing and the writes are not, this could indicate a problem. Contact AVEVA
technical support.

o Number of event queue files: Under normal operation, this should be 1. If the number
of reads exceeds the number of writes, the event queue will fill up, and a new event
gueue file will be created. Again, this indicates a potential issue.
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B Administrator: Command Prompt - piartoal -gs

Events in Primary File: ]
Total Event Writes: 164843
Total Event Reads: 164843
Mumber of Queue Files: 1
Events in Queue: a

ounters for ?-Feh—16 28:23:48 (C:“Program Files“Pl“gqueuespimgBBBA.dat>

Primary File Size: 67188864
Primary Page Size: 65536
Primary Data Pages: 1823
rite Page Index:
HRead Page Index:
Current Write Queue File:
Current Read Queue File:
Total Page Shifts:
Available Pages:
Average Events per Page:
Eztimated Remaining Capacity:
Bytesz in Primary File:
Fuonte in Dunimans Hila-
Total Event Writes: 164651
Total Event Reads: 164651
Humher of Queue Files: 1
Events in Queue: 5}

===

(A.1/zec)
(A.1/zec)

L L L]
8.8 mn>

(A.1/sec)
(B.1/sec)

EENIEEIEREIEEREIERE®
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3.3.3 Directed Activity — Inspect the archive statistics

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be
invited to watch what the instructor is doing or perform the same steps

at the same time. You may play a game or hold a quiz. Your instructor
will have directions.

Activity Objectives

Learn how to monitor archiving:

Pl Data Archive Server

Event Queue

Snapshot Table Fil Memory write
lle cache
I i —
r . Pl Snapshot 1 PlArchive
| _ — o e oAPSTIOT = o r—
s > ~ Subsystem 4+ Subsystem .
[ piarcmem.dat pimq0000.dat _
Pl Interface node o
Zle
Compression £ 'i
is applied & _8
Z|®
AL}
'
Archive Files ‘

XXx.arc Xxx.arc xXxx.arc XxXx.arc XxXx.arc xxx.arc

Approach
There are two ways of inspecting the archive table statistics:
Method 1 — Using System Management Tools

Step 1: On PISRVO01, run SMT, and navigate to Operation > Snapshot and Archive
Statistics

Step 2 : At the top of the page, change the radio button to show only Archive statistics
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4 ERE )

Show: () Snapshot (@) Archive () Both I Update Time: 210/2016 1:35:45 AM
Type Counter Server  Collective Walue Change
i Archive  Archived Events PISEV1 173,206 1,440
Archive  Out of Order Events PISRV1 0 ]
Archive Events Read PISRV1 55,542 477 943514
Archive Read Operations PISRWV1 69,065 763
Archive Cache Record Court PISRV1 159 &
Archive Cache Records Created PISRV1 12,012 103
Archive Cache Record Memory Reads  PISRW1 77.064 5,550
Archive Cache Clean Count PISRV1 1.308 17
Archive  Archive Record Disk Reads PISRVA 78.502 765
Archive  Archive Record Digk Writes PISRV1 75.219 746
Archive  Unflushed Events PISRV1 62 -45
Archive  Unflushed Points PISRV1 24 5
Archive Point Fush Count PISRV1 75310 745
Archive  Primary Archive Number PISRWV1 1 1}
Archive  Archive Shift Prediction {hr) PISRWV1 0 i}
Archive  Archiving Flag PISRWV1 3 i}
Archive  Archive Backup Flag PISRW1 0 0
Archive Flushed Events PISRV1 173,144 148%
Archive  Shift or System Backup Flag PISRWV1 0 1}
Archive  Failed Archive Shift Flag PISRWV1 0 i}
Archive Overflow Index Record Count  PISRWV1 4 i}
Archive Owverflow Data Record Court PISRWT 1.215 9
Archive  Archive Loaded Flag PISRV1 1 1}

Method 2 — Using the command line

Step 1: From PISRVO01, run the command prompt, and navigate to the folder

C:\Program Files\P\adm
Hint: type “cd %piserverf%\adm”

Step 2 : Run the command piartool —as

ounters for ?-Feb-16 21:B0:48 (all tags>

_—— .

CUETILE REdl- SOTOUGTO

Read Operations: 69822

Cache Record Count: 188

Cache Records Created: 121808

Cache Record Memory Reads: 382243

Cache Clean Count 1345

Archive Record Disk Reads 22373

Archive Record Dizk Writes 757798

Unflushed Events 375

Unflushed Points 274

Point Flush Count te@82
Primary Archive Number:
Archive Shift Peedictinn (heni:
Archiving Flag:
Archive Hackup Flag:
Fluzhed Events:
Shift or System Backup Flag:
Failed Archive Shift Flag:
Overflow Index Record Count:
Ouverflow Data Record Count:
Archive Loaded Flag:

o Administrator; Command Prompt - piartocl -as

|
BEEEE@REIER

[y,
=t X

-11
-11
11

oy
OEREREEEGRE

== I

This command will post the Archive statistics every 5 seconds. Important statistics include:

e Archiving Flag: This flag indicates whether data is being archived:

0: Data is not being archived
1: Only historic data is being archived
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2: Only future data is being archived
3: Historic and future data is being archived

For Data Archive 2012 and earlier, a value of 1 is healthy. For Data Archive 2015 and
later, a value of 3 is healthy. An unhealthy Archiving flag indicates an issue. Contact
AVEVA Technical Support.

e Out of Order Events: Events which are older than the last value written to the archive.
A large number of OOO events can cause performance issues for the Pl Archive
Subsystem.
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3.4 Understanding Exception and Compression

34.1 Why use Exception and Compression?

As we’ve discussed in the previous sections, Exception and Compression are mechanisms
by which data is filtered, so that only meaningful data is kept in the Data Archive. Exception
is applied by the PI Interface, and Compression is applied by the Snapshot Subsystem.

So why do we bother with them? Why not keep all the unfiltered data in the Data Archive?
Look at the three graphs below. They show very similar information with different level of
details. What could impact our decision about the level of detail that we want to see?

Temperature Temperature Temperature

Exception and Compression have the following benefits:

1. Storage: They reduce the amount of space needed to store data, freeing up valuable
space on a hard drive. Some historic data can be reduced to 90 percent or more of
their original size.

2. Transmission Speeds: The amount of time it takes to send data sets over the
network depends on the size of the transmitted data set. Reducing data sets
minimizes the amount of time it takes to move Pl System Data in the network by a
considerable margin. This also reduces the financial cost of running a network, since
less equipment and bandwidth is needed to transmit the data sets.

3. Archiving and Backup: Reducing your data allows other processes to be faster and
more efficient such as archiving and backups. The Pl Archive subsystem can
respond to requests more quickly if it is not busy handling large amounts of unfiltered
data.

4. Pl System Performance: the ultimate result of efficient data processing is an
increase in performance that allows the Pl System to store more data for a given disk
size, with faster data retrieval time for display and in a more secure way with backup
features that prevent data loss.

You can go to our YouTube learning channel and watch the video about Exception and
Compression.
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3.4.2 How does Exception work?

Exception works by removing values that are not changing with time or values whose change
is insignificant and below the instrument’s accuracy threshold. For example an interface that
reads an instrument accurate to within £0.5, and receives the following values: 1.5, 1.7, 1.6,
1.5, will only store the 1.5 value and show a straight line after that, because all changes were
below the instrument’s accuracy threshold, and can therefore be considered noise.

The exception mechanism uses a simple deadband algorithm to determine
whether to send events to the Data Archive. For each PI Point, the following PI
Point attributes determine the deadband:

1) ExcDev (or ExcDevPercent) determines how much a point's value needs to change
before the PI Interface sends it to the Data Archive

2) ExcMax sets a limit on how long the PI Interface can go without reporting a value to
Data Archive. After the ExcMax time period, the PI Interface sends the next new
value to Data Archive, regardless of whether the new value is different from the last
reported value

3) ExcMin sets a limit on how frequently the interface can report values. For example, if
you want the interface to wait a full ten minutes before reporting a new value to Data
Archive, then you would set the ExcMin attribute to 600 seconds.

ExcDev

Temperature
©

ExcDev

_® o

Time

In the illustration above, which values will be sent to the Data Archive?

Answer:
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Why do we need the previous value?

We send the value before the exception for a very basic reason: without the
previous value, it would not be possible to correctly draw the historic trend.

Consider the series of points below. Draw one trend using just the initial value
(Value A) and the value that jumps out of the deadband (Value B). Then draw a
trend line that includes not only those two points but the value previous (Value C).

Temperature
|

d
®

o

o
®

®

Time

Of the two trend lines you just drew, which trend is more accurate?
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3.4.3 How does compression work?

Compression works by removing data that is not meaningful, i.e. data that is not
required to accurately reproduce the original data from the data source in a trend.
But isn’t everything meaningful?

Not necessarily. For example, consider the following simplified illustration. Which
values would you require to accurately represent the data over time?

CompDev

.7 CompDev

'
-
-

Temperature
\
\

CompMax

Time

In the above illustration, which value(s) will be sent to the Pl Server?
Answer:
Compression is determined by the following Pl Point attributes:

CompDev or CompDevPercent determine how much a point's value needs to
change for Data Archive to save it.

CompMin and CompMax control how often Data Archive saves a new value for a
particular point. (This is similar to the ExcMin and ExcMax attributes in exception
reporting.)

Note: Additional details on compression can be found in KBO0699 — Compression
Explained.

https://customers.osisoft.com/s/knowledgearticle?knowledgeArticleUrl=KB00699
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3.4.4 Effects of Exception and Compression on Displayed Data
Often you will experience a situation where one of the following conditions will be
true:

You are watching a trend and you can see many values, but when the trend is, refreshed most
of them disappear.

Before:

=ample Trend

7292008 10:11:07 Abkd

sample Trend

a0

7i29/2008 S 712972008 10:11:52 Akd

This is completely normal behavior and what you are witnessing is the results of compression
being applied. In this case, the ProcessBook trend is receiving updates from the snapshot
table. However, it only keeps these snapshot values in its local cache for a short period of
time. When the trend is refreshed, ProcessBook must query the Data Archive again, and
receives data directly from the archive files, where compression has been applied.

3.4.5 Default Values for Exception and Compression

The default values for exception and compression are as follows:
ExcDevPercent = 0.1 (% of span);

ExcMax = 600 seconds (10 minutes);

CompDevPercent = 0.2 (% of span);

CompMax = 28800 seconds (8 hours);

Zero = 0;

Span = 100.
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Why are the default values important to me?

Because a deadband that is too wide will filter too much of your data and a deadband that is
too narrow may give you a lot of unnecessary data.

On the other hand, there are instances where you would want to capture everything you collect
with no exception or compression. You might be performing a calculation and want to capture
every result, or you may have regulatory requirements that require you to store every reading.

A very important aspect of being a Pl System Administrator is determining a strateqgy for
setting Exception and Compression.
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3.4.6 Group Questions — Determine a strategy for setting Exception and
Compression

The following questions are intended to reinforce key information, or to
discover a new insight. Your instructor may choose to have you try to

answer the questions on your own or have the group answer them
together aloud.

Question

Determine a strategy for setting Exception and Compression settings for your PI Points.
What would be appropriate for your Pl System?
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3.5 Data Archive Files

You may have noticed that, when using PI System command line utilities, and when opening
Pl System files, we have used two directories:

e PIPC (environment variable %pihome%): This is the directory where all Pl System
clients are installed. Pl System clients are applications that connect to the Data Archive
(Pl Interfaces, visualization tools, etc.). There is a 32-bit PIPC folder for 32-bit
applications, and a 64-bit PIPC folder for 64-bit applications (%opihome64%)

e Pl (environment variable %piserver%): This is the directory where the Data Archive
is installed, and where all Data Archive files and utilities reside.

3.5.1 Group Questions — Explore the Data Archive Directory

The following questions are intended to reinforce key information, or to
discover a new insight. Your instructor may choose to have you try to
answer the questions on your own or have the group answer them
together aloud.

Approach
Examine the directories under the C:\Program Files\PI folder:
= I3 PI
I adm
I bin
i) dat
I3 log
i) setup
ADM - administration tools
BIN - binaries
DAT - data files
LOG - message log files
SETUP -additional install kits

Questions

1. Where are the start and stop files for the Data Archive?
2. Where is the license file?

3. Where is piartool.exe?
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3.5.2 Directed Activity — Starting and Stopping the Data Archive

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be
invited to watch what the instructor is doing or perform the same steps at
the same time. You may play a game or hold a quiz. Your instructor will
have directions.

Activity Objectives
Learn how to properly start and stop the Data Archive

Approach
Part 1 — Stop the Data Archive
Step 1: On PISRVO01, run Windows Explorer.
Step 2 : Navigate to the C:\Program Files\P\adm folder.

Step 3: Find the file pisrvstop.bat. Right-click on this file and select “Run as
administrator”.

Step 4 : In the command line window that has opened, observe how each subsystem is
shut down in a specific order. If the server is restarted without running this file,
the subsystems might not shut down in the right order. It is good practice to
always use this file to stop the Data Archive before restarting the server.

Note: You might also notice that the file pisrvsitestop.bat is invoked at the beginning of
the script. It is recommended never to edit the pisrvstop.bat file directly. You can add
additional commands in the pisrvsitestop.bat file instead.

Step 5: Go to PIINTO1 and open Buffering Manager. Buffering should show a warning
and the “events in queue” should increase.

Part 2 — Start the Data Archive
Step 6 : Go back to Windows Explorer.

Step 7 : In the same directory as before, find the file pisrvstart.bat. Right-click on this file
and select “Run as administrator”.

@ -I-I To speed up the process, create “Data Archive Start” and “Data Archive

Stop” icons on your computer desktop pointing to the appropriate batch
file.
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3.6 Managing Archive Files

In this chapter, we learned how data flows through the Data Archive, and eventually ends up
in files called “archive files”. One of the important tasks of a Pl System Administrator is to
properly manage these files.

3.6.1 Directed Activity — Explore your archive files

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be
invited to watch what the instructor is doing or perform the same steps
at the same time. You may play a game or hold a quiz. Your instructor
will have directions.

Activity Objectives
Learn how to use System Management Tools to browse your archive files

Approach
Step 1: On PISRVO1, run SMT
Step 2 : Browse to Operations > Archives. Notice that you have two tabs: Historic and

Future
i Archives - Pl System Management Tools (Administrator) = [ = -
File View Tools Help
Servers Ej E !‘@ B | B B- @@
Search 2 m‘
Servers ) )
PISRV Drive C: Capacity: 126 GB
|:| Used space: 33 GB |:| Free space: 93 GB
| Historical | Future
[ Review and update parameters ]
System M
Search Pl T2 s EndTme  Duration Size (MB) % Full Archive Fie
b Alams PM  Curert Time  216d 074627 2048 0.8
I Batch
[» Data
I+ Interffaces
I IT Points
4 Operation
AF Link
Archives
Backups
Licensing
Message Logs
Module Database
Metwork Manager
Pl Services
Pl Version
Reason Tree < m >
Snapshot and Arch
Tuning Parameters | | Archives: 1
Update Manzager
I Paints Session Record
I Securiy 2/9/2016 12:38:00 AM (PISCHOOL\student01) PI-VER> PISRV1 Emor: -2147219671 (Subsystem not running) for the A
following subsystems: pirecalc exe w
PISCHOOL \student01 | piadmin, piadmins, piusers, Pl...
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Historic vs Future

Since the introduction of Data Archive 2015, two different types of archive files are available:
historic archives and future archives. Historic archives store data for non-future Pl Points,
while future archives store data for future P1 Points. Only future archive files (and thus future
PI Points) can accept data which is more than 10 minutes in the future.

Data in future archives is never mixed or interchanged with data in historic archives. When
time passes and future data moves into the past, it is still stored in the same future archives.

Step 3 : Right-click on one of the historic archive files and select “Properties”. Fill out the

Step 4.

properties below:

Type:

State:

Status:

Start Time:

End Time:

Shift Flag:

Right-click on one of the future archive files and select “Properties”. Fill out the

properties below:

Type:

State:

Status:

Start Time:

End Time:

Shift Flag:

Page 90

AV=VA



Data Archive Management

Fixed vs Dynamic

When you create historic archives, by default, they are created with a fixed size, and the
memory is allocated upon creation to minimize the potential of fragmentation on disk.

You also have the option of creating dynamic archives. Dynamic archives are files that grow
as they are filled. For historic archives, dynamic sizes should only be used for
troubleshooting and reprocessing of archives.

When you create future archives, they are created as fixed archives with an initial size of 1MB.
If the data stored in that archives ever exceed 1MB the future archive grows dynamically to
store the extra data.

Registered vs Unregistered

For the Data Archive to access the data in an archive, the archive must be registered (often
referred to as “mounted” in other systems). Archive files can be registered and unregistered
using System Management Tools. The registered archives can be located on any drive
available to the Data Archive, if there is enough bandwidth to retrieve data.

archive files are used less frequently and can be migrated to a storage

@ -I-I The Primary Archive should always live on the Data Archive. Older “full”
device.

The Primary Archive

The “primary” archive is the archive where current data is being written to. It has the same
characteristics as the other archives with two exceptions:

The primary archive cannot be unregistered
The primary archive has no end time — it is labeled with “current time”

Historic archives are sequential in time

Each historic archive has a start and an end time. All the data between those two points in
time is contained in that file. Historic archives do not overlap in time. When an archive is
initialized the timestamp of the first value sets the start time. When it is approximately 98%
full a new file is initialized (in case some data comes in late). So, the archives are separated
by time seams. These seams are transparent to the user.

The process of initializing a new primary archive is called “shifting.”

If automatic archive creation is enabled, the Data Archive will create a new historic archive file
automatically and use it as the new primary historic archive. We enable it by setting tuning
parameters called Archive_AutoArchiveFileRoot and Archive_FutureAutoArchiveFileRoot. As
of Data Archive 2012, automatic archive creation is enabled by default.

When automatic historic archive creation is disabled:

¢ Ifthere is an empty historic archive file, this file will be promoted as the primary archive
file

e If no empty historic archive exists, then the oldest historic archive will become the
primary and its existing data will be overwritten.
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-I-I To prevent overwriting archive files, make sure to:
p ¢ Always have plenty of disk space in the archive file directory
e Create alerts within your IT organization to warn against low disk
space

e Create at least 2 empty historic archive files

You can also make individual archive files “non-shiftable”. This means
they can never become primary and so can never be overwritten.

Future archive and non-sequential data

Future archives are optimized for non-sequential data unlike real-time data stored in the
historic archives. This way future archives are only created when necessary.

When a future PI Point receives a value, if a future archive does not yet exist for this
timestamp, the Pl Archive Subsystem creates new 1 MB fixed archive with a 1-month time
span (from the 1% of the month to thelst of the next month). If more than 1 MB of data is sent
to this archive, it will become dynamic and grow as needed. Future archives spanning longer
time ranges can be created manually.

Step 5 : Take note of the archive file directories for the historic and future archives. In
windows explorer, browse to the location of this file. You will notice that each
archive file is accompanied by a second file with the file extension .ann.

Historic archive directory:

Future archive directory:

The Annotation File

Each archive file has an associated annotation file. Annotations allow you to associate
arbitrary information, such as text comments and other binary data, with an archived value of
a Pl Point. It is important to always keep the annotation file in the same directory as the archive
file.
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3.6.2 Best practices for archive file management

When formulating an archiving strategy, the following best practices should be followed:
Archive sizing

Versions of the Data Archive prior to Data Archive 2012 had a default historic archive size of
256MB. Since the release of Data Archive 2012, the default historic archive size is determined
automatically on installation. The following strategy is used to determine the archive size, and
is the official recommendation

e (Physical Memory in MB) + 3 OR 3 x (Licensed Point Count)/1024 MB (whichever is
smaller)

e Rounded down to nearest power of 2
e No less than 256MB, and no more than 10,240MB

After the original installation, during automatic archive file creation, the size of the new primary
archive file will be identical to the current primary archive. The tuning parameter
Archive_AutoArchiveFileSize can be used to change the archive file size for the next archive
shift.

Physical Memory (MB) Historical Archive Size (MB)
O0to 1,535 256 (278)

1,536 to0 3,071 512 (279)

3,072 to0 6,143 1,024 (2710)
6,144 to 12,287 2,048 (2711)
12,288 to 24,575 4,096 (2712)
24,576 to 30,719 8,192 (2713)
30,720 or greater 10,240 (capped)

Archive file location

Ideally, the both the archive files and event queue should be located on separate, dedicated
local volumes. Using separate drives allows data to be read from the event queue and written
to the archive simultaneously, thereby optimizing data throughput.

During automatic archive file creation, the location of the archive file is determined by the
tuning parameters Archive_AutoArchiveFileRoot and
Archive_FutureAutoArchiveFileRoot. Clearing the value in these tuning parameters will
disable automatic archive file creation. The name of the archive file is determined by the tuning
parameters Archive_AutoArchiveFileExt and Archive_AutoArchiveFileFormat.

Additional recommendations
AVEVA also recommends the creation of 2 empty historic archive files.
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3.6.3 Solo Exercise — Change the archive file configuration

This is a solo exercise that is designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if
you need assistance during the exercise.

Exercise Objectives

Learn how to change the archiving parameters using SMT

Problem Description

You were just given the role of Pl System Administrator at your company. The Pl System at
your company was installed a long time ago and was recently upgraded. After reviewing the
current archiving configuration in place, you decide to make the following changes:

1. Currently, the historic archive files are stored on the C drive. You decide to move these
to a new dedicated drive (E:\).

2. Currently, the archive file size is set to the default of older versions of the Data Archive,
256MB. For new archives, change this file size 512 MB

3. Create 2 empty archives for emergencies.

Try to devise a strategy to accomplish these tasks on your own, before using the Step-by-
step approach below.

Approach

Part 1 — Changing the default auto-archive settings

Step 1:
Step 2:
Step 3:
Step 4.

Step 5:

Step 6:

Run SMT. Navigate to Operation > Tuning Parameters > Archive Tab

Change the value of Archive_AutoArchiveFileRoot to E:\PIArchives\PISRV01
Change the value of Archive_AutoArchiveFileSize to 512 MB

Force an archive shift. Navigate to Operation > Archives. Press the “Force an
archive shift” button e

On PISRVO01, open a command prompt and navigate to the “C:\Program
Files\P\adm” directory. Run piartool —al to see the progress of archive shift

Make sure your new archive was created automatically with the correct name,
size and location

Part 2 — Move the existing archives to the new location

Step 7:

Step 8:

In SMT, navigate to the Operation > Archives. On the “Historic” tab, select all the
archives that are in the C:\PN\arc directory

Unregister the archives using the “Unregister selected archive” button “1 . Note:
Unregistered archive will still show up in SMT until you click the refresh button

2 |
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Step 9: Now that the archive files are unregistered, we can move them to the new
location. Copy-paste the archive files to E:\PIArchives. Whenever moving archive
files (.arc), ensure to move the corresponding annotation files (.ann)

Step 10: Since we just copied the file, the account running the Pl Archive Subsystem
does not have correct access to it. We can give access using the file properties.
But we need to do this for each file, and we need to know what the minimum
access to provide is. Instead, we can use a command that will give correct access
to all the accounts on all the relevant folders.

a. Run the command prompt as administrator. Navigate to the directory
C:\Program Files\Pl\adm. Hint: type “cd %piserver%\adm”

b. Run the following command:
pidiag -updateFolderSecurity
Step 11: Backin SMT, press the “Register an archive” button 5 Select all the archives
that you moved.
Part 3 — Create empty archives
Step 12: In SM[;jI', navigate to the Operation > Archives. Press the “Create a new archive”

button = ..
Step 13: Create two empty archives with no defined start time or end time
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3.7 Manage Tuning Parameters

In the previous exercise, we used tuning parameters to change the behavior of the auto-
archiving functionality of the Data Archive. There are many more tuning parameters that can
be used to change the default behavior of the Data Archive.

The default values of these tuning parameters are set so that common Data Archive
installations have the best possible configuration. However, each Data Archive is unique, and
sometimes these tuning parameters need to be adjusted.
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3.7.1 Group Questions — Tuning Parameters

The following questions are intended to reinforce key information, or to
discover a new insight. Your instructor may choose to have you try to
answer the questions on your own or have the group answer them
together aloud.

Questions
For the tuning parameters below, answer the following questions:
¢ What is the purpose of this tuning parameter?
e What are the defaults?
¢ Under what conditions do you think you would have to alter the values?

¢ What considerations would you have in resetting this?

1. EnableAudit

2. Archive_LowDiskSpaceMB

3. Snapshot_EventQueuePath

4. TotalUpdateQueue and MaxUpdateQueue
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3.8 Connections to Pl Data Archive

Connections to PI Data Archive are managed by PI Network Manager. As an administrator,
you might want to know what applications are connected, how much data is being transferred
and what are the IPs that are used in these. All this information can be found in
Manager Statistics in Pl Data Archive. You can see them in PI SMT > Operations >
Manager Statistics.
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- Name: Name of the application. Interfaces usually look in the format of xxxxE (for
example, OPCpE for OPC DA Interface, PIPeE for Pl PerfMon interface)

- PeerAddress: IP address of the application.

- Identity: shows list of PI Identities that this connection has. For Pl| Mappings there might
be several PI Identities.

- OSUser: shows the username of the Windows user if Pl Mapping is used for connection.

- Trust: shows the name of the PI Trust if Pl Trust is used for connection.
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3.8.1 Solo Exercise — Find the connections that use Pl Trusts

This is a solo exercise that is designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if
you need assistance during the exercise.

Exercise Objectives

AVEVA recommends using Pl Mappings instead of PI Trusts. Therefore, we would like to
find all the application that use PI Trusts. We will see how to move from PI Trusts to PI
Mappings in the Pl Security chapter.

Approach

Step 1: From PISRVO01, open Pl SMT and go to Operations > Network Manager
Statistics.

Step 2 : Using the column Trusts, find all the applications that are using PI Trusts. Note
them down

Application(s):

Trust name(s):
IP(s):

Two of these connections are from PISRVO1. Do you know what are these applications? If
not, ask your instructor.

3.9 Manage Data Archive Backups
Throughout this section, we have gone under the hood of the Data Archive. We have learned
that the Data Archive is composed of the following:
e Subsystems (windows services) that perform tasks
¢ Files that hold data (snapshot table, event queues, archives)
¢ Files that hold configuration information (P1 Point configuration, tuning parameters)

e The physical hardware (CPU, RAM, hard drive) on which all of these components
depend.

Given our new insights, it is now possible to imagine all the ways our Data Archive might be
in danger.
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3.9.1 Group Activity — Why backup?

The following questions are intended to reinforce key information, or to
discover a new insight. Your instructor may choose to have you try to
answer the questions on your own or have the group answer them
together aloud.

Activity Objectives

Describe the importance of data backups

Questions
Your instructor will give you a couple of minutes. Document below:

e Scenarios that you can think of where you would need a backup of your data
e The types of data you feel would be critical
e Some elements of a disaster recovery plan that are key

Your instructor will then lead a discussion on your answers.

3.9.2 Your Backup Strategy

The Data Archive has a service called the Pl Backup Subsystem. This service can be used
to create a local “backup” of specific Data Archive files.

AVEVA recommends that you perform nightly backups of your Data Archive, using the two-
step backup strategy:

The two-step backup

The Data Archive files are copied to a local “Pl [%? Pl Data Archive Server
Backup” folder. This folder is then copied to an [
external storage device, usually using a 3™ party External

. . Pl Data Pl Backup Storage
appllcatlon. Archive files folder

Step 1 _D Step 2 [

Note: There are two other possible backup strategies which are not officially recommended
or supported by AVEVA:

1. Taking a direct VSS backup of the Data Archive Server using 3" party backup
software

2. If the Data Archive is running on a Virtual Machine, taking a child VM snapshot

If your company choses to implement either of these two alternatives, you will be
responsible for validating your backup and restore procedures. Neither method should be
selected without conducting extremely thorough testing and verification. For more
information on the potential pitfalls of these backup strategies, please consult
https://customers.osisoft.com/s/knowledgearticle?knowledgeArticleUrl=KB00659.
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3.9.3 How the Data Archive backup works

Which files get backed up?

The Pl Backup subsystem creates a copy of all the Data Archive files that have been created
or edited since the original installation. In other words, everything that contains data or
configuration information. These are the only files which are needed to restore a Data Archive.

The folders and their contents are listed below:

e adm: pisrvsitestart.bat, pisrvsitestop.bat, pisitestart.bat, pisitebackup.bat
e archive file directory: historic archive and annotation files

future archive file directory: future archive and annotation files

bin: pipeschd.bat

dat: everything

log: everything

PIPC (32-bit and 64-bit): all bat, log, ini, txt, and sql files, along with the ACE
Executables and ACE Class Libraries (only when pisitebackup is invoked)

Note: If the AF Database is installed on the Data Archive, on a SQL Server Express edition,
the AF Database (PIFD) is also backed up. We will continue our discussion of AF Server
backups in the following chapter.

The Pl Backup subsystem takes incremental backups of the Data Archive. This means that,
when a backup is performed, only files which have been modified since the last backup are
copied to the Pl Backup directory. Thus, resources are not wasted on overwriting files which
have not changed.

Day 1
Pl Data Archive Backup
_ Baseline backup copies all the files
Archive001.arc Day 1 [ Archive001.arc Day 1
Pipoints.dat Day 1 [ Pipoints.dat Day 1
Pimappings.dat Day 1 | Pimappings.dat Day 1
Pl Data Archive Day 2 Backup
[Fie [ modiied Date [N
Archive001.arc Day 2 | Archive001.arc Day 2
Pipoints.dat Day 1 Pipoints.dat Day 1
Pimappings.dat Day 1 Pimappings.dat Day 1

Can the Data Archive be accessed during the backup?

Since the Data Archive backup uses Microsoft’'s Volume Shadow Copy Services (VSS), the
Data Archive remains online and can be accessed as usual during the backup.

However, to minimize the impact of a backup on users, AVEVA recommends the following:

1. The daily backup should be performed at an off-peak time. The default time is at 3:15
AM.

2. The PI Backup directory should be on a dedicated, physical drive.
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How do | configure a daily backup?

The procedure is as follows:

1. Establish a baseline backup of the Data Archive to a Pl Backup folder.

2. Set up a daily Windows Scheduled Task that runs the incremental Data Archive
backup to the same Pl Backup folder.

3. Either one of the following steps:
a. Use a third-party backup tool to automate a regular backup of the Pl Backup
folder to external storage. Data Archive includes a script that you can use for
this, if a third-party tool is not an option (pisitebackup.bat).

b. Take a backup of the entire Data Archive server using a third-party software

c. Take a snapshot of the Data Archive virtual machine

Note: For new installations of the Data Archive, the first incremental backup is a full backup.
Therefore, step 1 is not necessary. For upgraded or moved Data Archives, step 1 is
necessary.
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3.94 Solo Exercise — Configure a daily backup

This is a solo exercise that is designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if
you need assistance during the exercise.

Exercise Objectives
Configure a daily backup of the Data Archive

Approach
Part 1 — Establish a baseline backup

Step 3 : From PISRVO01, run the command prompt. Navigate to the directory C:\Program
Files\P\adm. Hint: type “cd %piserver%\adm”

Step 4 : Run the following command:
piartool -backup E:\PIBackup -type FULL -arcdir
Step 5 : Validate that the Pl Backup worked.
a. Open the E:\PIBackup folder.
i. Look at the files that were copied

b. Run SMT. Navigate to Operation > Backups. Take note of the type and status
of the backup.

Part 2 — Set up a daily Window Scheduled task to run the backup
Step 1: In the same command prompt, run the command:
pibackup E:\PIBackup —install
Step 2 : Run the Task Scheduler snap in (taskschd.msc)

Step 3: Inthe left pane, select the Task Scheduler Library. You should have a scheduled
task named “Pl Server Backup”
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File Action View Help
« z[E dE

Task Scheduler

((5)_Task Scheduler (Local
i L@ Task Scheduler Library

MName Status  Triggers
(&) CollectPINetMgr... Ready At 12:15 AM every day - After ti

Optimize Start M... Ready When computer is idle
(5 Optirize Start M... Ready When computer is idle
(% Pl Server Backup Ready At 313 AM every day

(5 User_Feed_Synch.. Ready At4:18 AM every day - Trigger

< m >

General |Triggers | Actions | Conditions | Settings | History |

~

Mame: |Cn|lectPINetMgrStat5

Location:
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Security options
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SYSTEM

Run only when user is logged on
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£ m >

Actions
Task Scheduler Library
] Create Basic Task..
& Create Task..
Import Task...
Eil Display All Running Tasks
& Disable All Tasks History

Mew Folder...
View

|G Refresh

E Help

Selected Item

P Run

®  End

4 Disable
Export...

& Properties

Delete

B X

Help

Step 4 : Right-click on the task and select “Properties”. Go to the “Triggers” tab. This is

where you can modify the default scheduling of the task, if needed.

Step 5 : Test your new scheduled task. Right-click on the task and select “Run”
Step 6 : Validate that the PI Backup worked.
a. Open the E:\PIBackup folder.

b. Run SMT. Navigate to Operation > Backups. Take note of the type and status

i. Open the backup message log file “pibackup_<date>. Are there any

errors?

of the backup.

Note: It is also possible to track your backups using Pl Performance Monitor points. AVEVA
recommends that you monitor the following Windows performance counters for Pl Backup

Subsystem:

Last Backup Failed: Will be 1 if the last backup failed; otherwise, it will be 0.

Backups Started: Should increase by 1 every night if you have a nightly backup task

installed.

Failed Backups: Will increase by 1 for every failed backup.

Note that if the pisitebackup.bat or a third-party backup of your backup directory fails, this

will not be reflected in the Performance Counters.
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3.95 Restoring the Data Archive from a backup
A Data Archive Backup can be restored to an existing Data Archive, or to a brand-new
computer. Common reasons for restoring a backup include:

o Recovering from a server hardware failure

e Establishing a development server based on a production server

e Moving the Data Archive to a new server

Do not hesitate to contact AVEVA Technical Support for assistance during this process.

For specific steps on how to restore a Data Archive see "Restore a backup
D:l to an existing Data Archive" or “Restore a Data Archive backup to a new
computer” in Pl Server 2024 User Guide.

3.10 Troubleshooting Exercise

The following group exercise is intended to reinforce the concepts we
have learned so far. The instructor will act as an end user with an issue,
and you will resolve their issue as a group.
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4. Asset Framework Management

Objectives

Define the role of the Asset Framework

Describe an asset/element

Describe an attribute

Describe Pl System Explorer

Define the four AF Element Attribute types

Explain the relationship between an attribute and a Pl Point

Explain how data flows in the Pl System when users are viewing an attribute
View attribute data using Pl System Explorer

View attribute data using Pl ProcessBook

Describe the advantages of viewing attributes instead of Pl Point
Describe and create a AF Database

Create an asset with attributes associated to existing Pl Points in PSE
Describe an template

Explain the benefits of an AF Template

Create a template

Create assets in bulk using PI Builder

Describe the components of the AF Server (service, SQL database)
Configure a local backup of the AF Server

Describe how to restore a backup of the AF Server

4.1 Define the role of the Asset Framework

In the first chapter, we learned that the Asset Framework is one of the crucial software
components of a basic Pl System. Together, the Data Archive and the Asset Framework make
up the PI Server. While the Data Archive stores data, the Asset Framework organizes and
enhances data. What exactly does this mean?

Data
consumer

Data
Source —o— PI Visualization Tool

Asset Framework

@@ Pl Interface |—— @

Data Archive

Pl Server
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Organizing the data

In chapter 1, we used Pl Vision to visualize data from the PI Point “BA:TEMP.1”, which collects
our Reactor 1 temperature. The name of the Pl Point was based off a haming convention
unknown to us as the user.

This naming convention could come from anywhere and mean anything... It could have been
decided by a Pl System Administrator 10 years ago... It could reflect the name of the data
stream at the data source (e.g. in the DCS)... Generally speaking, Pl Point names are machine
friendly, not human friendly.

In most cases, a hew Pl System user has no way of knowing which PI Point they need. They
are doomed to rely on their colleagues or the Pl System Administrator, and might not be all
that excited about using the PI System.

Pl Data Archive OW03.TQ.PV

TRN.SIL.PV

P56.PEF.CALC

GP23.ATHKS8.PV

This is where the Asset Framework comes in. It presents Pl System users with an alternative,
human friendly view of the data. The data is organized such a way that a brand new Pl System
user can instantly recognize their process, and easily find the data they are looking for.

Pump 5
Status = ON
Flow Rate =5 L/s

Pump6
Status = OFF
Flow Rate =0 L/s

Tank 2
Status = Filling
Level=123 L

Enhancing the data

The only type of Pl System data we’ve talked about so far is time-series data, i.e. data that
changes often with time. However, there is a lot of static data that can be important for data
consumers to access, such as:

e Material properties
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e Manufacturer information
e Geographical information

This static data might be sitting in various Excel spreadsheets, relational databases, websites,
etc. Normally, it would be a pain for users to hunt down and gather this data in one place.

14

[

Pl Data Archive:
Process data

Spreadsheets:
Miscellaneous data &
calculations

Web:
Material Properties

Relational Database:
Equipment information

Once again, this is where the Asset Framework comes it. This static data can be made readily
available to Pl System users in an organized, human friendly view, by importing or linking the
data to the Asset Framework.
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S

Berver q

[

Pl Data Archive:
Process data

Spreadsheets:
Miscellaneous data &
calculations

Web:
Material Properties

Relational Database:
Equipment information

Some users might not be satisfied with raw (static and time-series) data. Often, the raw data
needs to be manipulated in order to make it meaningful. Here are a few examples:

e From raw voltage and current measurements, an engineer at a Transmission &
Distribution company might want to view a list of all trips, disturbances and outages.

¢ From raw flowmeter and tank sensor data, a Chief Operations Officer might want to
see the production totals for each of his plants, in real-time.

e From raw stack emission measurements, a plant manager might want to be notified
automatically when environmental regulations are being broken.

Each of these requests can be met using Pl System functionality build on top of the Asset
Framework.
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4.2 Define assets and attributes
As its name implies, the Asset Framework is made up of a framework of assets. So what is
an asset?

An asset is a logical or physical component of a process, under which data can be grouped.
In the Data Archive, we have PI Points for which we are collecting streams of data. For
example, we might be collecting:

e The temperature of a tank
o The speed of the tank’s agitator
e The level of the tank

In the Data Archive, there is no relationship between these individual P1 Points, even though,
in reality, they are all related to the same piece of equipment. In the Asset Framework, these
streams of data can be grouped under a “Tank” asset. These data streams are referred to as
“attributes” of the tank asset, and are linked to the Pl Point where the data is collected.

Pl Data Archive Pl Asset Framework

A5

I
I
I
I
:
I
I
I <
I
I
|
|
! ‘
|
:
i Asset
MTL.TKO2.Temp.PV ! -
I
|
HOU.P02.BT.PV !
I
I
Pl Points < MTL.TK02.AG.Sp.PV | Temperature
I
PHI.CB.Wt.CALC i Agitator Speed Attributes
I
I
MTL.TKO2.LVvi.PV ; Level

L I
I
I

The assets in the Asset Framework are organized in a hierarchy. Continuing from our previous
example, our tank asset might belong to one of our plants, the Montreal plant. We could
therefore create an asset for the Montreal plant, and one of the Montreal plant’s child assets
would be the tank above. In this case, the “Montreal” asset is a logical component of our
process.
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Pl Asset Framework

Al

Montreal

Tank 01

Tank 02

Pump 01

Kiln 01

So what benefit do we get from organizing our data into a hierarchy of assets?
1. A human friendly view of the data

As we saw in the previous chapter, the data is now organized, which makes it easy for
us to find, understand and consume.

2. Therelationships between assets provide additional opportunities

By defining the relationship between the Montreal asset and the equipment that
belongs to the Montreal plant, we can extract additional information for the data. For
example, if for each piece of equipment, we are collecting the power consumption, we
can easily obtain the total power consumption of our Montreal plant.

3. A way to compare similar assets

If 1 have multiple plant assets in my asset framework, | can compare the power
consumption for each plant. If | create a report analyzing my tank performance, | can
apply this same report to all of my tanks. As we will see later in this chapter, the use
of templates when creating similar assets makes our work reusable and scalable.

In Asset Framework terminology, an “asset” and an “element” are synonyms.

Note: Before the release of the Asset Framework, a Data Archive component called the
“Module Database” (MDB) was used to create asset hierarchies under which Pl Points could
be organized. The MDB still exists, and continues to store configuration information for
several Pl System applications, such as the PI Interface Configuration Utility.

Some applications also continue to use the asset hierarchy built in the MDB, such as Pl ACE
and PI Batch. In order to continue using these applications, while also taking advantage of
the Asset Framework, the Data Archive provides a mechanism for synchronizing the Module
Database with the Asset Framework. For more information, consult the PI MDB to AF 2015
Transition Guide.
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4.3 Pl System Explorer

PI System Explorer, or sometimes referred to as PSE or AF Client, is the AF user interface
that allows users to view and configure the asset hierarchy. It also has a rich range of features,
making it the configuration and management tool for AF, Pl Notifications, Pl Event Frames
and Asset Analytics.

The major components of the PSE are shown in the following:

Browser Menu Bar Toolbar
o | D/ \\PIAFOT\OSIsoft Plant - PI System Explorer (Administrat =0 -
File Search§ View Go To Help
@Database E' ery Date ~ ® @ O Back ‘a/ Check In “} 4 _d Refresh |J New Element - New Attribute Search Elements 2 "
Elements Mixing Tank1
& Elements \ General | Child E\ements‘ Attributes ‘Ports | Analysesl Notification Rules | Version |
~ () Data Archive Group by: ] Category [_] Template
- @ roacton o oo 5 <[] e
=l () Production Linel -
() Mixing Tankl 2| t|= |8 R Name = Value @ | Description: |:|
() Storage Tanki B _J Category: <None> Properties:
=} (3} Production Line2 =L g
9 Mping Tankz 4 R «¥ RandomSeed 0.5256 Categories: =
) storage Tank2 B ) Category: Future Data Defauft UOM: degree Fahrenheit
1
&3, Element Searches < me & Level_Forecast 0.083762 ft Value Type: Single
O
< @& | ¥ External Temperature 1223.11 °F § -
m & | «F Flow Rate 156.75 US gal/min
Data efrence:
s =& & Internal Temperature 76.661 °F
s ome | & Level 0.11518ft Settings... |
L =1 Percentage Ful 1.1518 % WPISRVO1WPSD.0SIsoftFlant. PL1.MXTK1.External
; & | ¥ Pressure 90.833 psi Temperature
¥ Status Emptying 4
€ R ¥ Tank Status 3
B ) Category: Product Properties
=1 Density 4321 g/L
& =) Product BCS1717
B ) Category: Tank Physical Properties
Ll 2] Asset Location Production Linel
5] =] Asset Name Mixing Tank1
(J Elements ] =) Diameter 5ft
== Event Frames L] 21 Height 10ft
1] Library 2 <. Instalation Date 12/30/2014 8:00:00 AM
== Unit of Measure =1 Tank Volume 1468.8 US gal
88 Contacts 4
%% Management ' | | Umis Forecasts \
External Temperau’e \ \

| N \ \

Navigator Panel Status Bar Viewer Configuration Panel

Menu Bar / Toolbar

Use these bars for tasks such as opening/creating a database, searching for elements or
contacts, applying and checking in changes, setting view options, and more. Menus and the
Toolbar are context sensitive and will present different options depending on what section is
selected from the Navigator Panel.

Navigator Panel

Pl System objects are grouped into sections displayed in the Navigator Panel. Groups
appearing by default include Elements, Event Frames, Library, and Unit of Measure, and
Analyses. When the PI Notifications feature is installed, MyPI, Notifications, and Contacts also
appear in the Navigator Panel.
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Browser

Use the Browser to select the objects you want to work on and display in the Viewer panel.
The Browser displays the Pl System objects that have been added to the AF database, such
as elements, templates, notifications, etc. Depending on the section selected from the
Navigator Panel, the following will be available from the Browser:

Elements: Elements (or assets) can be organized in several hierarchies. Users can
drill down the element hierarchy to find the element of interest.

Event Frames: An event frame is any event, defined by a start time, an end time and
a context. Event Frames can represent downtime events, process and environmental
excursions, batch processing steps or any other events important to your
organization.

Library: This is a collection of objects that can be re-used throughout the AF
hierarchy. Types of objects that appear in the Library include Categories, Element
Templates, Enumeration Sets, Reference Types, and Tables.

Units of Measure (UOM): The UOM database provides automatic handling of simple
conversions between units of measure for attributes of the same UOM class.

Analyses: This section provides a summary of all analyses (e.g. calculations)
configured on the current AF database. It allows you to perform administrative tasks
like starting, stopping and backfilling analyses.

Status Bar

Check the status bar after clicking an item in the Browser to see its status. For example, last
modification time, if the object is checked out or if a notification is currently loading.

Configuration Panel

This panel is used to configure properties associated with attributes such as attribute
references, UOM and values for static attributes.

Viewer

This is the primary work area. Use it to create and edit elements, attributes, templates, tables,
contacts, notifications, analyses, and so forth. When configuring attributes through the Viewer,
the Configuration Panel comes into view allowing you to make configuration changes.

EEI For more information see Using Pl System Explorer (Pl System Explorer
User Guide).
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4.3.1 Connecting to a AF Server to view the Element Hierarchy

AF stores the asset framework objects (elements, templates, and so on) in AF databases. You
can have multiple AF databases in AF, although you can connect to only one at a time. In
PSE, you can see which AF server you are connected to and its list of databases by selecting
the Database button in the upper left corner.

File Search View Go Tools

aDatabase [5 Query Date ~ (&) @

Elements ‘ Elen

5 Elements
—|-- [ Production Sea
= (G Productio —

= (F Production Line2
b (51 Mixing Tank2
(F Storage Tank2

The Select Database dialog box will appear and show you which AF server you are connected
to (the drop down along the top).

Select Database -
) New Database 2% Delete Database % Database Properties 5] Edit Security

Aszet server: |@PISF‘.‘-.-’1 v" | § Connect
Databases:
."'_.‘:'".fff p - |
Mame Description ~
QEASIC{JSISDH Flant Visualizing PI System Data 2015 without Event Frames or ... =
aCDnﬁguratinn A store for configuration data. B
ﬁD&E Well Downtime Tracking-Full Development DB for Upstream Q&G-Downtime Tracking
ﬁD&E Well Crilling and Completion-Full Development DB for Q&G-Drilling and Completion
=" 0sISoft Plant Visualizing PI System Data 2015 with Future Data
aDSIsnﬂ: Plant-MO FD Visualizing PI System Data 2015 with NO Future data
@) studentd1-05Isoft Plant
@ studento2-OsIsoft Plant v

| oK | | Close |

Once connected to the desired AF server, you can select the database from associated
databases list.

AV=VA

Page 114



Asset Framework Management

4.3.2 Directed Activity — Assets Defined

You are invited to watch what the instructor is doing or perform the same steps
at the same time to explore the different concepts presented in this chapter or
section.

Problem Description

A data reference is a mechanism that allows you to get an AF attribute value from external
data. Using PSE, let’s identify the types of data references available for AF attributes.

Elements

df Elements 2 ¢ |3/ & B Name < Value {23
= [ Production Area
— (3 Production Linel
. i~ (@ Mixing Tank1 ol =1 Flow Rate 1043, 467 LUS galfmin
; - (G Storage Tank1
- (F Production Line2

- (G Mixing Tank2 = <% Inlet Flow A 0 US gal/min
e (91 Storage Tank2

= «F External Temperature | 54.27202 °F

= =1 Height 10m

i «F Inlet Flow B 1645, 107 US gal/min
El- i = | Installation Date 7/18/2013 3:00:0..,
-------- = = | Manufacturer ACME
- = =] Serial Mumber 8T498-C54
= «F Internal Temperature | 33.76047 °F
B¢ | oF Level £.147151m
B € |<F Level Forecast 6.714835m

Step 1: On PISRVO01 or PIAFO1, run the application “Pl System Explorer”

Step 2 : Connect to the “OSlsoft Plant” database

Step 3: In the “Browser” window on the left side, browse to Production Area >
Production Linel > Mixing Tank1

Step 4 : In the “Viewer” window in the middle, select the “Attributes” tab.

Step 5: Find an attribute for each of the following data reference types:

<None> (Static) :

Formula :
Pl Point :
String Builder :

® 2 0o T 9

Table Lookup :
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4.4 Directed Activity — Organizing your Pl Points into AF Assets

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives

e Create a database in AF

e Create an element in AF

e Create a child element in AF

e Create PI Point data reference attributes in AF

e Convert an existing element to an element template

Problem Description

You have a set of pumps connected to your Pl OPC Server and generating data. (You have
already configured the Pl points for these pumps).

You will create an AF hierarchy for these pumps, and link your PI points to the corresponding
AF attributes.

Approach
Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.
Step 7.

Step 8.
Step 9.
Step 10.
Step 11.
Step 12.
Step 13.

Step 14.

On PISRVO01 or PIAFO1, run PI System Explorer

Go to the Select Database dialog.

Select the database ‘Pump Assets’ and click ‘OK’

In the bottom left corner, make sure you have selected ‘Elements’.

On the ‘Elements’ symbol, right-click and choose ‘New” > ‘New Element’.
Click ‘Ok’ on the dialog that appears.

In the ‘General tab of the element you just selected, change the name to
‘Pumps’.

In the left pane, right-click on ‘Pumps’ and choose ‘New Child Element’.

In the ‘General’ tab of the new element, change the name to ‘Pump1’.
While clicked on ‘Pump1’ in the left pane, choose the ‘Attributes’ tab.
Right-click on ‘Pump1’ in the left pane, and choose ‘New’ > ‘New Attribute’.
Name the attribute: BearingTemp and click ‘OK’

In the right-pane, change the Default UOM to ‘degree Celsius’, and change the
Data Reference to PI Point.

Click the ‘Settings’ button below the data reference.
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Step 15. Choose the magnifying glass next to Tag Name and do a search for your
Pump1 Bearing Temperature point. Select this point and click ‘Ok’.

Step 16. Click the green check mark at the top to save your work, your current Pl
System Explorer screen should look similar to the figure below.

] VWPIAFOT\Pump Assets - PI System Explorer (Administrator) - | o[l
File Search View Go Tools Help
@Datahase [%] Query Date - (@ @ ) Back H, CheckIn ¥} « [#]Refresh | (3 Mew Element - 5] New Attribute ‘SEG!’D“I Elements el "
Elements Pumpl
&% Elements ‘ General I Child Elements ‘ Attributes |Ports | Analyses | Notification Rules | Wersion |
= "ﬂ Pumps Group by: Category [ ] Template
tuf Pumpl T F—
- :
(L3, Element Searches |Hffe" P ‘ Name:
P — o || [Ceees [ (@]
Value Type:
Data Reference: | PI Point h

Step 17. Add five more attributes and name them: OilPressure (UOM=kPa), Status
(UOM=none, pay attention to the pop-up when you select the tag Pumpl.Status),
OutputFlowRate (UOM=m?dMh), FlowRate (UOM=m3h) and PumpSpeed
(UOM=rpm). Link these five attributes to their corresponding Pump1 points.

Step 18. When you are finished creating these elements, click on the ‘Check-In’ button

=]
above A2 . On the dialog that appears choose ‘Check-In’. Your

structure will be similar to the figure below.

@ VWPIAFOT\PUmp Assets - Pl System Explorer (Administrator) - a X
File  Search ‘Wiew Go Tools Help
@ Database [T QueryDate ~ (O @& | (D Back H, CheckIn %) « [2]Refresh (3 NewElement « =] New Attribute |£earch ELiements el '|
Elements Pump1
5 Elements General Child Elements Attributes  ports  Analyses  Motification Rules  Version
= ﬂ Purnps Group by: [] Category [] Template
e (F Pumpl
(), Element Searches "%E" L v‘ Name: |PL"'"':'S':'EE‘j
# ¢ B¢ R Name &l value ) ‘ Description: |
«F BearingTemp 41,94 °C Properties: <None> bt
¥ OilPressure 903 kPa Categories: | ‘ @
Default UOM: revolution per minute
& status 1 [revolution ~
Yalue Type: Double e
¥ OutputFlowRate | 630.82 m3jh
Value: [1954.5 rpm
«F FlowRate 624,38 m3fh
jmaameamansaneasnesneanees Display Digits: |-5
i PumpSpeed 11906.4 rpm
O A Data Reference: | PI Point v
3 Settings...

Y\PISRYD1\Pump1 . PumpSpeed

7' Elements

|== Event Frames
1 Library
e Unit of Measure

A Contacts

%Managemenl Limits Forecasts

PumpSpeed
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Step 19. Now that you have the Pumpl element complete, right-click on ‘Pump1’ and
choose Convert > Convert to Template.

To make the template more applicable to other pumps, we are going to use
substitution parameters within the point name reference.

Step 20. In the Substituted field, replace the substitution parameters according to the
naming convention of your pump PI points. As an example, for the point
Pumpl.BearingTemp, | can use the fact that the name of my element is Pump1
and the name of my attribute is BearingTemp thus %Element%.%Attribute%.

When applied to an element, it will replace the ‘%Element% field with the value
in the element name and the %Attribute% by the attribute name.

We will see this happen when we do some bulk creation of attributes.
Convert Attribute to Template -

These attributes have data references to spedific PI Points,
Choose how each data reference should be defined in the template by selecting andjor editing the choices below:

Suggested Point Mame: |‘!-’»E|ement‘!fn.‘}‘n.ﬁ.th'ibute'}‘u | | Apply |
] indude Tag Creation
Attribute [ current Substituted [ Mo Data R
|:| VWPISRVO 1\Pump1.BearingTemp VWPISRVD1\%6Element ¥, HeAttribute % 1
FlowRate [ v1srvo 1\Pump 1. FlowRate VWPISRVD1\%6Element ¥, HeAttribute % |
CilPressure [ vp1srvio 1%pump 1. QilPressure VWPISRVD1\%6Element ¥, HeAttribute % |
OutputFlowRate | [ [ WPISRVO 1\Pump 1. OutputFlowRate VWPISRVD1\26Element 3, ShAttribute |
PumpSpeed [ Ve1srvo 1%Pump 1.PumpSpeed VWPISRVD1\26Element . ShAttribute S |
Status [ ve1srvo 1\Pump . Status VWPISRVD1\26Element . ShAttribute S |
< m >
oK | | Cancel |
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4.5 Solo Exercise — Building Assets from Templates using Pl Builder

This is a solo exercise that is designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if
you need assistance during the exercise.

Exercise Objectives

e Create an element using a pre-configured template in Pl System Explorer
e Create an element using a pre-configured template in PI Builder

Problem Description
In a previous exercise, you created Pumpl, and created a template for your pump
assets. Now, let’s see how this template can be used when creating the remaining
pumps.
Approach
Method 1 — Using PI System Explorer

Step 1. Run Pl System Explorer and go to your ‘Pump Assets’ database.

Step 2. In the Elements section, right click on ‘Pumps’ and choose ‘New’ >‘New Child
Element'.

Step 3. Choose the ‘Pump Template’ and click ‘OK’.

Step 4. An element with the name “Pump2” should have been created. If not, change the
name of the element to “Pump2”

Step 5. Verify the attributes of Pump2. They should have automatically been populate
and linked to the ‘Pump2’ Pl Points.

Method 2 — Using PI Builder
Step 6. Open Microsoft Excel on PISRVO01, you should see a tab ‘Pl Builder’.

Step 7. In the top left, make sure your Database is pointing to your ‘Pump Assets’
database. If not, change it.
Data Server: @ PISRVO1 ~
Asset Server: QPIAFm -
Database: @Pump Assets -

Step 8. Click on the arrow below ‘Elements’ in the ‘Retrieve’ section and choose ‘Browse
Elements’.
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s - e

h
Library Elements Ewvent Refresh
- i Frarmes =

R & All Elerments
5 Find Elerments...

Browwse Elermernts.., b
H

Step 9. Choose ‘Pump?2’.

Step 10. Clear all the checks and then select Template, under Element. Then select ‘OK’.

Object Type:  Element
Template: PumpTemplate

Object Types: 1selected, Columns: 5 selected

BRI Required Column]
.|| Selected)
[ Parent

- Attribute Columns
=)-[¥] Bement

|:| MewMName

- JUnigqueID
-[_|Description

-[_|ReferenceType
-.[W]Template

- |DefaultAttribute
-[_|DefaultinputPort
[ |DefaultOutputPort
[ |pefaultUndirectedPort
|:| Categories
----DVersionID
-[_]VersionCreationDate
-[_]VersionModifyDate
-[_]VersionModifier
-.[_]VersionComment
-[_|VersionEffectiveDate
-.[_]VersionObsoleteDate
-.[_]SecurityString

]

Clear All Select All

LS S

Step 11. Copy the imported rows 2 times so you have 3 rows populated.

Step 12. In the first row, change ‘Pump2’ to ‘Pump3’, in the second row change ‘Pump2’
to ‘Pump4’, and in the third row change ‘Pump2’ to ‘Pump5’. Your resulting
spreadsheet should look like this:

A E C D E F
1 |Selected(x) Parent Name ObjectType Template
2 X Pumps Pump3 Element Pump Template
3 X Pumps Pumpd Element Pump Template
4 |x Pumps Pump5 Element Pump Template
2

Step 13. Make sure the ‘Selected(x) column has an ‘X’ for all three rows.
Step 14. Choose ‘Publish’ in the ‘Build’ section.
Step 15. Change the ‘Publish Options, Edit Mode:’ to ‘Create Only’ and click ‘OK’.
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Step 16. Go back to Pl System Explorer. Click the refresh button. Verify that all three
pumps were created with the correct attributes.
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4.6 Directed Activity — Take advantage of your asset model in Pl
Vision

In this part of the class, you will perform a learning activity to explore
the different concepts presented in this chapter or section. You may be
invited to watch what the instructor is doing or perform the same steps
at the same time. You may play a game or hold a quiz. Your instructor
will have directions.

Activity Objectives

e Create a pump display using Pl Vision, which takes advantage of the pump
database you built in the previous exercise

Approach

Now that your pump data has been organized in the Asset Framework, you can create a
display which takes advantage of the contextual data you have provided.

Step 1: From PISRV01, open the web browser “Edge”.
Step 2 : Click on the “Pl Vision” bookmark.

Step 3: On the PI Vision homepage, select the “New Display” button in the upper-right

hand corner.

Step 4 : In the asset pane in the top-left hand corner, Drill down into your “Pump assets”

database using the arrow

@  Assets

%E@

Search in Pl System

V| & OSlsoft Plant
] @ PISRVO1

Q]
>
>

| & Pump Assets

Step 5: Drill down into Pump 1.

Step 6 : Make sure the trend symbol is selected E Drag and drop both the Bearing

Temperature and Pump Speed attributes.

AV=VA

Page 122



Asset Framework Management

Step 7 : Select the radial gauge symbol . Drag and drop the Oil Pressure.

Step 8 : Select the value symbol . Drag and drop the Status.
Step 9: Save your display with the name “Pump Overview”

Step 10: At the top of the display, you will find a drop-down menu with “Pump 1”. Select
a different pump from the menu. Notice how the data on your display changes to

reflect the pump selected in the drop-down menu.
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4.7 Components of Pl Asset Framework

The Asset Framework is made up of the following software components:
e The AF Application Service (a Windows Service)
e The PIFD Database (a Microsoft SQL Server database)

These components do not need to be installed on the same computer. The PIFD database
must be installed on a computer which hosts a Microsoft SQL Server. SQL Server Express
editions are supported.

ED For more information on supported SQL Server versions, see "SQL
Server Requirements for AF Server" in AF Release Notes

Applications communicate with the Asset Framework by making requests to the AF
Application Service using AFSDK. The AF Application Service then retrieves information
stored in the PIFD Database, and sends it back to the AF Client.

Given that PIFD is a SQL Database, the majority of the maintenance tasks are typical SQL
Server Administrator tasks. Most large enterprises will have database administrators, and it
will be their job to manage the PIFD database. However, for smaller Pl System
implementations, it is possible that no Pl System administrators have prior SQL knowledge.
There are SQL Server administration classes offered by Microsoft and a very large number of
certified organizations.

A good place to begin would be by visiting the Microsoft SQL Server Learning Center at:

https://www.microsoft.com/en-ca/server-cloud/support/learning-center/learning-center.aspx

In the rest of this chapter, we will cover important Asset Framework administration tasks.
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4.8 Data Flow when using the Asset Framework

When a PI System User is viewing data through the use of AF attributes, the flow of data through
the system will depend on the type of data reference for the attribute. Here are the different

scenarios:

A. Static data reference

For data references of type “None”, the data is stored directly in the Asset Framework’s
database. Therefore, a single connection is made to the Asset Framework.

Pl Asset Framework

What is the data
reference of Tank
02 diameter?

r s

None (static)
Value is 10 m

B. Pl Point Data Reference

A 4

Pl Visualization
Tool

Of §

What is Tank 02's
_— height?

Pl System user

(@)10m !

For data references of type “Pl Point’, the Asset Framework stores the Data Archive
Server and Pl Point name for the attribute. After retrieving the PI Point Data Reference,
the PI Visualization tool will make a request directly to the Data Archive for the specific Pl
Point. Hence, the AF Application Service does not need read access to the data on the
Data Archive. We will continue our discussion on security in the next chapter.

Pl Asset Framework

Pl Data Archive

Pl Visualization
Tool

OFil

What is Tank 02's
level?

@ 55m

Pl System user
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C. Table lookup data reference (when the table is stored in a separate relational database)

For data references of type “Table Lookup”, the data is stored in a table. If this table is
imported into the Asset Framework, a single connection is made (see scenario A).
However, the table might be linked to a separate database. If this is the case, the AF
Application Service will make the request to this external database directly, and return the
result to the PI Visualization Tool. Thus, the AF Application Service needs read access to
the data on the external database. If you also want to restrict access to the data based on
the end-users credentials, Kerberos Delegation must also be configured. We will continue
our discussion on security in the next chapter.

Pl Asset Framework

g Pl System user
S N What is Tank 02's
g Yo installation date?
cc A Q “
=« 0 o
5w S >
n 2 & 5 (8)18/0712013
W «
nwi= -
h 4

Relational Database
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4.9 AF architecture

The Data Archive, the AF Application Service and the SQL Server (hosting the PIFD database) can
all be installed on the same server, or on different servers. The choice of architecture will depend
primarily on the size of the implementation. Below are a few examples of common architectures:

A. Small Pl System

For systems with few assets (10,000 or less) and low-to-moderate number of Pl Points
(25,000 or fewer), the recommended architecture is a single server hosting the Data
Archive, the AF Application service and a SQL Server Express.

B. Larger, higher performance Pl Systems

For systems with more than 10,000 assets, and a moderate-to-high number of Pl Points,
it is recommended that:

e The SQL Server should be installed on a separate computer from Data Archive,
and a Standard or Enterprise edition should be used.

e The AF application service should be installed on either the Data Archive or SQL
Server computer.

e High Availability options for the Data Archive and AF should be considered, for
scalability

C. Distributed, highly available Pl System

For distributed systems with large workloads and point counts, and with multiple Data
Archive servers or Data Archive collectives that link to a central AF database, AVEVA
recommends that you install Data Archive collectives, chose a high availability option
for AF, and use Microsoft SQL Server on separate, redundant computers to achieve the
best level of performance and scalability.

4.10 Manage Asset Framework Backups

In the previous chapter we discussed how to manage Data Archive backups. The strategy for
managing Asset Framework backups is the same. AVEVA recommends that a daily backup of the
Asset Framework be performed, and that this backup be copied to an external storage device.

4.10.1 How the AF Backup works

All the changes made to the Asset Framework since the original installation are contained within the
PIFD database. Therefore, the PIFD database is the only file which needs to be backed up. The
specific backup mechanism will depend on the AF architecture, as well as the SQL Server edition.

A. SQL Server Express edition
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For SQL Server Express editions, the PIFD database is backed up by a script called
afbackup.bat (located under the %pihome64%\AF\sql directory).

The default name of a SQL Server Express instance is .\sqlexpress. If your SQL Server
instance is named differently, you will have to manually edit the afbackup.bat script. Under
the "SET SQLINSTANCE" line, enter the name of the instance (e.g. SET
SQLINSTANCE=.\mysqlserver)

¥ afbackup.bat - Notepad
File Edit Format View Help

@rem sqlemd -S 123,123,123,123\katmai -d PIFD -Q "EXEC [dbo].[usp_backup];" -E

@rem

@rem

@rem this backup procedure, requires a user with sysadmin server role or

@rem db_owner or db_backupoperator fixed database roles

@rem

@rem sglemd -S .\sqlexpress -d PIFD -Q "EXEC [dbo].[usp_backup];" -U userl -P password
@rem .

@raa — Change SQL instance name here
SEY SQLINSTANCE=. \sqlexpress |

@r
@if NOT EXIST "%~1" mkdir "%~1"

sqlcmd -5 %SQLINSTANCE% -d PIFD -Q "EXEC dbo.usp_backup @outpath = N'%~1%";" -E
@rem

@rem

@ECHO Backup AF data...done.

@ECHO %DATE% XTIME%X

i. SQL Server Express is installed on the Data Archive

If the Data Archive is installed on the same computer as the SQL Server, the Data
Archive backup script, pibackup.bat, will call the afbackup.bat script. The PIFD backup
will be created in the same directory as the Data Archive backup.

ii. SQL Server Express is installed on a separate computer

If the SQL Server is not installed on the same computer as the Data Archive, a
scheduled task must be created manually on the AF Server to run the afbackup.bat
script. The afbackup.bat script must also be modified in order to backup the PIFD
database to a separate physical volume (e.g. sglcmd -S %SQLINSTANCE% -d PIFD
-Q "EXEC dbo.usp_backup @outpath = N'D:\PIBackup\AF\';" —E)

g afbackup.bat - Notepad [=[= 5T
File Edit Format View Help

@rem sqlemd -S 123.123.123.123\katmai -d PIFD -Q "EXEC [dbo].[usp_backup];" -E A
@rem

@rem

@rem this backup procedure, requires a user with sysadmin server role or

@rem db_owner or db_backupoperator fixed database roles.

@rem

@rem sqlcmd -S .\sglexpress -d PIFD -Q "EXEC [dbo].[usp_backup];" -U userl -P password

@rem

Gres Change backup path here
SET SQLINSTANCE=.\sqlexpress g p p

@rem

@if NOT EXIST "%~1" mkdir "%~1"

sqlemd -S %SQLINSTANCE% -d PIFD -Q “EXEC dbo.uspibackup" -E

@rem

@rem

@ECHO Backup AF data...done. =
@ECHO %DATE% ¥TIMEX

| W

B.

Non-Express editions of the SQL Server
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Non-Express editions of the SQL Server come with the SQL Server Agent, a Windows
Service that executes scheduled administration tasks, or “jobs”. In this case, AF will
automatically install and schedule a nightly backup job at 3:15 AM.

The nightly backup job should be modified to change the backup directory to a separate
physical volume. The default path is the Backup folder where SQL Server is installed

& PIAFOT (SQL Server 15.0.20005 - Pl A

Databases
Security
Server Objects |
Replication Selecta
page :
PolyBase New Job... 5 General IT Script = @ Help
Abways On High Availability Start Job at Step... K Steps
Management Stop Job #| Schedules Schedule list
& Integration Services Catalogs Fof bletts \ D
c Script Job 3 Notifications v —
£ 5QL Server Agent Al Targets i 9 | Occurs every day at 3:15:00 AM. Schedule will be used star
Jobs View History b
3 _OSlsoft AF Maintenan Enable

Bl 05s0t Backup (PIFD)

[=2] syspolicy_purge_histo LEEE
@™ Job Activity Monitor Start PowerShell
@ Alerts
® Operators & g
® Proxies Rename
® Error Logs
|
5 %] XFuent Profiler 2L

" Refresh

_ P’npeﬂie: L eton
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4.10.2  (Optional) Solo Exercise — Manage the AF Backup

This is a solo exercise that is designed to maximize learning in a specific topic
area. Your instructor will have instructions and will coach you if you need
assistance during the exercise.

Activity Objectives

e Review the AF Backup configuration
¢ Change the default directory of the AF Backup
¢ Run an AF Backup

Approach
Step 1.

Step 2.
Step 3.
Step 4.

Step 5.
Step 6.
Step 7.
Step 8.

Step 9.
Step 10.
Step 11.

On PIAFOQ1, create a new folder in C:\\PIBackup\AF and give
‘NT Service\SQLSERVERAgent’ write access to it.

Run the program “SQL Server Management Studio”
Connect to SQL Server instance PIAFO1

This is a SQL Server Enterprise edition. Therefore, the backup is being performed by
the SQL Server Agent as a job. In the object explorer, expand “SQL Server Agent” then
“Jobs!!

Right click on the job “OSlsoft Backup (PIFD)” and select “Properties”.
On the General tab, verify the last time the job was executed:

On the Steps tab, select the “Backup” step and click “Edit”

Change the output path of the PIFD backup. We want to backup this database to
C:\PIBackup\AF\

Hint: You will need to change the end of the command to

@outpath = N'C:\PIBackup\AF\";

Close the Job Properties window.

Right click on the job “OSlsoft Backup (PIFD)” and select “Start Job at Step...”

Once the backup job completes successfully, verify that the backup file: $$PIFD.bak
exists in the directory.
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4.11 Asset Analytics Performance

One of the most important components of a mature Pl System is Asset Analytics. Most of the value
should be coming from Asset Analytics since we prefer that users check their assets only when
required instead of continuous monitoring. This requires a reliable Asset Analytics engine that will be
informing the users about any abnormality.

Due to its value, Asset Analytics is used for wide range of use cases. Sometimes, this leads to
performance related issues on Asset Analytics that impacts everyone who relies on it.

A PI System Administrator should

Ensure that users create their analytics according to best practices.

Ensure that only well-trained people can create analytics.

Monitor the Asset Analytics performance to resolve issues proactively.
Evaluate the hardware of the Asset Analytics and increase it when required.
Troubleshoot performance issues in a timely and efficient manner.

In this chapter, we will try to understand the building blocks of reliable Asset Analytics and share
some resources that will help in achieving the goals above.

4.11.1  Best practices for Asset Analytics

The following factors should be considered to optimize performance:

e Analysis organization
o Number of analyses

e Input attributes

o Types of input data

o Data density

o Data patterns
Output attributes
Analysis scheduling
Expensive functions & dependencies
Configuration parameters

Analysis organization
The Pl AF Server is optimized to use element templates and analysis templates. Analyses should
always be based on templates for ease of use, scalability, and optimal performance.

It is better to have many simple analyses rather than a few complex analyses.

Do not include multiple, independent calculations within the same analysis. Instead, we recommend
creating elements for each asset and having separate sets of analyses on each asset. This ensures
that only the relevant inputs trigger the analysis and that expressions aren't needlessly evaluated.
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Input attributes

Input attributes should ideally be PI Point Data References, especially if the calculation uses
historical data. Using attributes that are Table Lookups, Formulas, String Builder, and Analysis Data
Reference types should be avoided if possible because they must be resolved by the Analysis
Service and will slow down the calculations.

Inputs to Table Lookups, Formulas, String Builder, or Analysis data reference types should ideally
not be other Table Lookups, Formulas, String Builder, or Analysis data reference types. Long input
dependency chains are extremely resource-intensive because the Analysis Service must resolve
the entire dependency chain before performing the calculations to determine the value of the input.

Data Density

For attributes using the Pl Point data reference, it's extremely important to properly configure
exception and compression on Pl Points according to our recommendations (What are recommended
Exception and Compression settings). More details:

o Poorly configured exception settings can lead to an unnecessary triggering of Event-Triggered
analyses, which places an unnecessary load on the service. This can be exacerbated by
dependent analyses also being unnecessarily triggered.

o Poorly configured compression settings lead to unnecessary data being stored in the Pl Data
Archive. The denser the data, the slower the data retrieval will be for clients such as the PI
Analysis Service.

Output attributes

In most cases, it is best for performance to save the output history of the analysis to a PI tag.
However, there are some scenarios where history is not needed. If this is the case, map the output
to an attribute that uses an Analysis Data Reference.

Do not use an attribute with a None Data Reference (i.e., a static attribute) as the output for an
analysis; this can cause performance issues on the SQL server.

Scheduling

Schedule analyses to evaluate only as often as necessary. The goal should be to reduce the
number of calculations required while still getting the most up-to-date data.

For example, if your input data only updates once a day, don't schedule the analysis to run
periodically once a minute. It would be better to schedule it once a day or have it be event-
triggered. Conversely, if your data updates every second, but you only need a result once an hour,
use an hourly periodic schedule rather than an event-triggered schedule.

If your system has many periodic analyses with the same schedule, add an offset to a subset of the
analyses to help distribute the load across the processors.
See a detailed example in this article.
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Expensive Functions and Dependencies

We recommended against having summary functions with large time ranges within analyses that
trigger very often (e.g. high-frequency event-triggered analyses), as these functions will take a
relatively long time to evaluate. A general rule of thumb to aim for is to have analyses evaluate
within 100ms, though there are certainly reasonable exceptions.

For example, if there is an event-triggered EventCount function that queries data over the last day
(*-1d to *), we recommend moving the EventCount function to a separate analysis. This separate
analysis should be periodic (e.g. every 10 minutes) and output to a Pl Point attribute. The original
event-triggered analysis can then be configured to use that output attribute instead of the
EventCount function itself. This effectively decouples the EventCount function from the event-
triggered analysis while still maintaining high fidelity of data for calculations.

Configuration parameters

The global PI Analysis Service configuration parameters are automatically set at installation based
on the machine's hardware resources, but under certain circumstances, they can be tweaked to
improve service performance.

To access the global configuration parameters, open Pl System Explorer > Management tab > and
right-click the blank space under "Pending Operations" > Edit Analysis Service Configuration. More
information about what each parameter controls, and guidance on what value to set these
parameters, can be found here: Analysis service configuration.

For more details on Asset Analytics Best Practices, please go to this article.

4.11.2  Monitoring Pl Asset Analytics
The best way of monitoring a component of the Pl System is to use Pl PerfMon interface. We will
discuss this later.

In addition to this, PI System Explorer provides an overview of the Pl Asset Analytics performance
under Management Tab section.

Analyses | Performance | Service Summary | Service Details

Service Startup Time Calculations per Second Skipped Calculations Max. Calculation Lag

18s 1,487 calc/s 5,183,883,614 Im 32s

Cache Hit to Miss Ratio Max. Update Duration Highest Trigger Ratio

V 4
7:1 10m 31s \
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These are general KPIs that are available on this page. More can be found in analysis statistics.

The amount of time between the initial startup of the AF Analysis Service

Service Startup Time and when the calculation of analytics began.

Calculations per Second |The average number of analytics calculations evaluated per second.

The total number of calculations skipped by the AF Analysis Service
since its startup. This number can be high simply because the last
startup was long time ago. So, we usually monitor the rate of growth
rather than the number itself.

Skipped Calculations

The latency of the worst-performing analysis since the startup of the AF

Max. Calculation Lag Analysis Service. This metric includes a built-in wait time of 5 seconds.

The ratio of the number of AF analysis inputs retrieved from the cache to

Cache Hit to Miss Ratio the number of analysis inputs not in the cache.

Max. Update Duration The time taken to update the cache for any AF analysis input.

The AF analysis template with the highest average trigger ratio. This
Highest Trigger Ratio ratio should be less than 1. This ratio is defined as the template's
average elapsed time divided by its average trigger time.

4.11.3  Troubleshooting Pl Asset Analytics Performance

But when you face a performance issue, finding the root cause can be difficult as there are many
potential causes. In these cases, we recommend that you investigate with Technical Support. We
usually take the Analysis Statistics, CPU/RAM usage on Pl Data Archive and Pl Analytics servers,
logs from both applications to do a detailed investigation.

In short, there are three main solution paths to Performance related issues:
¢ Improve analyses for better performance.

We recommend this when we find that the issue is caused by analyses that do not follow the best
practices given earlier. This might require reconfiguring hundreds of analyses and involve several
stakeholders. Sometimes this is not possible in short term, so we give other suggestions.

¢ Change Analysis Service Configurations to use the existing hardware more efficiently.

There are some limitations on Analysis Service that prevent it from using too much resources.
Sometimes this means that we are not using the resources available on the server. For example,
we have an issue where Analysis Service is not able to keep up with number of calculations, but
CPU usage is low on the server. In this case, we change the configuration to allow the service to
use more CPU.

e [ncrease hardware on the servers.

This is the last resort when we have confirmed that the analyses are well configured, and the
machine resources are fully utilized.
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4.12 Troubleshooting Exercise

The following group exercise is intended to reinforce the concepts we have
learned so far. The instructor will act as an end user with an issue, and you will
resolve their issue as a group.
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5. Pl Vision Management

5.1 Administration

PI1 Vision administration page can be accessed by adding /admin to the normal PI Vision
URL. In our environment, the link would be https://pisrvO1.pischool.int/PIVision/Admin/

5.1.1 Configuration

This page is used to configure Pl Data Archive and Pl AF Servers that PI Vision has access to.
The list is taken from PI System Explorer, but administrators can restrict access to some of these

Servers/AF Databases.

Data Servers | Asset Servers | Pl Vision Database

Asset Servers

Click the triangle (P ) next to the Asset Server name to see available databases for each Asset Server
Connecting to Asset Servers as PISCHOOL\svc-pivision

Connection Status Name Databases Version

@ Test Connection v PIAFO1 Uan 31.0.1177

[0 configuration
IT Monitoring
Osisoft Plant

Pump Assets =

Save

5.1.2 Security

Administrators can control the authentication method used in Pl Vision from ldentity page.

Identity AF Server PIAFO1 o

Pl Vision user authentication
® Windows only

Connection to Pl Data Archive and AF Servers.
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Under “User Access Levels”, administrators can set access to Pl Vision displays. If nothing is
selected on this page, Pl Vision uses a local group “Pl Vision Users’ to give access to Pl Vision as
Publisher. By default, any authenticated user will be in that group. Publishers can create and share
displays, while Explorers can create displays only for themselves and see displays of others.

It is also possible to give access using AF Identities (from AF Server selected in Identity page).

Use Pl AF Identities to assign [ Administrators Publishers and Explorers Utility Users

Identities: PIAFO1 Y7 Administrator Publisher Explorer

Administrators

Asset Analytics

Asset Analytics Recalculation

Engineers

Owner

5.1.3 Display Defaults

This page is used to configure some of the default settings when creating displays.

514 Reports

Administrators can generate reports on Pl Vision usage, content within displays and list of users
from this page. To see the current active PI Vision sessions, they can use Display Sessions page.

5.2 Backups

Pl Vision uses an SQL Server to store its data. So, administrators need to take regular backups of
this database. There is no built-in backup task but SQL Server Agent or a Task Scheduler task can
be used to automate this. A simple batch file to take the backup would look like this:

sqlcmd -s .\sqlexpress -i "D:\SQLBackup\SQL\PIVision\PIVisionBackup.sql"
Where sql file would hold a backup query like

declare @DestFile varchar(128) = N'E:\Backups\PIVisionBackup.bak';

backup database PIVision

to disk = @DestFile;

go

Note that this will add new backup on top of existing backup so the size of the backup file might
increase after some time.
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6. Pl System Security Management

Objectives:

Describe which ports are used for communication in the Pl System

Describe which firewall rules must be in place

Enable Windows firewall and create firewall rules

Explain the difference between Authentication and Authorization

Explain how security works on the Data Archive

Describe the three security protocols: Pl Mappings, Pl Trusts, Explicit login
Describe the possible security protocols for Pl APl and Pl SDK connections
Create PI Identity for Pl Interfaces and PI Buffers

Configure Pl database security

Configure PI point security

Tighten security an existing interface connection

Create a PI Mapping for a Windows group to give minimum required security
Explain how security works on the AF Server

Create an AF mapping for a Windows group to give minimum required security

6.1 Securing a Pl System

In the context of the PI System, “Security” has multiple objectives:

Pl System Security is best implemented in a corporate network-secured computing environment. This

Add to the overall reliability and resiliency of the system
Protecting Pl System data and services from malicious attacks
Limiting user access based on individual user needs

usually includes:

First and foremost, AVEVA recommends hardening the platform using the Windows operating system
and network environment. Administrators can do so effectively by leveraging industry standard

Domain security for users, directories, and applications
Router security including router-based firewalls

Antivirus programs and regular operating system patches
Controlled access by remote parties (VPN)

profiles and built-in capabilities (e.g. AppLocker, Windows Advanced Firewall, etc).

Windows Integrated Security (WIS) brings improvements in authentication and encryption of data
throughout the entire Pl System. To take advantage of the security features built into the Pl System
platform, applications must authenticate with WIS. WIS is the strongest authentication mechanism
available for the Data Archive. Additionally, transport security is automatically enabled to protect the
confidentiality and integrity of data with the latest versions. The ideal Data Archive deployment has
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all client applications and services authenticating with WIS, so that all other authentication protocols
can be disabled.

Antivirus software should be used on the PI System components. However, the archives and data
files should be removed from the list of files scanned. Additionally, AVEVA recommends leveraging
application whitelisting as a more effective measure. These strategies will be discussed later in this
chapter

6.1.1 Accessing a secured Pl System

To access a secure Data Archive, a connection must:

1. Contact the server over a network. The most common barrier to network communication are
the firewalls, which guard the server.

Authenticate itself through either a Pl Mapping, a Pl Trust or Explicit Login

3. Receive the proper authorization through its Pl Identity

Pl Data Archive

Get through
Firewall(s)

Authentication

Authorization

R .

Pl Interface or Pl Client node

/Pl Mapping

®

N

o

(o Pl Trust

/ Explicit Login

\\

In order to access a secure Asset Framework, a connection must:

1. Contact the server over a network. The most common barrier to network communication are
the firewalls, which guard the server.

Authenticate itself through AF Mapping
Receive the proper authorization through its AF Identity

Note: AF Mappings were introduced in AF version 2015. Previously, authorization was assigned
directly on active directory users and groups.

AV=VA



Get through
Firewall(s)

o Authorization

@ AF Identity

Pl Interface or Pl Client node

s
! / AF Mapping

We will explore these steps in more detail in the next sections

6.2 Describe the ports used for Pl System communication

As discussed in chapter 1, on a computer network, a port is an endpoint of communication. It is used

by the Operating System to direct incoming packets of data to the correct computer program or
service.

When PI System clients communicate over a network, the data is sent over specific ports. It is
important to learn which ports are used in Pl System communication, since firewalls work by blocking
communication over network ports unless otherwise specified.
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6.2.1 List of ports used in PI System communication

The following table lists the ports used for communication with Pl System applications

Explorer)

Port From To

5450 All PI Client (e.qg., PI Vision, PI Data Archive
Processbook, Pl DataLink)

5457 AFSDK Client (e.qg., PI Vision, PI Asset Framework
Processbook, PI DataLink)

5459 Pl SQL for AF Clients (e.g. PI Asset Framework
WebParts, Pl OLEDB Enterprise)

5468 PI Noatifications Clients (e.g. PI PI Notifications
System Explorer, Pl DatalLink)

5463 AFSDK Client (e.g. Pl System Pl Analysis Service

Note: The ports listed above are used for Pl System process data and configuration data flows.
Infrastructure such as AD authentication and backend database connections may require additional
ports. For an exhaustive list of ports, refer to KB01162 — Firewall Port Requirements.
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6.2.2 Directed Activity — Enable the Windows Firewall on PISRVO01

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives
e Enable Windows firewall
e Create firewall rules necessary for Pl System communication

Approach
Step 1. On PISRVO01, in PI Vision, open your “Pump Overview” display
Step 2. On PIINTO1, open your Pl Message Logs.
Hint: Run the Pl SDK Utility and click on “Get Messages” when needed.
Step 3. On PISRVO01, run the program “Windows Defender Firewall”

Step 4. You should see that all firewalls (Domain, Private and Public) are off. We will enable all
three Firewalls.

a. On the left menu, click on “Turn Windows Defender Firewall on or off”
b. Change the Firewall state to “On”. Inbound connections should be blocked by default.

Domain network settings
0 (® Turn on Windows Defender Firewall
[[] Block all incoming connections, including those in the list of allowed apps

[[] Notify me when Windows Defender Firewall blocks a new app
e (O Turn off Windows Defender Firewall (not recommended)
Private network settings
(@ Turn on Windows Defender Firewall

[] Block all incoming connections, including those in the list of allowed apps

[[] Notify me when Windows Defender Firewall blocks a new app

g (O Turn off Windows Defender Firewall (not recommended)

Public network settings
®) Turn on Windows Defender Firewall
[] Block all incoming connections, including those in the list of allowed apps

[] Notify me when Windows Defender Firewall blocks a new app

g (O Turn off Windows Defender Firewall (not recommended)

Step 5. Watch what happens on your “Pump Overview” display. What has happened to your
data?

Step 6. Validate your hypothesis. On PIINTO1:
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a. Check the Pl Message Logs. Is your PI Interface throwing an error?
b. Run the Windows Powershell application
¢. Run the following commands:

TNC PISRVO01 -port 5450

Step 7. On PISRVO01, in the application Windows Defender Firewall, click on Advanced settings
in the left menu, select “Inbound Rules”

& Windows Defender Firewsll with Advanced Security
File Action View Help
e 2@ = BE

ﬁ' Windows Defender Firewall wit] JF LI =]

&3 Inbound Rules

N
B Outbasund Rules ame ) !
Y5 Connection Security Rules 0 @{Microsoft Winde

L Muonitoring @ 2lloyn Router (TCF
@ 2llloyn Router (UDI

Step 8. Select “New Rule...”
Step 9. Create a rule to allow connections through TCP port 5450
a. Inthe “Rule Type” window, select Port

b. Inthe “Protocol and Ports” window, select “TCP” and select “Specific local ports”, and
write port number 5450.

c. Inthe “Action” window, select “Allow the connection”

d. In the “Profile” window, select Domain + Private + Public

e. Inthe “Name” window, give your new rule a name (e.g. Data Archive — port 5450)
Step 10. Validate that the rule is working. On PIINTO1:

a. Run the Windows Powershell application

b. Run the following commands:

TNC PISRVO1 -port 5450

c. Check the Pl Message Logs. Has the PI Interface reconnected?
Step 11. Make sure data collection has resumed by checking your “Pump Overview” display
Step 12. Enable firewall on your Pl AF Server

a. Repeat steps 7, 8 and 9 using port 5457 to allow applications to connect to your Pl AF
Server

b. Repeat steps 7, 8 and 9 using port 1433 to allow PI Vision and other applications to
connect to your SQL Server

Step 13. Bonus: Lock down the Firewall further by only allowing connections to the Data Archive’s
IP address using the rule you created.
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6.3 Authentication vs. Authorization

We began our discussion of authentication and authorization in chapter 2, when configuring security
for our PI Interface instance. Let’s review what we know so far. In the context of the PI System:

e Authentication is the process that verifies the identity of a user or process, before allowing
it to connect to the Data Archive

e Authorization is the process that determines what an application can do once connected
to the Data Archive or the Asset Framework (e.g. create a Pl Point, create an asset, run
a backup, etc.)

The analogy we made previously was the Data Archive (or the Asset Framework) as a facility. The
process of authentication is like the security guard at the entrance of the facility. He decides whether
someone should be let in. If he does let them in, he gives them an access card. This access card is
their authorization. It will give them access to specific rooms within the facility.

Authentication Authorization
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6.4 Asset Framework Security

6.4.1 Authentication and Authorization

AF version 2.7 and later uses a security model like the one used in PI Data Archive (will be discussed
further in this chapter). AF Mappings use Windows Integrated Security to authenticate users on the
AF. With this method, users and services connect directly to the AF using their Windows account.
After authentication, the user is given an AF identity which is used for authorization.

P1 Server 2023+ supports for Claims-authentication. In this method, AVEVA Identity Manager (AlM)
is the Identity Service that handles OIDC between PI Client applications, the Pl Server, Windows
Active Directory (AD), and either AVEVA Connect or Azure Active Directory (AAD) as an additional
IdP. Users can use their AVEVA Connect/Azure account as well as their Windows account to
authenticate to Pl Server. The authorization part is the same.

Please note that Pl Server 2018 SP3 will be a feature stable version and will keep receiving bug fixes
and patches.

If available, AIM registers with Windows Active Directory (AD) by defsult.
You can register one additional IdP - AVEVA Connect or Azure Active Directory (AAD).

AVEVA |dentity Manager (AIM)

L\
= . Default IdP
£ mC

.A a Windows Active

Directory (AD)

L)\
[\ [ Additional IdP Option 1
! [\ (Recommended)

AVEVA Connect

LD\
‘ . Additional IdP Option 2
'

Azure Active
Directory (AAD)

Pl Client

/" \

_A Identity Providers (IdPs)

Pl Server
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6.4.2 Security hierarchy

AF identities control read, write, delete and various other permission on AF components. Each AF
object (shown in the illustration below) has an associated security descriptor as well as a type
(Elements, Notifications, etc.). Each object of the same type belongs to a collection. Finally, each
collection has an associated security descriptor that contains access permission information.

Server
Contacts
Notification Contact Templates
Identities
Mappings
Databases Database
Analyses
Analysis Templates
Categories
Elements
Element Templates
Enumeration Sets
Event Frames
Notifications
Reference Types
Tables
Table Connections
Transfers
Security descriptors for some collections are configured for the entire server (Contacts, identities,

Mappings, etc.) while others can be configured for specific databases (Elements, Event Frames,
Notifications, etc.).

Note: A user MUST HAVE read permission on an AF database to be able to read any object within
it. Same principle goes for write permission and modifying an object. Note, if you grant access at
the database level, that access does not inherit down to the contained objects.

There is one exception: a user with “admin” rights on the “Server” objects will have unlimited access
to everything in the server, regardless of the ACLs of the server’s objects.
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6.4.3 Permission inheritance

When an AF object or collection is created, a default set of access permission is assigned, based on
the access permissions that are set on the parent. However when you change permission on the
parent, the following Child Permission settings can be used:

Option Description

Do not modify child permissions Prevents access permissions that have been
set for the current object or collection from
being replicated to child collections and
objects in the AF hierarchy.

This option is the default when the connected
AF server is running 2.5 and earlier versions.

Update child permissions for modified identities | For each selected item on the Items to
Configure list in the Security Configuration
window, replicates the access permissions
for all child collections and objects for each
identity on the Identities list whose access
permissions have been modified. This option
is the default when the connected AF server
is running 2.6 and later versions. This option
is not available when the connected AF
server is running 2.5 and earlier versions.

Replace child permissions for all identities For each selected item on the Items to
Configure list in the Security Configuration
window, replaces all child permissions for
every identity on the Identities list with the
parent access permissions.

E;I For more information on AF security see the "Security configuration in AF"
section in Pl System Explorer User Guide, version 2024.
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6.4.4 Directed Activity — AF Security

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives

e Familiarize yourself with AF security

e Modify AF security from an existing database
Problem Description

In order to maximize the AF experience, you want to create a AF ldentity that will be used by all of
your regular users. This identity should have read on the Pump Assets database and should also
have the permission to create and modify only elements.

Approach

1. Open Pl System explorer and click on the Database icon on top left of your screen.
2. Inthe select Database section right click on your database name and select security.

Select Database -
|a New Database 2 Delete Database % Database Properties 5] Edit Security

Assetserver: | PISERVERFDS B E
Databases:
Filter R4
MName Description
@ACME Enterprises P1 AF Class Edition - Version 2014
@ oF_osIsoft Plant
@Cnnﬁgurannn A store for configuration data.
@MyPUmDDE
@NuGrEEn P1 BI Project Asset Model
@71 Big Tires Co
@51.11” a Mew Database
@ Set as Default Database
.ﬁ Refresh
X Delete..
Rename
| 5 Security..
# Properties

Step 1. Inthe Identities section, Add a new identity named “Pl AF Regular Users” and map it
to the RegularUsers Windows group

AV=VA



PI System Security Management

& Mapping Properties I [=]
D -
Hame [ Description [ Enabiled | General |
ey BUILTINGUests True .
fébNT AUTHORITVIANONYMOUS LOG, ., True Account: IPISCHOOLH,RBQLIIEI’USBI’S
Byrr R entiy Propertics —- BEE Actount SID:  [5-1-5-21-3930662057-6998261 01-3644930688-1113
Genersl | appinas | Mame: |PISCHOOL\ReguIarUsers
hame: [PL 4F Regular User
Desaription: | Description: I
:‘DLI Identity: IPI AF Reqular Liser
I rdentity is Enabled 4
-]

hid Perrissions —
Do nok raodFy chi
Update chid pern

Replace child pert | oK p—
[ ok | conce | el | —I—I v
Step 2. We can now add the Read permission to the “Regular Users” Identity. With all the
items selected under “Items to Configure”, select only Read and Read Data access for
“‘Regular Users”. Select the child permission Replace child permissions for all
identities and click on Apply.

Step 3. The last step is to add the Write permission to the Element section. In order to have
write permission to an object in a database, the AF Identity “Regular Users” needs to
have write access to the database.

Step 4. Under “Items to Configure”, uncheck all the items except “Database” and “Elements”.
Then, select the identity “Regular Users”, and add Write permission. Finally, select
Replace child permissions for all identities and click on Apply.

Security Configuration =18 -

Items to Configure:

Ttem Security String ~
@Pump Assets Administrators: Ar,w,rd,wd,d, x,a,s,s0) [World: A(r,rd) INT AUTHORTTY W
DIE!]PumD Assets - Analyses Administrators:Afr,w,rd,wd,d,x,a,5,50) [World:A(r,rd) INT AUTHORITYW =
DlggPump Assets - Analysis Templates  Administrators:A(f wd,d,x,a,s,s0) [World:A{r,rd) [NT AUTHORITY Yy
(] Pump Assets - Categories Administrators: Aff wd,d,x,a,s,50) [World: Afr,rd) JNT AUTHORITY Y
i Pump Assets - Elements Administrators: Ay wd,d,x,a,s,s0) [World:A{r,rd) [NT AUTHORITY
(] %Pump Assets - Element Templates  Administrators:A(r,w,rd,wd,d,x,a,s,s0) [World: A{r,rd) [NT AUTHORITY\
O @) Pump Assets - Enumeration Sets  Administrators:A(r,w,rd,wd,d,x,a,5,50) [World: Afr,rd) [NT AUTHORITY "
| TN P O A dmmiomiomb m b s B as el snad o e e ALl A e VIR AL S PTTAR

< m

Identities: Permissions for P AF Regular User:

Name Permission Allow Deny

%Admmisnamrs Al 1 1

gj:f:ﬁnﬂoRm WETWORK SERVICE Rhead D

gx-:JPI AF Regular User :{::jj\"frihe E
Read Data O
Virite Data O O
Read/Write Data O O
Subscribe IH IH
SubscribeOthers O O
Delete O ]
Execute O O
Admin O O

Child Permissions

O Do not modify child permissions

(®) Update child permissions for modified identities

() Replace child permissions for all identities

‘ OK | | Cancel | | Apply ‘

Step 5. Now go ahead and test if your AF security modifications worked by right-clicking the PI
System Explorer icon on the task bar and selecting “run as a different user”. Run as
the user “pischool\Joe” (password: ITPROSpwd01!) who is a member of the group
“‘RegularUsers” .
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6.4.5 Exercise — Your Database Security

This is a solo or group activity that is designed to maximize learning in a
specific topic area. Your instructor will have instructions and will coach you if
you need assistance during the activity.

Exercise Objectives
e Edit the Security for your Pump Asset database

Problem Description

You would like to configure the security of your Pump Asset database. The first thing that should be
done is to restrict the access to the database so that only the Windows users you have added can
read the database.

The engineers (Engineers Windows group) should have access to create and modify all the elements
and analysis of the database but not the templates.

The supervisors (Supervisors Windows group) would like to be informed of any problem with the
pumps. In order to do so they would need to be able to create PI Notifications on the Database.

As for the operators (Operators Windows group), they only need to be able to view the elements and
attributes already build in the database.

Approach

Step 1. Start by creating the AF Identities needed and mapped those to the corresponding
Windows account

Step 2. Next step would be to modify the AF security of your database in order to respect the
security definition defined in the Problem Description

Step 3. Test the AF security by right clicking the PI System Explorer icon and selecting run as
a different user. For the following user are you able to:

o PISCHOOL\Bertha (password: ITPROSpwd01!)

= Create a new element in your database: O ves ] no

= Create a new analysis in any elements: O ves [ no

= Modify the pump template [ YEs O nNo
o PISCHOOL\Homer (password: ITPROSpwd01!)

= View elements attribute and values: D YES D NO

* Modify an element or template: O vEs O No
o PISCHOOL\Charles (password: ITPROSpwdO01!)

* Access and create notifications OJvYEes O nNo
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6.5 Data Archive Security
In this section, we will cover main topics regarding security of Pl Data Archive and implement some
of the best practices into our environment.
- Secure authentication:

o Upgrading to Pl API For Windows Integrated Security on an interface
machine.

o Disabling PI Trusts on Pl Data Archive.
- Secure authorization:
o Disabling PIWorld identity.
o Providing minimum access to users and applications

6.5.1 Authentication

There are three different methods of authentication on the Data Archive:
1. Pl Mappings

Pl Mappings use Windows Integrated Security to authenticate users on the Data Archive. With this
method, users and services connect directly to the Data Archive using their Windows account. A Pl
Mapping grants a Windows user or group specific rights on the Data Archive by assigning a PI Identity.

This method of authentication has several advantages:
e |tis the most secure
¢ It enables transport security (encryption in transit) of communications with the Data Archive?
e It represents the least amount of maintenance for Pl System administrators
o It allows users to connect directly with their Windows accounts

The recommended strategy for using Pl Mappings is to create a Windows Group for each level of
authentication needed on the Data Archive (e.g. one group for Read-Only users, one group for PI
System Administrators, etc.), then assign a unique PI Identity to each one of these groups.

Pl Mappings are created from System Management Tools, from Security > Mappings & Trusts >

a
Mappings Tab, by pressing the New button == . This will open the Add New Mapping Window

1 Requires the following versions or later: PI Data Archive 2015, PI Buffer Subsystem 4.4, Pl AF SDK 2015, Pl SDK 2016 and PI
API1 2016 for Windows Integrated Security
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P =

£ Add New Mapping @ /Windows user or group

Windows Account:  Required

Windows SID:

Description:

Pl Identit
Pl Server: lacaille-P| v LT eemy

Pl Identity: Required

| Mapping is disabled

Cancel

The following conditions must be true to use Pl Mappings:

e The application must connect with PI AFSDK (any version), Pl SDK version 1.3.6 or later
or the Pl API for Windows Integrated Security (version 2.0.1.35 and later, released in
2016)

e The connecting application is running on a Windows operating system
If these conditions cannot be met, a Pl Trust should be used for authentication.

2. Pl Trusts

PI Trusts should NOT be used unless it is not possible to authenticate using Windows Integrated
Security. The most common scenario is Pl Interfaces and other applications running on non-Windows
Operating Systems

Note: Prior to 2016 release of the Pl API for Windows Integrated Security, any applications using the
P1 API, such as PI Interfaces, could not use Pl Mappings. Now, almost all Pl Interface nodes can be
upgraded to the new security model, regardless domain or workgroup configuration. For more
information, see KB00354 - Supported Windows Security Configurations in Domains and Workgroups
for the Pl Data Archive

The PI Trust authentication method works by comparing the connection credentials of the connecting
application to the credentials saved in PI Trusts. If the credentials match, the connection is allowed.
No login is required by the application.

Pl Trusts are created from System Management Tools, from Security > Mappings & Trusts > Trusts
Tab, by pressing the arrow next to the New... button and selecting the advanced option:

o | &
Wizard

v | Advanced

This will open the Add New Trust Window.
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%' Add New Trust ? | =
Trust Name: Required
Description:
Server Name: ilacaille-PI v

IP Information
A‘/

Collective Name:
IP Information

Network Path:
IP Address 0 0 0 0
NetMask: 0.0 0 0

Windows Account Information

Domain:

Account:

Application information
- Pp

Application Information

Name:

N F
Pl Identity: Required |

Trust is disabled

PI Identity
L

Cancel

It is not necessary to fill in all of the information in this Window. AVEVA recommends that you fill out
PI Trusts using the 2+ Trust convention. This means you need to enter the following:

e The P Information:
The Network Path (Host name or fully qualified domain name of the computer)
OR
The IP Address and a NetMask of 255.255.255.255.

e The Application Information

The application name. Applications that connect through the PI API send an identifier
called an application process name, or prochname. This is a four-character string with
an E appended. For example, the procname for the Pl Perfmon interface is PIPeE.

3. Claims authentication
This method is available from Pl Server 2023.

This feature comes in addition to the existing options: the Windows Integrated Security (NTLM or
Kerberos) authentication provider and the native PI Trust authentication provider. OIDC is possible
through Identity Services which federate to an Identity Provider (IdP) allow for Single Sign-On (SSO)

In this method, AVEVA ldentity Manager (AIM) is the Identity Service that handles OIDC between PI
Client applications, the PI Server, Windows Active Directory (AD), and either AVEVA Connect or
Azure Active Directory (AAD) as an additional IdP. Users can use their AVEVA Connect/Azure
account as well as their Windows account to authenticate to Pl Server.
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4. Explicit Login

The final authentication method, Explicit Login, is not recommended in any scenario. It only exists for
backwards compatibility purposes. Using this method, users log in to the Data Archive directly using
a Pl User and a password.

Windows authentication & Pl mappings as the authentication model
throughout your Pl system. This can be done by upgrading to the Pl API for
Windows Integrated Security on all Pl Interface nodes, and all other custom PI
API applications, which run on Windows Operating Systems.

@ -I-I p AVEVA now recommends upgrading from PI trusts and Explicit Login to

P1 trusts and explicit logins are disabled on Pl APl 2018 for Windows Integrated
Security. Therefore, before upgrading to PI APl 2018 for Windows Integrated
Security, you must configure Pl mappings to replace any existing PI trusts used
by Pl interfaces.

6.5.2 Group Discussion —Windows Integrated Security Myth Buster!

The following questions are intended to reinforce key information, or to
discover a new insight. Your instructor may choose to have you try to answer
the questions on your own or have the group answer them together aloud.

Activity Objectives

e Describe requirements for Windows Integrated Security

Approach

For each of the following statements, circle MYTH or FACT. You will review each statement together
as a class.

1. Windows Integrated Security (WIS) cannot be used if the PI Interface is in a workgroup and
the Data Archive is in a domain

MYTH FACT

Explanation:
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2. WIS cannot be used if the Data Archive is in a workgroup

MYTH FACT

Explanation:

3. WIS cannot be used if the Data Archive and the PI Interface reside in separate, untrusted
domains

MYTH FACT

Explanation:

4. WIS cannot be used if the PI Interface is on a nhon-Windows operating system

MYTH FACT

Explanation:
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6.5.3 Authorization

There are three types of security objects that grant authorization on the Data Archive: Pl Identities,
Pl Users and Pl Groups. All three represent a set of access permissions on the Data Archive.

1. Pl Identities

It is recommended to use PI Identities when configuring Pl Mappings and PI Trusts. They
cannot be used with Explicit Login, since there is no password associated with a Pl Identity.

2. Pl Users

Pl Users can be used when configuring PI Mappings and PI Trusts. Each Pl User is
associated with a password and therefore can be used with Explicit Login authentication. Pl
Users are still supported for backwards compatibility, and the standard built-in accounts,
piadmin and pidemo, are still provided.

@ T| p Piadmin is the default “god user” and should not be used in any Pl Mapping or

Pl Trust for security purposes. The only valid use of piadmin is disaster
recovery.

3. Pl Groups
P1 Groups can be used when configuring Pl Mappings and PI Trusts. In the past, Pl Groups
were used for grouping together Pl user accounts and providing them with the same access
permissions. This can now be accomplished by mapping Windows Groups to Pl Identities
using Pl Mappings. Pl Groups are still supported for backwards compatibility, and the
standard built-in groups, piadmins and piusers, are still supported.

Note: The PIWorld Identity is a special Pl Identity created by default during the Data Archive
installation. This identity is granted by default to any user connecting to the Data Archive. By
default, the PIWorld Identity has read access to all Pl Points.

To limit the read access to all Pl Points granted by the Pl World Identity, two solutions are available:
(1) Disable the PI World Identity or (2) remove the Pl World Identity from the database security access
control lists.
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6.5.4 Directed Activity — Disable PIWorld Identity

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives

Approach

Disable PIWorld Identity on the Pl Data Archive.

You are now sure that all users and applications are using PI Identities other than PIWorld. Now it is
time to disable it. We recommend disabling it initially to leave a rollback option in case a
user/application reports access issues related to this.

Step 1.

Step 2.
Step 3.
Step 4.

On PISRVO01, open Pl SMT.

Go to Security > Identities, Users and Groups.

Find PI Identity called PIWorld. Right-click > Properties.

Click on “Identity is disabled” and click OK. You will see that it is greyed out.

T Identities, Users, & Groups - Pl System Management Tools (&dministrator)

File  Wiew Tools Help

Servers
Search
Servers

PISRYOT

a- BERBE e
Plldentities Pl Users Pl Groups
|dentity Server Collective  Description Enabled Mappings Allowed  Tiusts Allowed Deletes Allc
ﬁ_ FlEngneers  PISRVO1 Any individual with engineering duties True True Te True
ﬂ PlOperators  PISRVO1 Any individual with operational duties True True Tue True
8, PlSupervisors  PISRYV01 Any individual with supervisory duties True Tiue Tue True
fﬂ' Plworld PISRVO1 Built-in identity to represent world security access  False N/& Ny MAA

System Management

Search
Alarms
Batch
Data

Interfaces

IT Points

Operation

Points
v Security

L

Database Security

Firewall

|dentities, Users, &
Mappings & Trusts
Security Settings
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6.5.5 Access Permissions on the Data Archive

So far, we have seen how a connection can be authenticated (using Pl Mappings, PI Trusts or Explicit
Login), and what gives them authorization (Pl Identities, Pl Users or Pl Groups). However, what
permissions can you get once you obtain authorization?

The Data Archive has a variety of resources to which you can control access. These resources
include PI Points, modules, archive configuration, backups, batches, audit trails, and so on. We refer
to those Pl resources as secure objects.

For each secure object, you can define which PI Identities (or PI Users or Pl Groups) have read
and/or write access. This security setting is stored in an access control list (ACL).

For example, let’s say you have the following three PI Identities:

Administrators

Read-only users

Power users

The “Read-only users” PI Identity should view the tuning parameters of the Data Archive, but should
not be able to edit them. The “Administrators” and “Power Users” on the other hand, should have
write access to the tuning parameters. The ACL for the tuning parameters should therefore be:

Administrators:A(r,w) | Power Users:A(r,w) | Read-only users:A(r)

There are three places where ACLs can be set:

1. On groups of secure objects in the Database Security table (SMT > Security > Database
Security)

On individual PI Points (the Point Security and Data Security attributes)
3. On individual modules in the Module Database

-I—- AVEVA recommends providing minimum access to all users and
|p applications.
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6.5.6 Group Discussion — Default Security

The following questions are intended to reinforce key information, or to
discover a new insight. Your instructor may choose to have you try to answer
the questions on your own or have the group answer them together aloud.

Activity Objectives
e Explore the default settings of the Database security table
e Explore the default security settings of a Pl Point
Approach

Your instructor will give you a few minutes to complete the answers and then will facilitate a
discussion.

Part 1 — Open SMT. Navigate to Security > Database Security.

1. What are the 2 default security settings for all the objects in the DB Security table?

2. Why would no read access be given to PIWorld for some of the tables?

3. What access would a PI Interface and the Pl Buffer Subsystem need?

Part 2 — Examine the security settings for the point Sinusoid in Point Builder (SMT > Points > Point

Builder).

4. What is the default security setting for the Pl Point? What determines the default security for
PI Points?

5. Describe what you think the difference is between Data Security and Point Security

6. What access would a Pl Interface and the Pl Buffer Subsystem need?
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6.5.7 Exercise — Customize User Security

This solo or group activity is designed to maximize learning in a specific topic
area. Your instructor will have instructions and will coach you if you need
assistance during the activity.

Exercise Objectives
» Create PI Identities that will be mapped to Windows Users and Groups
* Configure point security for data access

Problem Description

You have many users requiring access to your Pl System, but they all require different levels of
access to different Pl Points. Therefore, you want to grant access to the Data Archive and its
resources based on user roles.

You have three domain groups:

1. Engineers
2. Operators
3. Supervisors

You need to create a security structure that enforces the following business rules:

¢ The point OSlsoftPlant.Production is a sensitive calculation and it should only be
visible to the Supervisors group.

e The pressure sensor on Mixing Tank 2 is broken, so the data is being entered
manually by the operators. Therefore, the Operators group needs write access to
the data for Pl Point VPSD.OSIsoftPlant.PL2.MXTK2.Pressure. It should be
readable by anyone.

e The Engineers group needs to be able to edit the attributes of all of the OSlsoft
Plant P1 Points (with the exception of OSIsoftPlant.Production, which they should
not be able to see).

Approach

Step 1. Map the three domain groups to the default PI Identities PIEngineers, PIOperators,
PISupervisors

Step 2. Edit the Database Security and Pl Point Security according to the rules above

Step 3. Test your security rules. To run SMT as a different user, hold the Shift key, then right-
click SMT in the task bar and select “Run as different user”.
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Open

Open file location
':5[' Run as administrator

Run as different user
[=f Edit with Notepad++

Troubleshook compatibility

IUnpin From Taskbar
Pirm ko Skarkt Menu

Copy as path

Restore previous versions

Send ko

Cuk
Copy

Create shaorkouk
Delete

m Properties

You may use the following accounts for your tests:

Domain Account Name | Member Of Password

Charles Supervisors ITPROSpwd01!
Homer Operators ITPROSpwd01!
Bertha Engineers ITPROSpwd01!

1. Logon as Homer and try to search for the point OSIsoftPlant.Production. What result do
you get? As Homer, write data to PI Point OSlsoftPlant.PL2.MXTK2.Pressure using SMT >
Data > Archive Editor. Does it work?

2. Logon as Bertha. Try writing data to PI Point OSlsoftPlant.PL2.MXTK2.Pressure. Does it

work? Now try turning compression off for OSIsoftPlant.PL2.MXTK2.Pressure.

3. Logon as Charles. Can you find and read PI Point OSlsoftPlant.Production?
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6.5.8

Directed Activity — Tighten security for the Pl Interface for OPC DA

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to

watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives

Problem Description

In chapter 2, we installed and configured a PI Interface for OPC DA. We created a single identity
called “PI Interfaces & PI Buffers”. Now, we want to tighten our security even further, by creating two
Pl Identities that gives them the minimum required privileges to the PI Interface and Pl Buffer
Subsystem on the Data Archive. Our knowledge base article Seven best practices for securing your

Pl Server, outlines the most secure configuration as follows:

Create a PI Identity for PI Interfaces and for Pl Buffers with least privileges.

Process Read Permissions Write Permissions
Interface 1. Database security > PIPOINT Table None
2. Point Security on the PI Points
Buffer None Data security on the PI
Points

You will implement this security configuration

Part 1 — Monitor the data coming from the PI Interface

Step 1. Whenever making changes to a Pl Interface, it's important to make sure we don’t affect
data collection. Open the display “Pump Overview”, so you can keep track of data flow.

Part 2 — Create an identity for the PI Interface and PI| Buffer Subsystem

Step 2. On PISRVO01, run SMT. Navigate to Security > Identities, Users, & Groups.
Step 3. On the Pl Identities tab, create a new PI Identity called “Plinterfaces” and another

called “PIBuffers”

Part 3 — Edit the Database Security for the new PI Identity

Step 4. Navigate to Security > Database Security
Step 5. Double click on the “PIPOINT” table.
Step 6. Add the “Plinterfaces” Identity, and give it read access

Part 4 — Edit the Pl Point security for the Pump Pl Point
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Step 7. Load all the Pl Points with point source “OPC-PIINT01” in Excel using Pl Builder.
Make sure to select the security attributes when importing the PI Points.

Step 8. Edit the ACL in the datasecurity and ptsecurity column.
a. “Plinterfaces” should have read access to ptsecurity
b. “PlIBuffers” should have write access to datasecurity
Step 9. Publish your changes
Part 6 — Edit the Pl Mapping for the PI Interface & Buffer

pointsource:OPC-PIINTO1 search |

Point Source: |OPC-PIINTO1| X

o Add Criteria ~

A e

Data " {0}

Reset

Step 10. Navigate to Security > Mappings & Trusts

Step 11. On the Mappings tab, open the Pl Mapping you created for the Windows Account “svc-

Plinterface”. Assign it to the PI Identity “Plinterfaces”

Step 12. Open the Pl Mapping you created for the Windows Account “svc-PIBuffer”. Assign it to

the PI Identity “PIBuffers”
Step 13. Navigate to Security > Identities, Users and Groups
Step 14. Delete the PI Identity “Pl Interfaces & Pl Buffers”
Part 7 — Validate your new security configuration

Step 15. On PIINTO1, restart the PI Buffer subsystem (this should also restart the Pl Interface)

Step 16. On PISRVO01, in SMT, navigate to Operations > Network Manager Statistics. How are

opcpE and pibufss.exe connecting?

Step 17. Return to your “Pump Overview” display and validate that you are still receiving pump

data from PIINTO1

@ T| p Always check your data after making changes to security!
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6.5.9 Exercise — Identify the missing best practices

This solo or group activity is designed to maximize learning in a specific topic
area. Your instructor will have instructions and will coach you if you need
assistance during the activity.

Exercise Objectives

You have an interface that is running on PIAFO01. Please have a look on its operation and identify
what improvements we can make in terms of reliability and security.

Approach
Identify what are the possible improvements.

Part 1 — Check if the interface is working reliably.

- Is buffering configured?

- Are health points created?

Part 2 — Check the current security configuration

- What authentication method is used by the interface? How did you check this?

- What access does the interface have on PI Data Archive? Is it enough/too much?

- Is the access restricted to the interface application only?

Based on these, what do we need to do on this server?
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6.5.10 Directed Activity — Make the interface more reliable

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives

o Make the interface more reliable by enabling buffering and creating health tags.

Approach

First, we need to make sure that security is set up in Pl Data Archive for Pl Buffering. What happens
if we enable buffering before setting up access?

Part 1 — Monitor the data coming from the PI Interface

Stepl. On PISRV01l, create a display in Pl Vision a trend of the tag
PIAFO1 Processor(_Total) % Processor Time

Part 2 — Prepare the Data Archive
Step 1. Inthe last directed activity, you created two PI Identities with the following permissions:

Identity Read Permissions Write Permissions

Plinterfaces 1. Database security > PIPOINT Table None

2. Point Security on the PI Points with point
source OPC-PIINTO1

PIBuffers None Data security on the PI
Points with point source
OPC-PIINTO1

These PI Identities are mapped to the following domain service accounts:

Pl Identity Domain Account
Plinterfaces PISCHOOL\svc-Plinterface
PIBuffers PISCHOOL\svc-PIBuffer

Pl Interface and PI Buffer will be running under these accounts. This means they should get the
correct PI Identities when connecting using Pl Mapping. We do not need to test this, as it is working
on PIINTO1. But we need to ensure that these PI Identities have access to all tags that are coming
from this machine.
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Step 2.  Load all the PI Points with point source “PERF-PIAF01” in PI SMT > Point Builder. Do
the Plinterfaces and PIBuffers identities do not have the correct access on these tags.
So, fix it for one of the tags.

Step 3.  Load all the PI Points with point source “PERF-PIAF01” in Excel using PI Builder. Make
sure to select the security attributes when importing the Pl Points.

Step 4.  Edit the ACL in the datasecurity and ptsecurity column. If you edited a single tag on PI
SMT in Step 2, just copy the security settings from that tag to other tags.

Give the “Plinterfaces” identity read access to ptsecurity
b. Give “PIBuffers” identity write access to datasecurity
Step 5.  Publish your PI Point security changes.

Step 6.  (Optional) You also have Pl Analysis Service that is sending data to Pl Data Archive
from this machine. Once the PI Buffering is enabled, it will also start sending data
through PI Buffering. What do you think will happen? How can we ensure that data
flow is not affected?

Part 3 — Enable PI Buffering

Step 7.  From PIAFO01, configure Pl Buffer Subsystem following the same steps in 2.17.3.
Note: You can see that currently it is connecting using piadmin. Why and how?
Change the user running the PI Buffer Subsystem to PISCHOOL\svc-PIBuffer. Note that
this time you do not have to configure any Pl Mapping. Why?

Pl Data Archive Security
Review/update a3 mapping or trust for the selected Pl Data Archive server
Windows account to run the P| Buffering service: NT SERVICE\pibufss Change
PISRVO1 €3 Connecting using piadmin is strongly not recommended
P Choose new Pl Data Archive security settings
o PISRVO1 -
netry secur Ty test
Authentication method
®' Pl mapping (recommended)

Pl trust

Keep the buffer files in C drive. What could be the risk associated with this?

Step 8.  Confirm that the data is flowing through PI Buffer Subsystem. How did you confirm?
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6.5.11 Directed Activity — Upgrading existing PI Interface authentication from PI trusts
and to Windows authentication

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives Pl API 2018 Patch 2

e Start using Pl Mappings for this interface. for Windows Integrated Security

Approach CAUTION

AVEVA recommends upgrading to the Pl API for Windows g ap) 2018 patch 2 does not support PI trusts and
Integrated Security on all Pl Interface nodes, and all other custom  explicit logine.

PI API applications, which run on Windows Operating Systems. .. . T TN [ A R T Ty TR AP
senvice account must be configured on the Pl Data

Default PI APl that is installed with any interface is using Pl Trusts ...

& Explicit Login. It does not support Windows Integrated Security. o .

Therefore, we must install PI API for Windows Integrated Security [ o b#sed applications wil not be able to connect
separately. This will disable Pl Trusts & Explicit Login on this o '

machine. This will be shown in a warning before installation. For more information, refer to the P1 API 2018 Patch 2
for Windows Integrated Security (WIS) Release Notes.

il ' Exit |
Part 1 — Upgrade the Pl API to the Pl API for Windows Integrated Security

Step 1. Log onto PIAFO1

Step 2.  In the folder C:\Class Files\Install Kits, run the program “PIAPI-2018-for-Windows-
Integrated-Security_x.x.x.xx_". You may be prompted to reboot the computer.

Step 3. When the install finishes and the computer restarts, make sure the Pl Buffer
Subsystem and PI Interface services are running.

Part 2 — Validate the new authentication model
Step 4. Log onto PISRVO1
Step 5.  In SMT, navigate to Operations > Network Manager Statistics

Step 6.  Confirm that the PI Interface for PerfMon has received the Plinterfaces identity using
P1 Mapping.

Step7. In Pl Vision, validate that you are still receiving data for the tag
PIAFO1_Processor(_Total) % Processor Time
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If you have a machine that is in another domain/workgroup, you will need to use Windows Credential
Manager to be able to use Windows Integrated Security. This video on our YouTube channel shows
the procedure step-by-step.

| I
1 || Domain Controller username: studentO1 I
| || password: studentdomainpassword
|
1
I I' username: svc-PlBuffer |
[ || password: pibufferdomainpassword |
1 |
| || S username: svc-Plinterface |
ll N password: piinterfacedomainpassword |
I I
I
I I |
I .
I Interface Node | Pl Data Archive I
I (APIfor WIS installed) Windows : |
1 Credential . |
Pl
1 Users & Service Accounts Manager ! | .y dean i
II (minimum permissions) |
{ interfacelocaladmin ——4  student01 I student01 ————| Pl Mapping ———- piadmins |
—
' ! ~ :
1 PlBuffer —m— —————4 svc-PlBuffer -IL—— sve-PlBuffer———+ Pl Mapplng | ——— PIBuffers |
I I ;
I PIOPCinterface ————— svc-Plinterface 'iT——- sve-Plinterface ——| Pl Mapping |[———- Plinterfaces |
|
|
' id |

6.5.12  The “Security Slider”

You can disallow specific methods of authentication to your Data Archive. This is controlled by the
Security Settings plug-in in SMT (Security > Security Settings).

Server - PISAVOT
L ¢ Disable API trusts
—— % Disable SDK trusts
\g » @ Disable explicit login

@ Disable explicit login for piadmin
@ Digable blank passwords

You should set the slider to a minimum of explicit logins disabled. This should not impact you at all
if you avoid using piusers and pigroups. The new installations will have this configured by default.

-I-- If you want to set the security slider all the way to the top, you need to ensure

|p that none of the active connections to the Data Archive use PI Trusts. A good
way of checking is by using Network Manager Statistics in SMT. The
connections using PI Trusts will be indicated in the “Trust” column.
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6.5.13 Exercise — Disable PI Trusts on PI Data Archive

This solo or group activity is designed to maximize learning in a specific topic
area. Your instructor will have instructions and will coach you if you need
assistance during the activity.

Exercise Objectives

« Disable Pl Trusts on Pl Data Archive.

Problem Description

Now that we ensured that all the connections are using Pl Mappings, we can disable Pl Trusts on the
PI Data Archive. This means that all the connections will have to use Windows Integrated Security

Step 1. Check if all the connections are using Pl Mappings using Network Manager Statistics.
Step 2. Disable PI Trusts using Security Slider. Save the setting.

Step 3. Stop and start Pl Data Archive.

Step 4. Check if all your Pl Points are updating.
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7.Monitoring a Pl System

Objectives:
o Browse for Stale and Bad Points
e Build Health Points for interfaces
e Use PI Notifications to monitor Pl System
e Create displays and building dashboards for Pl System monitoring

7.1 Monitoring Tools

The PI System itself can be used to monitor its components. As we saw in chapter 2, Unilnt interfaces
include the functionality to create health tags. You can also collect data about the health of the PI
System using Pl Interfaces specifically designed to collect IT data.

1. PI Interface for Performance Monitor: Collects Windows Performance Counter data.

Performance counters provide information about the performance of the operating system,
applications, services, and drivers. Windows Performance Counters can be viewed outside of
the Pl System using the “Performance Monitor” application (perfmon.exe) included on the
Windows operating system.

Pl Interface for Ping: Measures the response times in milliseconds of ICMP echo messages
(i.e. “pings”) that it sends to a remote machine. It is therefore used to determine the latency
of a TCP/IP network and help diagnose network connection issues between two machines.

Pl Interface for TCP Response: Measures the availability and response times of various
essential services that are part of a TCP/IP network, including web servers, mail servers, and
of course, Pl Servers.

Pl Interface for SNMP: Gathers information from SNMP enabled devices residing in a TCP/IP
network. Devices that typically support SNMP include routers, switches, servers,
workstations, printers and modem racks.
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7.2 Group Questions — What should | monitor?

The following questions are intended to reinforce key information, or to discover
a new insight. Your instructor may choose to have you try to answer the
guestions on your own or have the group answer them together aloud.

Questions

1. As a Pl System Admin, what would you like to monitor in your Pl System?

On interface server:

On PI Data Archive server:

On PI AF Server:

Other applications:

2. Please go to documentation page Which performance counters to monitor and find at least 5
counters that you find useful and share them with others.
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7.2.1 Solo Exercise — Explore IT Monitoring Database

This is a solo exercise that is designed to maximize learning in a specific topic

area. Your instructor will have instructions and will coach you if you need
assistance during the exercise.

Activity Objectives

In our Pl System, we have an existing PI Interface for Performance Monitoring on PIAF01

that monitors some basic Performance Counters. We also monitor an interface using
Health Tags.

Please go to the IT Monitoring database and answer these questions.
Questions
1. What are we monitoring on PIAFO1 server?

2. What are we monitoring on PIPerfMonl interface?

3. Are these elements using a template? How do you think this will help if we decide to monitor
other servers or interfaces?
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7.3 Stale and Bad Points

e Stale Point: a Pl Point which has not received a value in a predetermined amount of time.

e Bad Point: A PI Point whose value is taken from the System Digital State set. The “System”
Digital State set is a collection of digital states that the system uses for indicating errors or
other unique conditions. An assumption is made that if a point has one of these values, it has
a problem.

7.3.1 Directed Activity — Stale and Bad Points

In this part of the class, you will perform a learning activity to explore the
different concepts presented in this chapter or section. You may be invited to
watch what the instructor is doing or perform the same steps at the same time.
You may play a game or hold a quiz. Your instructor will have directions.

Activity Objectives

¢ Define a Stale point
e Define a Bad point
e Search for Stale and Bad points

Approach
Step 1: On PISRVO01, run SMT and navigate to Data > Stale and Bad Points

Step 2 : Click on the “Search” button u to find Stale points (from 4 hours to 365 days) and all
tags with a System digital state

Step 3: How might you approach addressing these points? What questions should you ask?
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8. Troubleshooting a Pl System

8.1 Message Logs

The first step in troubleshooting is always the same: check the message logs! All Pl System software
write messages to log files. It is therefore important to learn which log files to check, and how to read
them.

1. Pl Message Logs

Also known as the “SDK Logs”, these are the logs of all applications based on the Pl SDK.
There is one Pl Message log per computer where an SDK application is installed. The logs
are managed by the Pl Message Subsystem.

Applications that write to this log:
e Data Archive subsystems
e Pl Interfaces (Unilnt version 4.5.0.x and later)
e PI Client applications
How to access these logs:
e On the Data Archive: SMT > Operations > Message Logs
e On all computers with PI-SDK 1.4.0 and greater:
Step 1: Run the program “PISDKUtility”
Step 2: Inthe left pane, select Tools > Message Logs
Step 3: Set the filters to obtain messages (start time, severity, etc.)
Step 4: Click on “Get Messages”

-
& P1SDK Utility (Administrator) =R ENE
File Buffering Tools Help
=@ Pl SDK O Get Messages ERNEY
@ AboutPISDK | Time Fitters
4 Connections Start Time: - Progam:  * Sourcel:
<& snapshotTool | End Time: *1h Message: * Severity: Debug -
Tools
@ Message Log Time: Sewverty Message =
.Ei Support Data 14/04/2016 2:19:.08.675 PM Information Disconne:
@ Error Lookup 14/04/2016 2:19:08.675 PM Information Disconne:
B Tracing Setup || 14/04/2016 2:15:08.675 PM Debug ID: 1172
@ KST Cleanup 14/04/2016 2:13:08.675 FM Debug ID: 1171;
14/04/2016 2:15:08.675 PM Information Deleting ¢
14/04/2016 2:19:.08.675 PM Information Deleting ¢
14/04/2016 2:17:08.08501 PM Information Disconne:
14/04/2016 2:17:08.08501 FM Information Disconne:
14/04/2016 2:17:08.08501 FM Debug 1D: 1170;
14/04/2016 2:17:08.08501 FM Debug 1D: 11685;
14/04/2016 2:17:08.08501 PM Information Deleting ¢
14/04/2016 2:17-08.08501 PM Information Deleting ¢
14/04/2016 2:16:58.8058 FM Emor Emor conr ~
'l 11 3
206 messages retrieved
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e On a PI Interface node: Pl ICU > Press the “View Current Pl Message Log
continuously” button s

e On all computers, you can use the command line utility pigetmsg.exe
Step 1: Open a command prompt window
Step 2: Change the directory to pi\adm or pipcladm
Step 3: Type pigetmsg —f to view the logs continuously
Step 4:  For more filtering options, type pigetmsg —=?

2. Event Logs

Event Logs are the centralized logs on a Windows machine. There are two different types of
logs:

¢ Windows Logs: These logs includes all important events on the operating system,
split up into the following categories: Application, Security, Setup, System and
Forwarded Events.

e Applications and Services Logs: These logs are specifically for applications, with
each application writing to its own log.

P1 System applications write to the Windows Application Log, and sometimes to a dedicated
log under Applications and Services.

I's also a good idea to look at the other Windows logs (Security, System) if you suspect an
issue might have occurred at the operating system level.

Applications that write to these logs:

o AF Application Service

e Data Archive Subsystems (occasionally)
How to access these logs:

Step 1: Run the application “Event Viewer”

Step 2: To access the Windows Application log, browse to Windows Log > Application.
Look at the “Source” column to find messages written by Pl System
applications. You can also use the filter functionality of Event Viewer.

Step 3: To access a specific application’s log, browse to Application and Services Logs,
then find the name of your application (e.g. AF)
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! Event Yiewer

File  Action Wiew Help
€= xmH
] Event Viewer (Local) Application Mumber of events 77 | Actions
= Custom Yiews .
5 [a) Windows Lags Level Date and Time Source F || Application i
= application (i) Irfarmation 4/13{2016 5:57:05 PM PISCK 2 open saved Log...
| Security (DIrformation  4/13/2016 5:57:00 PM pitatal Create Custom Vi
—| Setup I:i)lnformation 4/13/2016 5:56:59 PM WindowsazureTelemet ‘? TEALE LUSLOM ViEw. .
| System I:i)InFormation 4/13/2016 5:56:59 PM pisglss Import Custarn Wiew. ..
—| Forwarded Events
- . ot Clear Log...
B [ Applications and Services Logs |l (i) Information  4/13/2016 5:56:57 PM FISDK
| AF —— (i) nformation 4/13/2016 5:56:56 PM PISDE, ~| | ¥ Fiker Current Log...
5| Hardware Events 1 | » )
= P k
5 Internet Explorer = D roperties
| key Management Service Event 4, pisnapss x % Find...
| Microsoft
i S Al Events As...
'—| Micrasoft Office Alerts el |Deta|ls | H e VB A
_| O5lsoft-PISymbols Attach a Task To this Log...
| OSIsoft-PISystemSearch Starting PI process pisnapss. I vi N
| 0slsoft-Search e
| PIwebaPI il Refresh
& windows fzure
i+ windows PowerShel E Help + ’
-4 Subscriptions -
Log Mame: Application RS
Source: pishapss Logged: | |[E] Event Properties
EventID: 2 Task Categony: | _@ Attach Task To This Event...
Lewvel: Information Keywords: ! 15 copy »
User: MR Computer: I H Save Selected Events...
OpCode:
P G4 Refresh
Mare Information:  Ewent Log Online Help
E Help »
4] | |

3. PIPC Logs

These logs are only used by older, PI API based applications. You should only need to access
these logs if you are running older software.

Applications that write to these logs:
¢ Pl Interfaces with a Unilnt version earlier than 2.5.0.x
e Pl API based applications
How to access these logs:
e On a Pl Interface node: Pl ICU > Press the “View current pipc.log continuously” button
[z
¢ Open the file PIPC\dat\pipc.log
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8.2 Where to look for answers

So, you found an error message, now what? There are a few resources you can use to translate that
message and find your solution:

1. Search for a Solution on the customer portal (https://my.osisoft.com)

This solution search crawls all our online resources, including product documentation and
Knowledge Base (KCS) articles.

2. Search the documentation (https://docs.aveva.com)

This is an online repository of AVEVA documentation. It contains all the up-to-date
administration and user guides for our products.

Ask the community on PISquare (https://pisquare.osisoft.com)
Contact AVEVA PI Tech Support! (https://my.osisoft.com)

When contacting Technical Support, always make sure to have the following information on
hand:

e A clear description of the issue

e Product and version information

e A copy of the relevant message logs

¢ Relevant screenshots, and if possible, steps to reproduce the issue
e Urgency and Impact of this case

e Your PI Server Serial Number (SMT > Operation > Licensing > InstallationID)
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9. Final Exercise

This is a solo or group activity designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if you
need assistance during the activity.

Exercise Objectives

¢ Install another interface to collect data from a different data source.
e Consult other resources (documentation, YouTube channel) to complete the installation.

Problem Description

You have three options in this exercise:

1. Collect performance data from servers and applications using PI Interface for Performance
Monitoring (PerfMon).

2.  Collect data from text files using PI Interface for Universal File and Stream Loading (UFL).

3.  Collect data from SQL Database using PI Interface for Relational Database (RDBMS).
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9.1 Final Exercise — Import performance data from servers

This is a solo or group activity designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if you
need assistance during the activity.

Exercise Objectives

e Install and Configure a PI Interface for Performance Monitor on PIINTO1 to collect
performance data.

e Create AF Elements and Attributes for the newly monitored objects and organize these
elements in a logical hierarchy.

e Create a Pl Vision Display to monitor your Pl System in real time.

Problem Description

You are the new Pl System Administrator at Stark Industries. You want to monitor your Pl System to
make your life easier. There is already a database for this, and you need to add other servers and
applications to this database.

In case you are stuck with a step, feel free to contact TechSupport (your instructor®). Note that they
will require some information from you to understand the issue. Check the previous page on what
they might ask.

Approach

Step 1: OnPIINTOL, install the PI Interface for Performance Monitor. Here is the documentation
you should follow. This should be a simple installation.

a. Installation kit is in C:\Class Files\Installation Kits\PIPerfMon) x.x.x.x.exe

Step 2 : Configure an instance to collect local Performance Counters. Make sure to follow
documentation closely.

Set Point Source as PERF-PIINTO1 and interface ID as 1

b. Use scan frequency of 5 seconds

c. Run the service as PISCHOOL\svc-piinterface (password: student). Hint: Do not skip
the part of the documentation starting with “On the target machine, open
lusrmgr......"

Step 3: Create tags to collect Performance Counters.

a. To create tags, go to Pl SMT > IT Points > Performance counters. On the Tag
Settings tab, select the interface you created in Step 2.
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b. On the Build Tags tab, make sure to create the tags for PIINTO1, not PISRVO1. For
this, you should first add the computer to Pl SMT:

System Management ‘
Search j o

Alarms ~ _

Batch .
Data H
Interfaces + m PINTOM

v |T Points ;‘ Add a Computer's Counters
Performance C
Ping
SNMP

c. Once the computer is added, select the correct tags. We need:

i. CPU usage (Processor(_Total) % Processor Time),
ii. Available Memory (Memory_Available MBytes)
iii. Available space in C drive (LogicalDisk(C:)_Free Megabytes).

d. Once the tags are created, edit their security settings to ensure the PI Interface and

PI1 Buffer have correct permissions. You can copy the settings from previous OPC DA
tags.

Step 4 : Create Unilnt Health Tags for the Pl Perfmon Interface. Device Status and Heartbeat

are enough, but you can create other tags, too.

Step 5: Confirm that you are receiving data to Pl Data Archive. You should have at least 5 tags

coming from the new interface.

Step 6 : Create an element for PIINTO1 and elements for Pl Perfmon and Pl OPC DA interfaces

on IT Monitoring database. Hint: make use of existing templates.

Database | Query Date ~ © @ ) Back H, Checkln %) « [#]Refresh | |3 New Element

Elements PINTOM
@E Elements General Child Elements Attributes  ports  Analyses  Motific
=]~ ﬂ PISCHOOL
—-- (§ PLAFOL
| i (@ PIPerfMoni |E‘*’5”
=" ﬂ FIINTOL # 28 & 8 Name &/ Value
i [ OPCInt_ReadOnlyl T I
i (@ PIPerfMont | i 7 Available Memory {2209 MB
e T 1 o o’
3 Element Searches = &7 CDrive: Avalla... 35144 MB
@ ¥ CPU Usage 0.78406 %
= =1 Machine Name PIINTOL

Step 7 : Create a PI Vision display to monitor the servers and another display to monitor

interfaces.
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O Pi Vision
@ Assets
M =B B

< Home
< [T Monitoring

PIAFD1
@ FlPerfiont

Aftributes

PIAFD1

= Available Memary

C Drive: Available Space
CPU Usage

Machine Name

Display. Cf on*  Asset |PIAFDT W

o o 7

PIAFO1

BO

CPU |u

5 B T

Space 96,058

4/1472022 1:44:57 PM (&)

a. Make use of PI Vision Collections: after creating a display that shows everything for

one element, select everything and click on “Convert to Collection”. This should
replicate to all similar elements

< Home
< [T Monitoring

& FIPerfon1
bute
PIPerfMon1
Device Status
Heartbeat
Interface name
Machine name

Bonus tasks:

1.

|IU1'

PIAFO1

CPU |®

Wl o LN, o

Space 96,059

PIINTO1

[60

CPU [

Space 38,147

Create a new instance of the Pl PerfMon interface on PIINTO1 to collect Performance Counter
data from PISRVO01 remotely. Note that you do not need to install the Pl Perfmon interface on

PISRVO1.

Add this machine and the new instance to the AF hierarchy.
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9.2 Final Exercise — Import data from text files

This is a solo or group activity designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if you
need assistance during the activity.

Exercise Objectives
e Install and Configure a PI Interface for Universal File and Stream Loading (UFL)

Problem Description

You have some data about your pumps that is being exported to some folders on your interface
machine. Your task is to collect data from text files located in these folders and then create attributes
for the new data in your AF template..

Approach

Part 1 — Collect data from C:\Class Files\Data\Exercisel folder. These files contain the current that
each pump has.

Step 1: On PIINTO1, install the PI Interface for Universal File and Stream Loading (UFL). This
should be a simple installation. You can watch the second video in our_YouTube playlist
for installation.

1. Installation kit is in C:\Class Files\Installation Kits\UFL_x.x.x.x.exe
Step 2 : Check the data files and configure new tags for Pl UFL interface.

1. Tagname = PumpX.Current

2. Point Source = UFL-PIINTOL1.
3. PointType = Int16
4. Locationl=1
5. Location4d =1

Step 3: Configure and instance of the UFL interface to collect data from Exercisel folder. You
can follow the documentation or the YouTube playlist.

1. Set Point Source as UFL-PIINTO1 and interface ID as 1

2. Use scan frequency of 30 seconds

3. Run the service as PISCHOOL\svc-piinterface (password: student).

4. Go to folder C:\Program Files (x86)\PIPC\Interfaces and provide full access for the
user PISCHOOL\svc-piinterface
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Share Wiew
>| This PC » Windows (C:) » Program Files (xB6) » PIPCI v O Search PIPC yel
+ A Name : Date modified Type Size
’ adm File folder
: bin File folder
* dat orfac . -
* help
2 Icu Previous Versions  Customize Security
includ Object name: ~ C:\Program Fidg (x8SNPIPCAInterfaces Object name:  C:\Program Files (x86\PIPC\Interfaces
Interfaces ‘
library Giroup or user names: Group or user hames:
log E”‘L AERTIEATION FARKRGES = [EIALL APPLICATION PACKAGES ~
its o EHALL RESTRICTED APPLICATION PACNGES AL RESTRICTED APPLICATION PACKAGES
p SR CREATOR OWNER . $2 CREATOR OWNER
ap
@ Pi6Ico oAt s SR SYSTEM
B PicL.ico : — S Admi rs (PINTO\Admir ) v
To change permissions, click Edit I Edit.. - 5
Permissions for ALL
A;:‘Tﬁé;??ﬂﬂ PACKAGES Allow Deny ——-ﬂ Add I =]
Full control Select Users, Computers, Service Accounts, or Grouy, X
Modify
Read & snecute Select this object type:
List folder contents Users, Groups, or Built-n security princi ] Object Types...
) *
Read From this location:
Wite pischoolint 7~ | | Locations...
) For special pemmissions or advanced settings. Ad
or chick Advanced. 14 es to select (examples):
s (1 w Check Names
v
elected oK Cancel
t P — — Advanced..
t Text Document 2KB
t 3/5/2023 240 PM Text Document 2KB
5. For configuring the INI file, follow the steps in the YouTube video. Note that the
timestamp format is different in the video.
6. Once done, run the interface. Check Pl Data Archive to see if data is updating.
Step 4: Create a new attribute in your Pump element template for Current information. UoM is

Ampere (A).

PurmpTemplate

General Attribute Templates ports  Analysis Templates  Notification Rule Templates
Grouf
| Fiter o~ | Mame: Current
2 128 Name 4 Description | Default Yalue & | Description:
Eq o t ; oA Properties: <MNong>
& BearingTemp = Cateqoties: |
Default LIOM: ampere |
& FlowiRate 0m3fh
Walue Type: Double
& OilPressure 0kPa
Default Value: 0a
& OutputFlowR ate om3fth
Display Digits: -5
< PumpSpeed 0 rpm
Data Reference: | PI Point
i Status 0
3 Settings..
1% Serverys %Element %, Seattribute s
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Part 2 — Collect data from C:\Class Files\Data\Exercise?2 folder. These files contain efficiency data

coming from a third-party application.

Step 1: Check the data files and configure new tags for PI UFL interface.

® 2 0 T o

Tagname = PumpX.Efficiency
Point Source = UFL-PIINTOL.
PointType = Int16

Locationl = 2

Location4 =1

Step 2: Configure and instance of the UFL interface to collect data from Exercisel folder. You
can follow the documentation or the YouTube playlist. This time the ini file will be a bit
more complicated, so take your time to understand the logic behind it.

o o T w

Set Point Source as UFL-PIINTO1 and interface ID as 2
Use scan frequency of 30 seconds
Run the service as PISCHOOL\svc-piinterface (password: student).

For configuring the INI file, watch the YouTube video to understand the logic. Note that
the timestamp format is different in the video.

Step 3: Create a new attribute in your Pump element template for Efficiency information. UoM
is percent (%). Confirm that you are getting data for both attributes.

Group by: S ES -Q MName A Yahe {%

Mame: EFFici

o [ficncy 2 & BearingTemp 49,929 °C
Description: | !
Properties: <Nane> L <7 Current 672 A
Lo = < Efficiency 72%
Default LOM: |Delcent
Yalue Type: Ink16 7 = 'f.;{ FlowRate 337 m3fh
Defaul Vale: 0% L] <7 OilPressure 95.6 kPa
Display Digits: S

=
Data Reference: | PIPaint Gf OUtDUchWR ate 433 m3,fh
Settings... = &F PumpSpeed 886,74 rpm

\%Serverse| %Element %, YoAttribute¥s = &F Status 3
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Final Exercise

9.3 Final Exercise — Import data from SQL Server

This is a solo or group activity designed to maximize learning in a specific
topic area. Your instructor will have instructions and will coach you if you
need assistance during the activity.

Exercise Objectives

¢ |Install and Configure a PI Interface for Relational Database Management Systems (RDBMS)
¢ Note that this exercise requires basic level of understanding of SQL.

Problem Description
Collect data from tables in SQL database on PIAFO1.

5 @ PIAFOT (SOL Server 15.0.2000.5 - PISCHOOL studen
= Databases
i Systern Databases
T Database Snapshots
- DATA
+ Database Diagrams
= Tables
System Tables
FileTables
External Tables
Graph Tables
B dbo.POWER
B dbo,PUMPS_EFFICIENCY

+| [+ = = = [*

Approach

Part 1 — Collect data from DATA.dbo.POWER table. This table shows total power consumption for all
the pumps.

Step 1: On PIINTO1, install the PI Interface for Relation Database Management Systems
(RDBMS). This should be a simple installation.

a. Installation kit is in C:\Class Files\Installation Kits\RDBMSPI_x.X.x.x.exe.
b. Once asked, reboot the machine.

Step 2 : Configure and instance of the RDBMS interface to collect data from Power table. You
can follow the documentation or YouTube video (note that you will need to skip the part
about security between 2:45-6:15).

a. Set Point Source as RDBMS-PIINTO1 and interface ID as 1

b. Use scan frequency of 30 seconds
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c. Run the service as PISCHOOL\svc-piinterface (password: student).
d. Do not forget to create a DSN for PIAFO1.

Create a Mew Data Source to SOL Server x

Thig wizard will help you create an ODBC data source that you can use to
connect to SOL Server.

Wwhat name do you wart to use to refer to the data source?

é‘g Marne: [F'IAFEH |

How do you want to describe the data source?
Description: | |

Which SGL Server do you want to connect to?
Server: |PLAFO| v|

ot ] oo ] [

Create a Mew Data Source to SOL Server X

] Change the default database ta:

«f! L
FIFD

] T PVizion
tempdb
E se AMNSI nulls, paddings and warmings.

|Jze the failover SAL Server if the primary SOL Server is not
avalable.

< Back Cancel Help

Step 3: Configure a new tag for PI RDBMS interface using Pl System Management Tools.
Watch this video to configure the SQL query.

AV=VA

Page 186


https://www.youtube.com/watch?v=0dPjO888mIQ&list=PLMcG1Hs2JbcuR_UEb5IGY3fenO6CfPlhX&index=4

Final Exercise

a. Tagname = Pumps.Consumtion
b. Point Source = RDBMS-PIINTO1
c. PointType = Float32

d. Locationl =1

e. Location4 =1

f.

ExDesc = Write a similar query after watching the video given above. Do you think you
need to provide an ORDER BY clause in your query?

g. Check data on PI Data Archive. Do you see historical data? How can you import all
the historical data?

Step 4 : Create a new attribute on Pumps element on AF to see the total Power. UoM is watt.

General Child Elements Attributes ports  Analyses  Notification Rules  Yersion

| Filter 2 | Name: |iner
# ¢ |8 & B Name & Value &} | Description: |
: & Power EW2-43 W Properties: Configuration Item
b Categories: |
Defaulk UOM:  |watt
Yalue Type: Single
value: [772.43 W
Display Digits: |—5
Data Reference: | PI Point
] Setking
‘ PISRYO1\Pumps. consumption|
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Part 2 — Collect data from DATA.dbo.PUMPS EFFICIENCY table. This table shows efficiency for each
pump.

Step 1: Configure and instance of the RDBMS interface to collect data from Power table. You
can follow the documentation or YouTube video (note that you will need to skip the part
about security between 2:45-6:15).

a. Set Point Source as RDBMS-PIINTO1 and interface ID as 2
b. Use scan frequency of 30 seconds

c. Run the service as PISCHOOL\svc-piinterface (password: student).

Step 2 : Configure new tags for PI RDBMS interface. Watch this video to configure the SQL file.

a. Tagname = PumpX.Efficiency

b. Point Source = RDBMS-PIINTO1.

c. PointType = Float32

d. Locationl =2

e. Location3 = depends on your query. Please refer to the video above.
f. Location4 =1

g. Instrumenttag = sql file you created.

Step 3: Create a new attribute in your Pump element template for Efficiency information. UoM
is percent (%).

Group
Mame: |EFFiciency
Description: |
3| e Rame <% yame o
Properties: <MNong>
, = <7 BearingTemp 28.714 °C
Cateqgories: | s ——— |
Default UOM: |percent L : <7 Efficiency {75 %
Value Type: Double | &7 FlowRate 882,78 majh
Default Value: |D % . = G,; OPressirs 95,286 kPa
Display Digits: |-5
L «F OutputFlowRate 1020.6 m3fh
Data Reference: | PIPaint
: = &7 PumpSpeed §88.69 rpm
3 Sektings...
: =
|\ %eServerve| %E ement %, Zohttribute & Status 2 (s
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Appendix

10. Appendix

10.1 Final Exercise — Import performance data from servers

Step 1: On PIINTO1, install the PI Interface for Performance Monitor.

1.

S T

Run the installation kit (C:\Class Files\Installation Kits\PIPerfMon_x.x.x.x.exe) as
administrator.

Click OK on extraction pop-up.

Click OK on Welcome page.

Click Next on Running service page.
Click Next once the installation is finished.
Click Close.

Step 2 : Prepare the permissions on the machine.

1.
2.

Search for lusrmgr.msc or “Edit Local Users and Groups” in Start menu.
Go to Groups > Performance Monitor Users and add svc-piinterface.

B

File Action View Help

e | 2@ XE = HIMD

& Local Users and Groups (Local) || Name Description

= : I nccess Control Assist.,  Members of this g General
&% Administrators Administrators hal .
&l Backup Operators Backup Operatars ‘Lw Performance Morilor Users i
%: Certificate Service DC...  Members of this g | Select Users, Computers, Service Accounts, or Groups X
& Cryptographic Operst.. Members are auth Description: [Mernbess of this group can|
2% Device Owners Members of this g data locally and remotely | Select this object type ‘
% Distributed COM Users  Members are alloy ‘USEISI Service Accounts. or Groups Object Types...
Members:

' Event Log Readers Members of this g

Frorn this location:

uests Guests have the sz ‘pischool.inl et
- Administrators  Members of this g
Built-in group use mes to select [examples):
. Members in this g Check Names
I embers of this g
HPtl’meanu Monitor... Ilembers of this g
| Power Users Pow ers are in
Advanced... OK Cancel
&% Print Operators Members Chmgdr -
SR RDSEndpoint Servers  Servers in this gro
) »
JERDS Management Ser..  Servers in this gro| Changes to a user's group membership
Add... Remove are not effective until the next time the:
I8 RDS Rermote Access S..  Servers in this gro| Lset logs on
I Remote Desktop Users  Members in this g
& Remote Management... Members of this g [1]% Cancel Help
& Replicator Supports file replitawormreworrs:
Bl Srorane Renlica Admi.. Memhers of this arun have rom
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Step 3: Configure an instance to collect local Performance Counters.

1. Open PI ICU. Click on “Create a new instance from EXE”.

2. Browse and find the PerfMon interface EXE file.
Select host as PISRV01. Set Point Source as PERF-PIINTO1 and interface

B Pl interface Confia

ID as 1. Click Add.

ration ] -
8 Interface  Tools Help
N 4 >0 26 0@ I v Search Installation Kits
i Interface: |- so vl |
-
T Type none E{ﬁ te Locate Interface
pg Desciiption: Use the Browse button to select @ aiface service file [ exe] to configure. The additional 2 Interfaces s PlPerfMan v o Search PIPerfMon
) parameters shown may also be selected.
F
.q - 1) Browse to interface executable required): R New folder 2w [
o ~
bE ;n:::ize |I:‘\F'logvam Files [#86)\PIPCuInterfaces\PIPer Mon\PIPerfMan. exe E This PC 4] Name Date modified
e Unilnt E s &3 Server Colecve [lequied). éth' | B 30 Objects PlPerfiion exe 6/30/2022 749 PM
- Failover [pisrvn =] Ll I Desk
Health Points esktop
Performance Counte || Documents
Performance Points g q
L Pl SDK. 3) Dptional Settings 4 Dowrloads
gg:;nected Starty Interface name as displaped in fhe ICU [optional): J‘ Music
10 Rate | Pictures
Interface Status i Semice|D
IT uguﬂsll 1 ~ i Windows (C}
- TEMporary Stora
Add Clear Fields Close
s Pl System Files {|
d Network
Close
| Add new interface...
Car

Create a scan frequency of 5 seconds.

ﬁ! Pl Interface Canfiguration Utility - PIPerfMoni * - a x
9 Interface  Tools Help
NEBX|H| > "o BR(E|@
o Interface:  |PIPerfMon (PIPerMont) > pisrvO1 ~|  Rename
Type: PIPerfdon v | Pl Performance Moritor PI Data server Connection Status
i Description: | ’ pisrv 01
. W ‘Witeable
B Versions: |F‘IPelann,exc version 2.2.1.27 |Uni| nt version 4.7.2.1
i | General General Pl Host Information
[ :IPefann Point Source:  |PERFPINTO1 _I Server/Collective: [pisrvD1 =]
ervice
Unilnt FERF-FINTOT }_I SDK Member: Ig.z;u m ;I
<= Failover . —
' Health Paints AP| Hostriame: Ip.ar w01 _-l
- Performance Counters Interface 1D: User. Ipiadmin | piadming | Plworld
- Performance Points : i
| 150K ST Type: |Non—|ep||:ated -PI3
-~ Disconnected Startup Wersion: |P| 24445699
- Debug Port: |5450
10 Rate -
Interface Status i
Interface Installation Path
[E:\Prngram Files [86]\PIPCMInterfaces\PIPerfM ..
Interface Batch Filename
|PIPeritont bat
Close Apply
Ready Service Uninstaled PIPerftdan - Not Installed p
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5. Goto Service tab. Click on [Domain\]UserName. Enter PISCHOOL\svc-piinterface and

password: student. Click on Create and Apply.

Interface  Tools  Help
DNEX/Hd»)e"o RR| A |
Interface: |P1PerfMon1 (PIPerfMon) - pisrv0l ;] Rename
Type: ElParfMon «| Pl Performance Monitor ~ Pl Data server Connection Status |
Desciiption; | A
. ¥ Witeable
Versions:  |PIPerfMon.exe version 2.21.27 |Unilnt version 4.7.2.1
General Service Configuration
- Service name: IPlFaffMum ID |1 _A‘ il e
Service @ Auto Create
it Display name: |PI-PIPertMont  Manual
i Failover Lo
Health Poirts Log orFa
Performance Counters
- Performance Points UserName:
OMF Health Configuration
- PISDK Parswoud: [ oo |
i~ Disconnected Startup )
Debug Corfitm password: | Installed services:
10 Rate Dependencies: AJRouter ~
Interface Status 4 ALG
ApplDSve
b | | Appinfo
AppMgnmt v
< 3
Allloyn Router Service
Close | I Apply |
Ready Service Uninstalled PiPerfMon1 - Not Installed

Step 4 : Create Unilnt Health Tags for the Pl Perfmon Interface. Device Status and Heartbeat

are enough, but you can create other tags, too.

Pl Interface Configuration Utility - PIPerfMon1 - O X
Interface  Tools Help
NSX|d P "o BRI e
Interface: IPIPerIMon1 (PIPerfMon1) -> pisrv01 d Rename I
Type: PIPerfMon | P Performance Monitor Pl Data server Connection Status
Description: | S pistv(l
. ¥ Wiitesble
Versions: [PlF‘erlMon.exe version 2.2.1.27 |Urinl version 4.7.2.1
General Unilnt Interface Health Monitoring Points
PlPerfMon [ Tagname | Type [s A
Service - P - 0
Unilnt ed| sy.stPIINTO01.PiPerf U =
Failover Not Created sy.st PIINT01.PIPerfMonl.Device Status [ui_b Create I
u = - - ’ pp—
th Foint i -
e || NotCieated sy stPINTON FiPeriMon 10 Rate wiiore e Al
erlomance LOUMEs | | ot Created sy st PIINTO1.PIPerfMon Message Count [UI_MSG St
Perfomance Points | | Not Created sy, stPIINTO1 PiPerfon Output Rate [UI_0UT clete
-~P1SDK Not Created sy.stPIINT01.PIPerfMont.Output Bad Value Rate ui_out Delete All
Disconnected Startup | | Not Created sy, st PIINTO1.PIPerfMon1. Trigger Rate [VI_TRIC
Debug Not Created sy.st.PIINTO1.PIPerfMonl. Trigger Bad Value Rate [UI_TRIC Correct
10 Rate Not Created sy.stPIINTO1.PIPerfMonl.Scan Class |0 Rate.scO [ui_scic i .
Interface Status Not Created sy stPIINTO1.PIPerfMonl Scan Class Bad Value Ratesc  [UI_SCB'  CorrectAll
Not Created sy st PIINTO1.PIPerfMon1 Scan Class Scan Count.sc [ui_scst
Not Created sy.stPIINTO1.PIPerfMon1 Scan Class Scans Skipped sc0 U scsi Rename
e Refresh Snapshots
I Refresh Table
To create, delete, corect, of rename a Unilnt Interface Health Point, use night mouse button
Close | Apply I
Ready Stopped PlPesfMon1 - Installed y
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Step 5: Create tags to collect Performance Counters.

1. To create tags, go to PISRV0O1 > Pl SMT > IT Points > Performance counters. On
the Tag Settings tab, select the interface you created in Step 3.

T Performance Counters - PI System Management Tools (Administrator)

, File  View Tools Help

Servers

L7
[‘ — pl Tag Settings  Buid Tags
Servers
(4 PIsRvO1 Pl Interface |dentification
Choose an existing Pl Performance Monitor interface:
BPlA LA N1 =
L\\PIINTDT\H PerfiMon1 -> Pl
ETOCT AT IDETARCE TLOC ST
System Management Tools —_—
I Search p| Scan Class number (Location 4] 1
Alams ~
Batch
Data
Interfaces Paint Details
v IT Points . . r
Point Name Prefix
Performance Counters ‘
Fing Include Machine Name in Counter Path and Tagname
SNMP
L= [ Use Counter Name as Description [ Include Counter Description

Go to Build Tags tab on top.
Click on “Add a Computer’s Counters” and add PIINTO1.

System Management ‘
Search ol l
Alarms ~

Batch

T
Data
Interfaces lfl\\:@ PINTD

v T Points I+| Add a Computer's Counters
Performance Ci

Fing
SNMP

4. Once the computer is added, select the correct tags from PIINTO1. We need:
i. CPU usage (Processor > % Processor Time > _Total).

= e L S
G Power Meter
4-[ )27 PowerShell wWorkflow
+- )24 Print Queus
4-[ 77 Process
=-{ )24 Processor
ek %01 Time
+ [l % C2 Time
w1k % C3 Time
+-[ T % DPC Time
+-[ 1k % Idle Time
- V8 % Intenupt Time
3 [ Tk % Privileged Time
-1k % Processor Time
[y Tatal

0o

ii. Available Memory (Memory > Available MBytes)
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iii. Available space in C drive (LogicalDisk > Free Megabytes > C:).

5. You should see these three listed on the right side of the screen. Click on Create tags.

Buid? Point Name

%) PIINT01_Memory_Available MBytes
M PIINTO1_LogicalDisk(C:)_Free Megabytes

Pesformance Counter

M PIINTO1_Processor_Totall_% Processor Time \\PIINTO1\Processor_Total]\% Processor Time 0

SAPHNT 01 \Memory\Available MBytes
SAPINTO1\LogicalDisk(C: \Free Megabytes

Value Type
Float32
2269 Float32

372.. Float32

<

Build Tags
(@) Create tags on Server: PISRVO1

() Wiite tags to CSV File

>

TagCount 3

v

6. Once the tags are created, edit their security settings to ensure the PI Interface and
PI1 Buffer have correct permissions. You can copy the settings from previous OPC DA

tags.

Fd & e 3 point
Server Name Stored Values  Point Sowrce  Point Type  Pont Class  Descriptor ’
PISRVO1  PIINTO1_LogicalDisk(C:)_Free Megabytes Realtime data PERF-PIINTO1  Float32 classic Free Megabytes(C:): Free Megabytes displays the unallocated space, in megabytes, on the disk driv
PISRVO1  PIINTO1_Memory_Avaiable MBytes Realtime data PERF-PIINTO1  Fieat32 classic Availsble MBytes: Avadable MBytes is the amount of physical memory. in Megabytes, immediately av
PISRVO1 PIINTO1 Processor Totall % Processor Time  Realtime data PERF-PIINTOT  Float32 classic % Processor Timel Totall: % Processor Time is the percentace of elapsed time that the processor st *
< >
General Archive Classic Securty System

Point Security Data Securnty
& piadmin & piadmin  PIBufers
1 piadmins S piadmine
8 Prwond 8 Prwodd

Remove Add. Remove
Permissions for Pl interfaces g Allow Permissions for PI Buffers Allow
Read = Read ]
Write O Wiile

Step 6 : Start the interface and confirm that you are receiving data to Pl Data Archive. You should
have at least 5 tags coming from the new interface.
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TR Current Values - P| Systern Managernent Tools (Administrator)

File  Wiew Tools Help
Servers s @ X % @ E4e e
|_‘aesr:h |
Tag Name Server
servers PIINTO1_LogicalDisk(C:_Free Megabyt PISRYOT
_LogicalDisk(C:]_Free Megabytes
_Memory_Availal phes
£ PisAver PIINTOT_Memory_Available ME PISRVDT
PINTO_Processorl_Total]_% Processor Time  PISAYVOT
.5t FIINTO1 PIPerftdont. Device Status PISRVO1
sy.st PIINTO1 PIPeriMonl Heartbeat PISRVOT

Yalue

37,200
2219

Callective  Timestamp

917/202310:13:.29 AM
911772023 10:13:29 AM
972023101334 AM 17739
9M17/20231013:24 AM - 0] Good
9772023101334 8M 3

Enginesring Units

seconds

Step 7 : Create an element for PIINTO1 and elements for Pl Perfmon and Pl OPC DA interfaces
on IT Monitoring database.

1. Create a new element under PISCHOOL from “Server template” and call it PIINTO1.

Choose Element Template X b
Q \WPIAFOINT Monitoring IPI System Explorer (Administrator) |
P i |PISCHOO!
File  Searc View Go Tools Help et : ‘ ‘
) . Add child element using the reference type:
aDatabase ¥ Query Date ~ O @ ) Back H, CheckIn %) v [2]Refresh | (3 New . Compastion
Elements |PIscHoOL * Parent-Chid
I eneral (| ments Attributes Ports  Analyses Notificat
& General  Chid Ele ib aly f
= -
: New 3 New Child Element | 8 2SI
e <None>
€, Element 5¢ Convert @ NewElement = 2.
€] New Model L] er Template
Create or Update Data Reference f
a &9 AddElement Reference...
Ok, Categorize... I
Location... 1 New Attribute n
Health... ¢ NewPort
B  Annotate.., =i New Event Frame
Find N gﬂ New Analysis
Cancel
Make Root Node
Elements PINTO
(& Elements General Chid Elements  Attribute
i PISCHOOL
S @ Plaml Name: PIINTO1
‘ PIPerfioni Description: |Server|
A PINTOL
Template:  |Server Template
(£, Ele

2. Checkin your changes. Go to Attributes tab and confirm that all 4 attributes show data.

&t B @ & Name = Yalue @‘
s B <7 Avallable Memaory 2093 MB
s B &F C Drive: Available Space 37174 MB
o8 «F CPU Usage 85.323 %
L] 21 Machine Mame PIINTOL
[
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E Elements
v PISCHOOL

Step 8: Create a new element under PIINTO1 from “Interface template” and call it

OPCInt_ReadOnlyl. Check in your changes.

General Child Elements  Attributes

Ports  Analyses Notification

Choose Element Template X

Parent: |PIINTO1

Add child element using the reference type:

-+ Composition
- Parent-Child

Element Template:
<None >

Interface Template
(@ Server Template

& Plaro1 Name: [pinTor

£}, Element Seq

ol r e m
bt New *» ||  NewChild Element
| Convert y» | J  New Elemnent .
¢ New Model Cancel
Create or Update Data Reference (€] NewMode P E E anc
- « Add Element Reference...

i (@ PIPerfMoni

;‘_,,@ PIINT '
e OPCInt_ReadOnly1
(£}, Element =

Elements OPCInt_ReadOnhy1
@b Elements [Generai | Chid Elements Attrbutes Ports  Analyses
v PISCHOOL

=l @ PIAFOL PCInt_ReadOnly1

Template: |1nterface Template
Cateqories: |

Step 9: Create another element under PIINTO1 from “Interface template” and call it PIPerfMon1.

Step 10:

Check in your changes.

@Database F¥ Query Date ~ © @ Q Back H, CheckIn !

(£}, Element Searches

Elements PIPerfMon
(& Elements General Child Elements  Attribut
v PISCHOOL

- @ PIAFOL Name: IPIPerfMonl

- (@ PIPerfMoni Description: |Interface

—J—-viJ PIINTO1

ivf§ OPCInt_ReadOnly1 Template:  |Interface Template
-5 —

Confirm that all the attributes are showing data for these elements.
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Step 11 :Create a PI Vision display to monitor the servers and another display to monitor
interfaces.

© ) P Vision

@ Assets Display. Cf sset | PIAFO1 W

HE B B 2 O o

PIAFO1

< Home

< [T Monitoring CP U

PIAFD1
@ PIPerfion1

Aftributes

PIAFO1

[=] Available Memary

C Drive: Available Space
CPU Usage

Machine Name

1. Open PI Vision. Click on “New Display” on top right menu.
2. On the left menu, drill to PIAFOL1.

< Home
< IT Monitoring

PIAFD1

@ PIPerfMon1

3. From the attributes menu, select CPU usage and drag to the screen.
4. Select Available memory and drag it below CPU trend.
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5. On the top menu, select Value symbol.

AVEVA™ Pl Vision”
@ Assets

g B

6. Select Machine name attribute and place it above the CPU trend. Right click and go
to Format value to show only the Value. Increase the font size.

Fill

Add Multi-State

Add Navigation Link Text

Convert to Collection

Switch Symbol to >

Font Size

Text Alignment

Value

Format

Units

v Visibility

Label

Units

Timestamp

Value

7. Copy the Value you just created and paste it below the RAM trend. From the attributes
pane, drag “C Drive” on to the newly created symbol.

mrlalv] xOvT B

PIAFO1

@ PiPerfMon1

Aftributes

PIlAFO1

= Available Memory

= C Drive: Available Space
= CPU Usage

=] Machine Name
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8. It should now show the value. Add the Units from Format value pane.

Font Size Other
Text Alignment Left
Value ]
Format Database

Default

¥ Visibility

Add Multi-State
Add Navigation Link

Label

Units

Timestamp

Convert to Collection

Switch Symbol to > Value

» Save Default Configuration

9. Add text boxes next to each of these symbols.

PIAFO1

100

Available
RAM (MB) [

k1 ,.-1|:||E|

Available
Space inC
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10. Draw a rectangle covering all the objects. Make the fill transparent.

Save fcon™ Asset |PIAFO1 W

&'
% B T, Format Shape v
n' ]

l Format Shape
Configure Multi-State

Add Navigation Link

PIAFO1

o0

Available
RAM (MB)

Available
Space in C

11. Select everything on the screen. Right click on the object and click on “Convert to

Collection. Adjust the size of the Collection to fit the PIINTO1 on the right.
PIINTO1

Available | Available
RAM (MB) | RAM (MB)

Available Available
Space in C Space in C
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For Bonus part, do everything the same way as above except:
- Create the interface instance on PIINTO1.
- Use Points source PERF-PISRVO01
- When creating PI Points on PI SMT, expand the Counters from PISRV02 (not PIINTO1).

D
| Tag Settings  Buid Tags

Pl Interface |dentification
Choose an existing Pl Performance Monitor interface:
MAPINTO1VPIPerfMon2 -> PISRVO1 (ps:PERF-PISRVO1) v
- hone -
\PIAFOT\PIPerfMon -> PISRVOT (ps:PERG-PIAFD1 )lid:1)
WPIINTOT\PIPerfMon2 -> PISRVO1 (ps:PERF-PISRYO1 )1

ﬂ Scan Class number (Location 4] |5 v

" 1] TagSettings Buid Tags

Template Manage it 2
= el Buid? Point Name Peromance Counter Value Type
=4 i o PISRVD1_Processor_Total]_% Processot Time \\PISRY01\Processor_Total\% Processot Time 0 Float32
Load Apply  Create Unload

PISAVO1_Memory_Available MBytes \\PISRVO1 \Memory\Available MBytes 144, Float32

PISRVO1_LogicalDisk(C:)_Free Megabytes \PISRVOT\LogicalDisk(C:J\Free Megabytes 229.. Float32
Curent Template(s)

o

Apply Counters to Instances

~

# )23 MET CLA Exceptions
5 [J=3 MET CLR Interop
o )4 MET CLRJI
4[4 NET CLR Loading
# [JZA NET CLR LocksAndT hreads
#-{ )2 NET CLR Memory
& [JZA NET CLR Networking
4 )2 NET CLR Networking 4.0.0.0
& (=3 NET CLR Remoting
#-[ )28 NET CLR Secuiity
# )8 NET Data Provider for Oracle b
< > Buid Tags
(®) Create tags on Server:

(O Wirite tags to CSV File

In the AF hierarchy, add PISRVO01 as a server and PIPerfMon2 as an interface under PIINTO1.

Elernents -
& Elements Ge
S @ PISCHOOL

= (J PIAFOL

, e (51 PIPerfMoni E
+-.- (3 PIINTOL rd
i - ------ & OPCInt_ReadCnlyl

. - 9 PIPerfMoni

: L. § PIPerfMon2

b (§ PISRYO1
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10.2 Final Exercise — Import data from text files

Part 1 — Collect data from C:\Class Files\Data\Exercisel folder.

Step 1: On PIINTO1, install the PI Interface for Universal File and Stream Loading (UFL).

1.

o g bk~ w b

Run the installation Kkit
administrator.

Click OK on extraction pop-up.
Click OK on Welcome page.

Click Next on Running services page.

Click Next once the installation is finished.

Click Close.

Step 2 : Prepare the permissions on the machine.

1. Go to folder C:\Program Files (x86)\PIPC\Interfaces and provide full access for the
user PISCHOOL\svc-piinterface.

Share Siew
o[ This PC > Windows (C:) » Program Files x88) > PIRC| v & | SearchPIP
A Name Date modified Type ze
adm 3/6/2023 7:03 AM File folder
bin 3/6/2023 7:08 AM File folder
dat
help
Icu ng Previous Versions  Customize Security
includ ’
Object name:  C:\Program Fildg (x8E)\PIPCAInterfaces Object name:  C:\Program Files (xB6\PIPC\ nterfaces
Interfaces ‘
library G'jup Of Uset names Group of user names:
log : ALL APPLICATION PACKAGES ~ [E1ALL APPLICATION PACKAGES ~
it ik W& ALL RESTRICTED APPLICATION PACNQGES [2ALL RESTRICTED APPLICATION PACKAGES
*} CREATOR DWNER y 82 CREATOR DWNER
@ Pi16ICO . = 82 SYSTEM
K PlICU.ico - . - - 82 Administrators (PIINTO1\&dministrators) v
To change permissions, click Edit - 5
Permissions for ALL
APPLICATION PACKAGES . Remouwe
Full control Select Users, Computers, Service Accounts, or Groups
Modify
Read & execute Select this object type:
List folder contents Users, Groups, or Built-in security princi ‘ Object Types...
+
Read From this location
\Wite pischoolint ‘ Locations...
) For special pemmissions or advanced settings, Ad
ora click Advanced. T es to select (examples):
; svc-pinterfacel Check Names
B I
v
elected (1] 4 Cancel
t 3/5 Text Croenerrrerr g Advanced.. Cancel
t 3/5 Text Document K

(C:\Class Files\Installation Kits\UFL_x.x.x.x.exe) as
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Permissions for Interfaces X

Securnty
Object name:  C:\Program Files (x86)\PIPC\Interfaces
Group or user names:
[0 ALL APPLICATION PACKAGES ~
[E)ALL RESTRICTED APPLICATION PACKAGES
B2 CREATOR OWNER
SYSIEM
& sve-Plinterface [sve-Plinterface@pischool int) I v
- >
L}
Add... Remove
Permissions for sve-Plinterface Derny
Full control M) O &
Modify O
Read & execute O
List folder contents O
Read O v
Corcat | [ owby

Step 3: Configure and instance of the UFL interface to collect data from Exercisel folder.
Open PI ICU. Click on “Create a new instance from EXE”.
Browse and find the UFL interface EXE file.

Select host as PISRV01. Set Point Source as UFL-PIINTO1 and interface
ID as 1. Click Add.

H >»so 3R A

an! [PiPerfMon1) -> pisrv01 l] M

Type: TR e ~ Data server Connection Status

Description ;/ pistv01
Use the Browse button to select a Pl Inteths ice file .exe] to configure. The additional Writeable
Versions: | parameters shown may also be selected
General
OtPatiol 1) Browse to intetface executable (requred) = Create /R
Service |E.\ongam Files (x86)\PIPC\Interfaces\PI_UFL\PI_UFL exe
Unilnt ide DUl L L o Path ] —I
Failove, I 1
Heakth [pisrvO1 «} |pisrv01 B8 Locate Interface,
::::: ¢ 9 v rch Pl UF
;‘ SDK 3 Optional Settings Organize v New folder
iscon|
Debug . ~
0 Rate ln[tevfacenameosr Isplayed in the ICU (optional) B This PC
Interface &
s W D 3 30 Object
I JFL-PIINTO! 1 M I Desktop
N Documents
I add | I Cleat F
| Add new interface. Running PIPerfMon] - Inst

| i Windows (€
«s Temporary Stora
s Pl System Files (1

¥ Network Vi €
File name: l
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4. Create a scan frequency of 30 seconds.

(Genersl [ General Pl Host Information

gz‘me PointSource:  [UFLPINTO1 _, Server/Collective: [pisr01 -]

10 Rate UFLPINTO1 _I SDK Member: [,—wu 01 _]
APl Hostname:  [pisrv01 =]

Interface ID: 1 User: |p|a¢nn | piadmins | PIWorld

Scan Classes Type: [Nonreplicated - PI3
Version: [P13.4.445688
Scan Class # Pott: [5450

1

Interface Installation Path

5. Goto Service tab. Click on [Domain\]UserName. Enter PISCHOOL\svc-piinterface and
password: student. Click on Create and Apply.

Description: [ g pisv0l
. v Wiiteable
Versions: [PI_UFL‘eme version 36.7.144 |Nun Unilnt-based interface
General Service Configuration
1 - Service name: [PI_UFL] 1D IW _‘, Startup Type Create / Remove
Service @ Auto
= Display name:  [PI-PI_UFL1 © Manual
Logonas _( NT Service\PI_UFL1 € b Refove
[Domain\]JUserName
UserName: m
OMF Health Configuraion
Password: . —‘g —]
ot s 1™ Installed services:
Dependencies: tepip AJRouter ~
P ALG
ApplDSve
3 Appinfo
Aophiom v
< >
Alloyn Router Service v
Ready Stopped PI_UFL1 - Installed

Step 4: Configure the ini file.
1. Goto UFL Tab and create a new ini file as shown below.

General Pl Universal File Loader Interface-Specific Parameters (3.6.7.144)

[ Run Once and Exit r
10 Rate
C:\Program Files (x86]\PIPC\Interfaces\PI_UF Launch UFLDesigner.exe
Archive Mode
{8 Browse for UFL Configuration File x|
« - 4 < Interfaces > PI_UFL » INI v »
Organize +  New folder m @ |
Exercisel - Name Type
Exercise?
Installation Kits
B This PC
P30 Objects v < >f
Ready File namg :I_IFU.ini | UFL Cogffiguration File ("ini)  ~ f

Cancel

2. Click on Launch UFLDesigner.exe.
3. Click Yes on the warning pop-up.
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4. Select any file from Exercisel folder for the next pop-up.

@ Open Data File X
= v <« ClassFiles > Data > Exercisel v 0 Search Exercisel P
Organize v New folder =y M @
@ NewIN - : A Name : Date modified Type La)
v o Quick access

|| pumps_current_20230619-142619.6¢ 6/19/2023 227PM  Text Docurr

Plugin | AsciFiles.dl V| I Deskt s
|| pumps_curren 6/1¢ 8 PN Text Docurr
BEErl | ownloads = [5] pumps_current_20230619-142806: g Text Docur
e )
=| Documents || pumps_current_20230619-142904, Text Docun
oK Foe & Pictures + |- pumps_current_20230619-143003.txt Text Docurr
PIINTO1 * || pumps_current_20230619-143103.txt Text Docurr
ClassFiles || pumps_current_20230619-143203.tt Text Docurr
Data [7] pumps_current_20230619-143303.b Text Docurr
X B pumps_current_20230619-143407.txt Text Docurr
Exercisel
|| pumps_current_20230619-143503.t¢ Text Docurr
Exercise2
|| pumps_current_20230619-143603 bt Text Docurr
Installation Kits (7] pumps_current_20230619-143705.t¢t Text Docurr v

v < >

. MR TLi.ne

File name: | purnps_current_20230610-1426106¢ | les (. dat*.cov*xml) v

5. Change the Input File Mask to C:\Class Files\Data\Exercisel\*.txt

[I General [Q Variahles ]3 Message... [4 Data Extr... lﬁ Artions ]_

= |

]

© INTERFACE :
PLUG-IN AsciFiles.dl ;

B PLUG-IN 1
Input File Mask | c:\Class Files\Data\Exercise1\*.tut | |1

- C o = . — N

6. Click on Variables and add three variables as shown below.

T

| @ *UfIDesigner (IniFile=C:\Program Files (x86)\PIPC\Interfaces\PI_UFLAINNUFLini)
File  View Tools Help
|

b 5 = = & & DataFile = C:\Class Files'\Data\Exercisel\pumps_current_20230619-14261¢
Vanables IﬂMessage... ]4 Data Extr... IO Actions ] ASCHl I - X l
é= w) |Pumpl.Current,06/19/2023 14:26:19,667« ~

Pump2.Current,06/19/2023 14:26:19,687«
Pump3.Current,06/19/2023 14:26:19,691«
Pumpd.Current,06/19/2023 14:26:19,672«
Data Type PumpS5.Current,06/19/2023 14:26:19,692«
Comment Pumpl.Current,06/19/2023 14:26:20,690«
B FIELD(2) Pump2.Current,06/19/2023 14:26:20,664«
Name Pump3.Current,06/19/2023 14:26:20,680«
Data Type Pump4. Current,06/19/2023 14:26:20,693«
Pump$5.Current,06/19/2023 14:26:20,685«
Cominent Pumpl.Current,06/19/2023 14:26:21,693«
Bl FIELD(3) Pump2. Current,06/19/2023 14:26:21,674«
Name Timestamp Pump3.Current,06/19/2023 14:26:21,690«
Data Type DateTime Pump4.Current,06/19/2023 14:26:21,669%«
Date Format "MM/dd;yyyy hh:mm:ss" Pump5.Cugrent,06/19/2023 14:26:21,661«
Comment Pumpl.Current,06/19/2023 14:26:22,683«
Pump2.Current,06/19/2023 14:26:22,688«
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7. Click on Message Types and add a new Message Type.
@® *UfiDesigner (IniFile=C:\Program Files (xB6)\PIPC\Interfaces\PI_UFL\IN

File View Tools Help

DA H Q&

[ b @ = p
' P
P

Name MSG_1 P
Message Filter c1=="*" P

Enable Point Creation None P

Inherit Tag Attributes P
Comment P

8. Click on Data Extraction and add a new rule. In the pop-up, select Delimited.

File  View Tools Help

tt Document

ft Document l_] —; ﬁ “ m f
tt Document {I General {Q Vanables [3 Message Ty 4 Data Exdtractior] IG Actions ]
tt Document
-
tt Document ‘

tt Document 4. ASSign Da
t Document

k Document This section
formula to

ws for assigning the data extraction
iven variable. Select the message type and
the green plus sign or right-click the concrete

step1/3 - X

t Document
t Document
it Dod @ ASCII Data Extraction Wiza
tDo
tt Do

t Do

t Do e that the best describes your data:

it Do - characters such as commas of tabs separate each field
it Do
tDo
tDo
tDo
tt Do

W Dimmsimn st

9. Select Comma and click Next.
@ ASCII Data Extraction Wizard step 2/ 3 - X

Select. or specify the delimiter.

Choose one or more separator(s):

[J Tabs [ Space  [] Semicolon | [7] Comma [] Other

.
Data preview \

|Pl:mp1.Currch 6/19/2023 14:26: wlss-/

Cancel < Back Next > Finisk
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10. Drag and drop the variables to the corresponding boxes. Click Finish.
@ ASCI| Data Extraction Wizard step 3/ 3 - x T

Assign the variables to selected fields _#Tagname
Drag the given variable from the list
and drop it onto the desired positi
in the ‘Data Preview’ control bel,

Data preview

<Add Varnable <Add Varah

06/19/2023 14:26:19 B67

Cancel <Back Ne

11. Click on Actions and add an action. Drag and drop the variables to the corresponding boxes.

Click Validate > Add > Close.

DataFile = C:\Class Files\Data'

Timestamp=["

= {Pump2.Current,06/19/2023
Pump3.Current,06/19/2023
Pump4. Current,06/19/2023
Pump5.Current,06/19/2023
Pumpl.Current,06/19/2023

= X

@ Add Action

p it onto the corresponding place in the StorelnPI().
arameters of the StorelnPI() function

Drag the variable from the list and
Note: the star ™ denotes the mandat

Action

@® StorelnPl

O StorelnPIPoints
O Clear

O Add

O IF <condition> THEN [[] E
O 'Comment
O Manual

$T agname
Val

stamp

Result
[StorelnPi<"T

PeInstrumentT ag> < Time> < "Value ,(Slduﬂmm_» Validate

o K

12. Click on Save to save the ini file. Close the UFLDesigner.exe.

I [ *UfiDesigner (IniFile=C:\Program Files (xB6)\PIPC\Interfaces\PI_UFL\INNUFL L.iniy
‘ File View Tools Help

Il General JQ Variables L] Message Types l-‘ Data Extraction J;i Actions ‘

MSG_1 [ParseniFile jge 2 | ¢ 4 -

StorelnPI(T agname, ,Timestamp Yalue

13. Run the interface from PI ICU.
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Step 5:

Configure 5 new tags for Pl UFL interface.

Tagname = PumpX.Current
Point Source = UFL-PIINTOL1.
PointType = Int16

Locationl =1

i Point Builder - PI System Management Tools (Administrator)

File  View Tools® Help

Servers [Aacaae
Search jel
Servers rver Name Stored Values  Point Source  Foint Type  Po
& PIsRVO1 1 Pumpl.Current Realtime data UFL-PIINTO1  Int16 cl
System Management Tools
Search P |
Alaimns
Batch
v Data
Archive Editor
Current Values
Stale and Bad Point <
Interfaces
v IT Points General  Archive Clas™ll Secuity System
Performance Ci Name: Pump1 Current
Ping -
SNMP Desciriptor ‘
TCPRespons )
Operation Stored Values:  Healtime dat: Paint SW’I UFL-PIINTO1
v P°"[‘;i‘wd . Point Type: || Int16 v| Digia el
ations Eng Units:
Point Classes Exdesc:
Point Source T able Crimna T
e e e [~
Interfaces .
v IT Paints General Archive Classic §Secuity System
Performance Counters ‘
Ping Location1: 1 Conversion Factor. 1 Userlnt1 D’
SNMP .
- 0
TCPResponse Location2: 0  Usednt2: [ Ul
Operation Location3: Square Root Code: 0 UseReall: D]
v Points —_—
Digial States Locationd: Total Code: 0|  UseReal2 0]
Performance Equations LocationS:
Point Builder )
Point Classes
Point Source Table Instrument T ag: l
General Archive Classic Securly System
Point § ecurty Dats Secuity
& piadmin

Add. Remove Add Remove
Permissions for Pl interfaces Allow Peimissions for P Buffers
Read =1 Read
Wiite a Wiite
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Server

PISAYO
PISRVO
PISAYO
PISAVOT
PISRVO1

Step 6:

5. You can use PI Builder to create the remaining 4 tags.
JHK 26 e

Name Stored Values  Point Source

Pumpl.Current  Realtime data  UFL-PINTO1
Pump2.Cumrert Realtime data  UFL-PINTON
Pump3.Cument  Realtime data UFL-PINTOT
Pumpd Currert Realtime data  UFL-PIINTD1
PumpS.Currert  Realtime data  UFL-PINTON

S A A

PumpTemplate

Paint Type  Point Class
Int16 classic
16 classic
Int16 classic
Int16 classic
Int16 classic

General Attribute Templates  ports

Descriptar  Paint Security
piadmin: &(r.w] | piadmins: Afrw) | Pl interfaces: A(f)
piadrair: A w] | piadming: Arw) | Plinterfaces: A[f)
piadrmin: A(r.w] | piadmins: Arw) | Pl interfaces: A1)
piadrmire &(r.w) | piadmins: &(rw) | Plinterfaces: A(r)
piadrair: Al w] | piadming: Arw) | Plinterfaces: Alf)

Go to Pump Assets Database.

Open Pump template from the Library.
Create a new attribute and name it Current.
UoM is Ampere (A).

Data Reference is Pl Point and tag name is %Element%.%Attribute% .

Analysis Templates  Notification Rule Templates

| FAiter P~ | Mame:
2 1|® R Name 4 Description | Default Yalue & | Description:
: < Current : 04 Properties:
<& BearingTemp 0ec Categories:
Default LOM:
& FlowiRate 0m3fh
Value Type:
T OilPressure 0kPa
Default Value:
& OutputFlowR ate 0m3fh
Display Digits:
< PumpSpeed 0 rpm
Data Reference:
& Status 0

Data Security

piadmin: Afr,w) | piadmins: Alrw) | Pl Buffers: Afw)
piadmir: A[rw) | piadming: Afrw] | Pl Buffers: &[w)]
piadmin: Afrw] | piadmins: Alrw] | Pl Buffers: Alw)
piadmire &fr,w) | piadmirs: A(rw) | Pl Buffers: &(w)
piadmir: Arw) | piadming: Alrw] | Pl Buffers: Afw]

Create a new attribute in your Pump element template for Current information.

Grouf

Current

P1 Point

Settings..

WeServerss| %eElement %, SeAttribute %
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Part 2 — Collect data from C:\Class Files\Data\Exercise?2 folder. These files contain efficiency data
coming from a third-party application.

Step 1: Configure and instance of the UFL interface to collect data from Exercisel folder. You
can follow the documentation or the YouTube playlist.

Open PI ICU. Click on “Create a new instance from EXE”.
b. Browse and find the UFL interface EXE file.

c. Select host as PISRV01. Set Point Source as UFL-PIINTO1 and interface
ID as 2. Click Add.

H > a0 3% @ @

2 (PIPedMont) -> pisrv0l ] _Rename |

Interface:

Type: Er e e ~Jata server Connection Status
Description )I pesrv0l
Use the Browse button to select a PI | gervice file [ exe) to configure. The additional Witeable
Versions: | paameters shown may also be selected
General
syl 1) Browse to interface executable (requred) pe Create / Remove
Service [C:\Program Files (BEIPIPC\Interdaces\PI_UFL\PI_UFL exe Browse l
Undnt PTITT o 2 " Path i yal 11
Faiove 1 { \. R
Heath T]pvv01 -] Ipmvm E Locate Interface,
Perfory
f Interf » PLUFL » v L earch F L
Pedons + nterfaces _UFL o b F
g‘ SON 3) Optional Settings Organize v New folder
wcon| !
Debug : ~ Name : Date me
10 Rate lnltedacenunec: splayed n the ICU (optional} @ This PC Da i
Interface € 3 9/17/202
P ' ot oiCiatim Service ID J 30 Objects Gx:'mues At
JFLPINTO! 2 uggest I Desktop
[ I - _] INI
Add Clear F bogs
Utiliyy
PI_UFL.exe
= Pictures
| Add new inteace Running PiPedMont - Inst B Videos

o Windows (C:)
- Temporary Stora
s Pl System Files (1

@ Network v <

File name: {

d. Create a scan frequency of 30 seconds.

Scan Classes
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https://www.youtube.com/watch?v=VCJNRMscuS0&list=PLMcG1Hs2JbcueMwmSeaWH_hcOmXIa_Jqh&index=3

e. Goto Service tab. Click on [Domain\]UserName. Enter PISCHOOL\svc-piinterface and

password: student. Click on Create and Apply.

Description: | f pisiv0l
8 v Wiiteable
Versions; IF‘I_UFL‘eae version 3.6.7.144 INnn Unilnt-based interface
General Service Configuration
. = Startup Type Create / Remove
S : PI_UFL1 ID:]1 ;
|Suvice ervice name: [ | | _‘, & Auo
ﬁae Display name: ~ [PI-PI_UFL1 " Manual —I
Logonas _C NT Sewvice\PL_UFL1 € b Refove |
I E:l [Domain'\JUselN ame
UserName: vie-pinterface
OMF Health Configurafon 1
Password: AR KRR KRR
ST | — Installed services:
Dependencies: tcpip AJRouter A
4 ALG
ApplDSve
P | | Appinfo
AppMgmt v
< >
Al oyn Router Service v
Ready 'Stopped 'PI_UFLT - Installed A
Step 2: Configure the ini file.
1. Goto UFL Tab and create a new ini file as shown below.

Versions:

|PI_UFL.exe version 36.7.144 |Non Unilnt-based interface
Pl Universal File Loader Interface-Specific Parameters (3.6.7.144)

Run Once and Exit r

= Configuration
10 Rate
I |;I Launch UFLDesigner.exe
Archive Mode
[~ Senddatato Pl Archive |5 [ArcReplace] | T TagMasyfl
Browse for UFL Configuration File x
| v A4 « Interfaces » PILUFL » INI Search INI L
Organize v New folder n | o
& Downloads & Name - Type
J\ Music .__ UFL1.ini Configurg
=/ Pictures
B videos
i Windows (C:)
| < >
Ready
File nargle: UFLZ.ini| guration File (“ini) v
Cancel
2. Click on Launch UFLDesigner.exe.

3. Click Yes on the warning pop-up.
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Search Exercise2

E=|

Date modified

6/15/2023 2:27 PM

6/15/202

X
P
o @

Type

~

Text Docurr

Text Docurr

Text Docurr
Text Docurr
Text Docurr

Text Docurr

Text Docurr

Text Docurr

Text Docurr

Text Docurr

Text Docurr w
>

4. Select any file from Exercise2 folder for the next pop-up.
@ Open Data File
@ New NI
4 Exercise? v O
Plugin |AsciFiles,d "‘ Organize v
Data File |C:\Class Files\Data\Exevctse?\pumps_eﬂicienzm [ This PC " Name
_J 3D Objects -] pumps_efficiency_20230619¢142619.0¢
0K Cancel I Desktop
| Documents
* Downloads -
|=] pumps_efficiency_20230619-14308 bt
) Music B pumps_efficiency_20230619-143103
&= Pictures |7] pumps_efficiency_20230619-143203.8¢
B Videos E] pumps_efficiency_20230619-143303.bc
‘a Windows (C:) [] pumps_efficiency_20230619-143406.6¢
= Temporary Stora || pumps_efficiency_20230619-143503.6¢
= Pl Syster Files @ || pumps_efficiency_20230619-143604.6¢
|| pumps_efficiency_20230619-143705.b¢t
¥ Network V) &
File name: | purnps_efficiency_20230619-1426194¢ ~| D
5. Change the Input File Mask to C:\Class Files\Data\Exercise1\*.txt
[I General [Q Wariables ]3 Message... [4 Data Extr... ]ﬁ Actions l
= |
1
B INTERFACE 1
PLUG-TN AsciFiles. di I
= PLUG-IN 1
Input File Mask | c:\Class Files\Data\Exercise1\*.tut | |1
o - — A
6. Click on Variables and add three variables as shown below.

T

@ *UfIDesigner (IniFile=C:\Program Files (x86)\PIPC\Interfaces\PI_UFLAINNUFLini)

| File

1 View Tools Help
N -4 & & DataFile = C:\Class Files'Data\Exercise1\pumps_current_20230619-14261¢
Vanables IﬂMessage... ]4 Data Extr... l& Actions l ASCH I

é= =) |Pumpl.Current,06/19/2023 14:26:19,667«
Pump2.Current,06/19/2023 14:26:19,687«
Pump3.Current,06/19/2023 14:26:19,691«
Pumpd.Current,06/19/2023 14:26:19,672«
Data Type Pump5.Current,06/19/2023 14:26:19,692«
Comment Pumpl.Current,06/19/2023 14:26:20,690«
Bl FIELD(2) Pump2.Current,06/19/2023 14:26:20,664«
Name Pump3.Current,06/19/2023 14:26:20,680«
Data Type Pump4. Current,06/19/2023 14:26:20,693«
PumpS.Current,06/19/2023 14:26:20,685«
Comnant Pumpl.Current,06/19/2023 14:26:21,693«
Bl FIELD(3) PumpZ. Current,06/19/2023 14:26:21,674«
Name Timestamp Pump3.Current,06/19/2023 14:26:21,690«
Data Type DateTime Pumpd.Current,06/19/2023 14:26:21,669«
Date Format "MM/dd;yyyy hh:mm:ss" Pump5.Cugrent,06/19/2023 14:26:21,661«
Comment Pumpl.Current,06/19/2023 14:26:22,683«
Pump2.Current,06/19/2023 14:26:22,688«
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7. Click on Message Types and add two message types. One starts with T* and the
other with D*.

File View Tools Help
2@ d Q&
" |4[lata Extr.. Ifi Actions | )
-
T
Name Timestamp D
Message Filter c1=="1*" D
Enable Point Creation D
Inherit Tag Attributes D
Comment D
B M56(2) =
Name Data
Message Filter C1=="p*"
Enable Point Creation None
Inherit Taa Attributes

8. Go to Data Extraction and add a new rule for Timestamp Message Type.

Jlder I S @ =N L W vatarne
alder ‘ 1 General | @ Variables |3 Mesgg®. |4 Data Extr... [‘ Actions | ASCH
alde

*'
older

older 4_ ¢Sign Data

@ ASCII Data Extraction

izard step 1/3 - X

Choose the Lin ivision type.
Onginal data type
e that the best describes your data:

racters such as commas or tabs separate each field
O Fixed width - fields are ith columns with fixed length

(O Advanced - fields are selected manu

Cancel

9. Select Comma in the next menu and click Next.

10. Drag and drop Timestamp into the corresponding box.

(@ ASCI Data Extraction Wizard step 3 /3 — X
Assign the variables to selected fields. [Tagname
Drag the given variable from the list Value

and drop it onto the desired position
in the ‘Data Preview” control below.

Data preview

T |
T 06/19/2023142619 * &

=
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11. Change the message type to Data and add a new rule.

- S e wmm LN W =

|I General IQ Variables 13 Message... [‘ Data Extr... |&® Actions

Dt Ex %] -

This section allows for assigning the data
extraction formula to a given variable. Select
the message type and either press the green

12. Drag Tagname and Value to the corresponding boxes.

@ ASCII Data Extraction Wizard step 3 /3 - X |Ef
Ef
Assign the variables to selected fields Ef
Drag the given variable from the list
and drop it onto the desired position
in the ‘Data Preview” control below

Data preview

E— 7
D Pump1 Efficiency 74e
Cancel < Back I Finish I

T

13. Click on Actions tab. While data is selected add an action. Drag variables into positions as

shown below. Click Validate and Add.
9:06AM  File folder DA -d Lo«

312:09PM  File folder H] General |2 Variable
s

File folder

3S06AM Eile folder
30| @ Add Action
' Drag the variable from the list and drop it onto the corresponding place in the StoreinPI()
Note: the star ™ denotes the mandatory parameters of the StorelnPI() function

Action

® StorelnP!

O StorelnPIPoints

O Clex

O Add

O IF <condtion> THEN [[]
O 'Comment
O Manual

o

Tagname

14. Save the ini file.

I *UfiDesigner (IniFile=C:\Program Files (x86)\PIPC\Interfaces\PI_UFL\INNUFLZ.ini

File  Vie pls  Help
i JE 4 [ & Datafile

Il General IQ Variables I.‘l Message... I‘ Data Extr... IG Actions |_ ASCIl
ave |

Data e X% Z| T3 L

[Data FILTER=C1=="D"

D, Pump2.]

T Dasman2 1

15. Run the interface.
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Step 3: Configure 5 new PI Points for Pl UFL interface. You can edit the Excel file you created

earlier to create these Pl Points.

Tagname = PumpX.Efficiency
Point Source = UFL-PIINTO1.
PointType = Int16

Locationl =2

10. Location4 = 1.

© ©®© N o

H

1 piadmin: A(r,w) | piadmins: Alr,w)
1 piadmin: &A(r,w) | piadmins: Alr,w)

1 piadmin: A{r,w) | piadmins: A(r,w
1 piadmin: A(r,w) | piadmins: Afr,w

Pl Buffers: A(w
Pl Buffers: A(w

Pl Buffers: &(w
Pl Buffers: A(w

( )1 )
( )1 )
1 piadmin: &A(r,w) | piadmins: Alr,w) | Pl Buffers: A{w)
( 11 )
( 11 )

ptsecurity

piadmin: A{r,w) | piadmins: A(r,w) | Plinterfaces: A(r)
piadmin: A(r,w) | piadmins: A(r,w) | Pl interfaces: A(r)
piadmin: A(r,w) | piadmins: Ar,w) | Pl interfaces: A(r)
piadmin: A(r,w) | piadmins: A(r,w) | Pl interfaces: A(r)
piadmin: A(r,w) | piadmins: A(r,w) | Pl interfaces: A(r)

2 Publish Options

Edtode: | SRR

[ ][

A B C D E F G
Selected(x) Name ObjectType p p y ity
tx Pumpl.Efficiency PIPaint UFL-PIINTOL Int16 2
X Pump2.Efficiency PIPaint UFL-PIINTOL Int16 2
X Pumpa3.Efficiency PIPaint UFL-PIINTOL Int16 2
X Pumpd.Efficiency PIPaint UFL-PIINTOL Int16 2
i Pumps.Efficiency PIPaint UFL-PIINTOL Int16 2
: B
i | —
o
1
2
3
4
=

Step 4: Create a new attribute in your Pump element template for Efficiency information. UoM
is percent (%). Confirm that you are getting data for both attributes.

£ Yalue ] |

Group by: 2 |8 @ B Name

Narme: IEfﬁciency -
Description: |
Properties: <None> coE
Cateqgories: | =
Default LOM: |Dercent
Yalue Type: Intle ®
Default Yalue: 0% ®
Display Digits: -5
Data Reference: | PIPaint =

Settings... =
Y% Server it %Element %o, Yohttribute% =

&7 BearingTemp 49,929 °C
<7 Current Ea?z A

<7 Efficiency 72%

<7 FlowRate 337 m3fh
&F OilPressure 95.6 kPa
«F OutputFlowRate 433 m3th
&7 PumpSpeed 986,74 rpm
&F Status 3
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10.3 Final Exercise — Import data from SQL Server

Part 1 — Collect data from DATA.dbo.POWER table. This table shows total power consumption for all
the pumps.

Step 1: On PIINTO1, install the PI Interface for Relation Database Management Systems
(RDBMS). Click OK or Next when prompted.

1. Installation kit is in C:\Class Files\Installation KitsS\RDBMSPI_x.x.X.x.exe.
2. Once asked, reboot the machine.

Step 2 : Configure a DSN for PIAFOL1.
1. Open ODBC Data Sources (32-bit)

O &
Best match

| ODBC Data Sources (32-bit)
Deskiop app

Apps

2. Goto System DSN and add a new SQL Server DSN.

User DSN JSystem DSN BFile DSN Drivers Tracing Connection Pooling  About

System Data Sources:

Name Platform Drnver

Create New Data Source

Name
Microsoft Excel-Treiber (" xis
Microsoft ODBC for Oracle
Mictosoft Paradox Drive

1
‘-}«d

ed data provider

Help

AL

AV=VA

Page 215



3. Use name PIAFO01 and enter Server as PIAF01. Click Next. C

Create a New Data Source to SQL Server X

This wizard will help you create an ODBC data source that you can use to
connect to SQL Server.

b

What name do you want to use to refer to the data source?

Name: | PLAFO1 |

How do you want to describe n-l data source?

Which

Description: [ I

SoL Serverdo u connect ta?
Server: Pmle v|

| | ancel Helpb

4, Click Next.

5. Change the default database to DATA. Click Next.

Create a Mew Data Source to SOL Server X

M

P

M
M

Change the default database to:

D“ if=3 .h

FIFD
PlVizion

bem|

pdb
38 ANSI rullz, paddings and warnings.

|Jse the failover SGL Server if the primary SOL Server iz not
available,

< Back Cancel Help

6. Click Finish. Click Test Data Source. If test is successful, click OK and then OK again.
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Step 3: Configure and instance of the RDBMS interface to collect data from Power table.
1. Set Point Source as RDBMS-PIINTO1 and interface ID as 1.

Interface  Tools Help

>a>u.nw?z>a;1u

Interface erfton2 (PIPerfMon2) -> pisrv01

L] Rename

Type: P r e — ~ Data server Connection Status
Description L, pistv0l

. Use the Browse button to select a P service file [.exe) to configure, The additional Wiiteable
Versions: | parameters shown may also be selected. |
General 1) Browse to interface executable (required): |
PlPerfMon ) S A
Service |C:\P|og|am Files (xBE8\PIPC\Interfaces\RDBMSPIN\RDBMSP|. exe POINTCOUNT] 0
Unilnt 2] Host PI Data server/collective (required): Path: HEARTBEAT] 0

Failove a1 STAT] 0

Heath| P SIUFO] 0

Perfom

Perforr

PISDK 3 aptional Settings Interfaces »> RDBMSPI

Discon)

Debug Interface name as displayed in the Organize v New fo!
10 Rate
Interface & & Downloads ~ .

[Ms-FiNTOT hiogest b Music
& Pictures Log v
B videos 0
| o Windows (C:)
v
File name: | YEIRSH
| Add new interface._. Running

Search RDBMSPI

= —

Date modified

9/17/2023 7:37 PM
9/17/2023 7:37 PM
9/17/2023 7:37 PM
A/27/7077 R:37 PM

ace Files (*.exe)

o

X

o @

Type ™

Cancel

Annlir

>

v

File fol
File fol
File fol

v

2. Create a scan frequency of 30 seconds.

Scan Classes

3. Go to Se

cK 4 $

rvice tab on the

left pane. Click on [Domain\]JUserName. Enter
PISCHOOL\svc-piinterface and password: student. Click on Create and Apply.

# pisv0l
¥ Wiiteable
+ version 3.6.7.144 INnn Unilnt-based interface
~ ~ Service Configuration

Setvice name: [PI_U FL1 D IW _‘I Startup Type Create / Remave

& Auto |
Display name: ~ [PI-PI_UFL1 " Manual —
Logonas _( NT Senice\PI_UFL1 C o Refove |

[Domain']U serName
UserName: PTCHOL Leeve pintanace |
OMF Health Configuraflon I
Passworct T
Lo pestay] Installed services:
Dependencies: tepip AJRouter "
P ALG
ApplDSve
3 Appinfo
Aoptiom v
< >
Aloyn Router Service v
Stopped PI_UFLT - Installed
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4. Go to rdbodbc tab on the left pane. Enter a file name into interface log file space.
Select the DSN we created earlier.

Intertace:  [RDBMSPIT (RDBMSPIT) > pisnvD =] _Rename |
Type: Relational D atabase
» I'dmd]c 3 Select Data Source
Description: |
) i chine Data Source
Versions:  [RDBMSPI exe version 3 2463 [Urit version 4721 Pl Data Souce |
General Relational D atabase Interface-S pecific Parameters (3,24 Bﬂi e Type Description
[ rdbodbe Startup Parameters ] Recovery Parameters ] q System
' ions
Unilnt InterPace flog.log //
Failover SOL Fles Directory:
- Health Points QL Files Directory: | { prd
- Performance Counters Global Yariables File: I
i Performance Points
. P1SDK DSN Settings .
- Disconnected Startup DSN: Usernam
Debug [ :'
10 Rate
Interface Status Successful - Status Range B4
Start Code: 0 End Code: | 0 g A Machine Data Source is specific % this machine, and canng
"User" data sources are specific to aWser on this machine. 'S
T :j T :J F sources can be used by all users on thiymachine, o by a syste
Additional Parameters
Caru
Close | \ Apply |
C misienm Cabioma Carima | linsnat slladd DRDRMCDIT . Kotk laabsllad

5. Enter PISCHOOL\svc-piinterface and password: student. Click on Apply.
6. Run the interface.

Step 4 : Configure a new tag for PI RDBMS interface using Pl System Management Tools.
Watch this video to configure the SQL query.

Tagname = Pumps.Consumtion
Point Source = RDBMS-PIINTO1
PointType = Float32

P 0w N PR

ExDesc = /SQL="SELECT Consumption, 0 FROM [DATA].[dbo].[POWER] ORDER BY LastModifiedTime
desc;”

AV=VA

Page 218


https://www.youtube.com/watch?v=0dPjO888mIQ&list=PLMcG1Hs2JbcuR_UEb5IGY3fenO6CfPlhX&index=4

Appendix

Servers

&

Search
Servers

[ PISRvO1

System Management Tools

yver Name Stored Values

Search
Alarms
Batch

v Data
Archive Editor
Current Values
Stale and Bad Poi

v Interfaces
AutoPointSync L
Interface List

v T Points

Performance Founters

Ping

v Points

Interfaces
v IT Poaints
Performance Counters
Ping
SNMP
TCPResponse
Operation
v Points
Digital States
Performance Equations
Point Builder
Point Classes
Point Source Table

Name:

Descriptor:

Stored Values: | Realtime data ~  Point sw,ce;l RDBMS-PIINTO1 !

Float32 ~ MDigital Set:

Point Type:
Eng Units:
Exdesc:

Source Tag:

General Archive Clas:

= @

Point Source

Secuity  System

Point Type  Point Class  Descriptor

[F’umps Consumption

——

[ISQL=”SELEET Consumption, 0 FROM [DATA] [dbo] [POWER] ORDER BY LastModifiedTime desc;'|

5. Set Locationl =1 and Location4 =1

General  Archivi

Locationl

Location2:
Location3:
Locationd:

Location5:

Classic §Security System

Conversion Factor:

(9

[j Square Root Code:

E Total Code:

o

Userntt [0
Usernt2: [ o
UserReall: E
UserReal2 [ 9

Instrument Tag:

6. Edit Security settings to give Buffering write access to the tag.

General Archive Classic Securty System
Point S scurity

Permissions for Pl interfaces
Read
Wiite

Data Security
& piadmin

Remave
Allow Peimissions lor P Buflers
= Read
a Wirite

7. Check data on PI Data Archive. Do you see historical data? How can you import all
the historical data?
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Step 5: Create a new attribute on Pumps element on AF to see the total Power. UoM is watt.

General  Child Elements  Attributes  parks  Analyses  Notification Rules  Yersion

| Fiter P * g | Name: |P0wer
& 4 8|S R Name A Vaue &) | Description: |
< Power 772,43 W Properties: Configuration Item
Categories: |
Default UOM:  [watt
Yalue Type: Single
Value! |772.43 W
Display Digits: |.5
Data Reference:  PI Poink
» Setting

\\PISRYO1\Pumps, consumption|
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Appendix

Part 2 — Collect data from DATA.dbo.PUMPS EFFICIENCY table.
Step 1: Configure a new instance of Pl RDBMS interface.

1. Set Point Source as RDBMS-PIINTO1 and interface ID as 2.

Interface

Tools

A

Help
> @ Q

B & e

Interface’

erfMon (PIPerfMon2) -» pistv01

]

Rename

Type: S —— ~Data server Connection Status
Description L! pisrv01
) Use the Browse button to select a P service file [.exe) to configure. The additional Wiiteable
Versions: | parameters shown may also be selected
General | 4)Biowse to interface executable (required)
PlPerfMon ] S A
Service |E‘.\Progam Files (x86\PIPC\Interfaces\RDBMSPI\RDBMSP!.exe POINTCOUNT) 0
Urulnt : HEARTBEAT] 0
Fadovel 2) Host PI Data server/collective (required) Path: VSTAT] 0
Heath|  IPn01 SNJFO) 0
Perform %
Perforr
PI SDK 3) Optional Settings Interfaces > RDBMSPI v 0 Search RDBMSP| L
Discon|
Debug Interface name as displayed in the JEU (option: . z
10 Rate play [op! Organize = New fo ~ [ o
Interface § ‘ Downloads ~ Date modified Type *
MsENTl |2 o0t & Music File fo
| Pictures File fol
' Videos ad File fo
— . ; G RDAMSD!, oxe Bnnlic ¥
{ i Windows (C:) v =
| File name: | NI ace Files (*.exe) .
Add new interface. . Running
Cancel

2. Create a scan frequency of 30 seconds.

Scan Classes

3. Go to Service tab on the

eid

Scan Class 8

1

left pane. Click on [Domain\]JUserName. Enter

PISCHOOL\svc-piinterface and password: student. Click on Create and Apply.

" NT Service\PI_UFL1

P L 4

€ Dis

Log on as: S8 M
I E:‘ [Domain’\]JUserName
UserName: sve-pinterface
OMF Health Configurafon |
Password: AR RRRRRRRRRRR
CLUEETETNY | e— Installed services:
Dependencies: tepip AlRouter -~
P ALG
ApplDSve
D | | Appinfo
Apngn! v
< >
Alloyn Router Service v
Stopped PI_UFL1 - Installed
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4. Go to rdbodbc tab on the left pane. Enter a file name into interface log file space.
Select the DSN we created earlier.

Interface:; IRDBMSF’H (RDEMSPIT) > pisrv01 El Rename |
Tipe: J1dbocbe = Fieational Database Select Data Source
Description: |
. i chine Data S
Versions: [RDBMSPI exe version 3.24.6.36 [rint version 4721 Fie Data Suscesgigechine Daa Souce |
General Relational D atabase Interface-S pecific Parameters (3. 24.6.36 e Type Description
[tdbodbc Startup Parameters ] Recovery Parameters ] [ System
! ions /
Unilnt Interface flog.log J
- Failover SOL s Dk )
i Health Points Q Lt I \ /
- Performance Counters Global Variables File: [ \ /
- Performance Points
. P1SDK DSN Settings
- Disconnected Startup DSN: Usernam
i Debug I
10 Rate !
Interface Status Successful - Status Range Bl
Start Code: I i End Code: 0 g A Machine Data Source is specific % this machine, and cannao
"User" data sources are specific to aWser on this machine. 'S
T L] B Efeeeeates L] F sources can be used by all users on thi hine, of by a syste
Additional Parameters
L 0K Can
Close ] | Apply |

C misienm Cabbionma

Carsima | lininst slladd DRDMCDIT . Mak sk sllad

5. Enter PISCHOOL\svc-piinterface and password: student. Click on Apply.

6. For the SQL Files directory, enter
“C:\Program Files (x86)\PIPC\Interfaces\RDBMSPI\SQL”

General ~ Relational Database Interface-Specific Parameters (3,24.6.36)

rdbodbe Startup Parameters ] Recovery Parameters ] Optional Parameters ] Debug Parameters |

Service File Locations

Unilnt Interface Log File: [Iog.bg _I

I~ Falover SQL Fies Directory] Sl a2 |

- Health Points QL Files Directory) |SAlat ENzI==

- Performance Counters Global Yariables File: | |

- Performance Points

- PISDK DSN Settings

- Disconnected Startup OSN: Usemame: Password:

.- Debug PIAFOL Ipisdmol'q,svc-piirtarfa:e I * Stored * M

10 Rate .

Interface Status Successful - Status Range Bad Input - Status Range
Start Code: 0 End Code: i} Start Code: | 1 End Code: 1
797977777 »| - |premreee? ~| ||| |- |n |

Additional Parameters
Close | Apply |
Ready Stopped RDBMSPI2 - Installed V.
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Appendix

7. Go to C:\Program Files (x86)\PIPC\Interfaces\RDBMSPI\SQL and create a new file
called Efficiency.sgl. Open it using Notepad and enter the query below:

SELECT [TIMESTAMP]
, [EFFICIENCY1],0
,[EFFICIENCY2],0
,[EFFICIENCY3],0
, [EFFICIENCY4],0
,[EFFICIENCY5],0
FROM [DATA].[dbo].[PUMPS_EFFICIENCY] order by timestamp desc;

v 1 Com
Home Share Wiew o m
iable
€« v 4 < PIPC » Interfaces » RDBMSPI » SOL v O Search SQL ye
A Name ] Date modified Type bug Pe
s Quick access . =
Efficiency.sq| 9/17/2023 8:40 PM SQL File e
I Desktop : ¥4 o :
sqlbet 4/27/2022 8:32 PM Text Document —
¥ Downloads

|=| Documents
_ Efficiency.sql - Notepad
| Pictures
PUNTO1 S A S T
SELECT [TIMESTAWP]
Class Files , [EFFICIENCY1],®
Data , [EFFICIENCY2],®
Exercisel . s [EFFICIENCY3],®
X | , [EFFICIENCY4],0
2 items 1 item selected O , [EFFICIENCYS],®
- FROM [DATA]. [dbo]. [PUMPS_EFFICIENCY] order by timestamp desc;

8. Save the file and close it.
9. Run the interface.
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Step 2 : Configure new tags for PI RDBMS interface. Watch this video to configure the SQL file.

a. Tagname = PumpX.Efficiency
b. Point Source = RDBMS-PIINTO1.
c. PointType = Float32

File View Tools

ervers
arch
Servers

7 PISRVD1

ystem Management Tools

Help

Name

rarch
Alarms
Batch
* Data
Archive Editor
Current Values
Stale and Bad Points
¢ Inteifaces
AutoPointSync List
Intesface List
* IT Points
Performance Cougters
Ping
SNMP
TCPResponsg

Mame:

K QB O

Stored Values  Point Source

Pumps.Consumption  Realtime data RDBMS-PIINTO1
Pump1 Efficiency

Realtime data RDBMS-PIINTO1

Paint Type

Float32
Float32

Point Class  Desciip

classic
classic

Descriptor:

Stored Values:

Paint Type:

Real-time data

Float32

Point Source:

[RDBMS-PIINTO1

~ | Digital Set

Eng Units:

Exdesc:

Source Tag:

Locationl =2

Location3 = [2 for Pumpl.Efficiency, 4 for Pump2.Efficiency, 6 for Pump3.Efficiency,

8 for Pump4.Efficiency, 10 for Pump5.Efficiency,]

Location4 =1

Instrumenttag = Efficiency.sql

Classic Security System

d.
e.
f.
g.
General Archive
Location1:
LocationZ:
Location3:
Locationd:
LocationS:

Instrument Tag:

2

NAR

L

Conversion Factor:
Filter Code:
Square Root Code:

Total Code:

AE fficiency.sql

1| Usednti:
0 Usednt2
0 UseReall:
0 UseReal2

You can use PI Builder to create remaining PI Points.

Page 224


https://www.youtube.com/watch?v=edx0Qd1q1wY&list=PLMcG1Hs2JbcuR_UEb5IGY3fenO6CfPlhX&index=5

Appendix

1 selected() Name ObjectType pointsource pointtype Inmt‘innl locationd i ity ptsecurity
2 |x Pumpl.Efficiency PIPoint RDBMS-PIINTO1 Float32 2 1 Efficiency.sgl 2 piadmin: A(r,w) | piadmins: A(r,w) | PI Buffers: A(w) piadmin: Ar,w) | piadmins: &(r,w) | P1interfaces: A(r)
3 |x Pump2.Efficiency PIPaint ROBMS-PIINTO1 Float32 2 1 Efficiency. sgl 4 piadmin: A(r,w) | piadmins: A(r,w) | PI Buffers: A(w)  piadmin: A(r,w) | piadmins: A(r,w) | Plinterfaces: A(r)
4 x Purmpa3.Efficiency PIPaint ROBMS-PIINTO1 Float32 2 1 Efficiency. sgl 6 piadmin: Ar,w) | piadmins: Alr,w) | PI Buffers: A(w) piadmin: A(r,w) | piadmins: &(r,w) | Pl interfaces: A(r)
5 |x Pumpd.Efficiency PIPaint ROBMS-PIINTOL Float3a 2 1 Efficiency.sgl & piadmin: A{r,w) | piadmins: Afr,w) | P| Buffers: A{w) piadmin: A(r,w) | piadmins: A(r,w) | Plinterfaces: Ar)
6 |x PumpS.Efficiency PIPaint ROBMS-PIINTOL Floatal 2 1 Efficiency.sgl 10 piadmin: A(r,w) | piadmins: A(r,w) | PI Buffers: A{w) piadmin: A(r,w) | piadmins: A{r,w) | Pl interfaces: A(r)
Step 4 : Create a new attribute in your Pump element template for Efficiency information. UoM
is percent (%).
Group
Mame: |EfFiu:ienc~,ar
Description: |
& 3| W g IName < yanle L
Properties: <MNone =
) © H <7 BearingTemp 28.714 °C

Cateqgories: |

Defsult UOM: |percent L ¥ Efficiency 75 %,

Value Type: Double o &7 FlowRate 882.78 m3jh

Default Value: 0% ’

° | <7 OilPrassure 95.286 kPa
Display Digits: -5
L &7 OutputFlowRate 1020.6 m3fh
Data Reference: | PI Point
. = <7 PumpSpeed BBS.69 rpm
3 Sektings...
; = Status 2 [y
WoeServerss|%E ement ¥, Yohttribute®s d
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